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Important Note

This User Guide Attachment F and
registration as an Individual Practitioner is
iIntended for use by those Individual
Practitioners who wish to register
as sole providers , i.e., only one IACS
user in your practice will register to
access CMS Provider applications
Integrated with IACS.

If your Organization expects to register
more than one IACS user to access CMS
Provider applications integrated with
IACS, please refer to the IACS User
Guide Attachment G and related
Provider/Supplier Quick Reference
Guides for your IACS registration and
Account Management information and
Instructions.
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Important Note, continued

The following definitions and organizational rules provide information and guidelines for
Individual Practitioners wishing to register in the CMS Provider/Supplier User Community

Provider/Supplier Community — This is the community for physicians, non-physician
practitioners, institutional providers and suppliers, or representatives of one of those
entities.

Fiscal Intermediary (FI) /Carrier / Medicare Administrative Contractor (MAC) and
CMS Contractor Communities — Members of these communities are employed directly
or indirectly by a CMS Contractor, Fiscal Intermediary (Fl), Carrier, or Medicare
Administrative Contractor (MAC) as users of systems housed at an Enterprise Data
Center (EDC).

Individual Practitioner — This user is a physician or non-physician practitioner.

- Any user requesting the role of Individual Practitioner must be verified as an
enrolled Medicare Supplier within 180 days of registering in IACS.

- Any user who has requested the role of Individual Practitioner may request an
additional role, such as End User or User Group Administrator, in an
Organization or User Group any time after receiving his or her IACS User ID.
The request for an additional role must be approved by an authorized approver
before the user can make changes to their account profile that impact this
additional role (such as requesting access to additional CMS Applications).

- Ifauser's Individual Practitioner verification as an enrolled Medicare Supplier
does not take place within 180 days and:

1. They have not been approved for another role in an Organization or User
Group, their Individual Practitioner access in IACS will be disabled and any
access to applications associated with that role will be removed.

2. They have been approved for another role in an Organization or User
Group, their IACS account will remain active to allow them to fulfill their
Organization or User Group role (including access to applications required
and approved for their additional role). However, their Individual
Practitioner access in IACS will be disabled and any access to applications
associated with that role will be removed.
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F1.0 Introduction

F1.1 Purpose

This IACS User Guide Attachment F describes the procedures for registering and
provisioning individual practitioners using the Individuals Authorized Access to CMS
Computer Services, IACS, application within the Centers for Medicare & Medicaid Services,
CMS, and making modifications to their IACS account profile after approval and
provisioning.

F1.2 Background

One of CMS’ strategic goals is to streamline its information technology environment so that
existing and new systems can effectively share information. This will allow CMS to be more
responsive to the demands of changing business needs and take advantage of emerging
technologies. CMS plans to make its data more readily accessible to beneficiaries, partners,
and stakeholders in a secure, efficient, and carefully planned manner.

In striving to meet these goals, CMS has established a target enterprise architecture and
modernization strategy that is based on several key design principles:

e An established, secure Internet architecture for the CMS enterprise

e Defined products for the target enterprise architecture

o Defined security classifications and controls for CMS applications

o Defined security services that support the architecture and implement the controls

e Prescriptive application development standards and guidelines for the target
environment

Registering and provisioning users for the IACS system is fundamental to the design and
implementation of business applications/systems planned for the CMS target enterprise
architecture.

F1.3 How to Use this User Guide

This IACS User Guide Attachment F provides screens and procedures to guide you
through common IACS procedures such as:

e Accessing the New User Registration screens

o Completing the User Information and Contact information portion of the New User
Registration screen

e Accepting or Declining the Privacy Act Terms and Conditions
o Completing the Registration process

e Logging into IACS for the first time

¢ Changing passwords

e Password reset when a user has forgotten their password

e User ID recall when a user has forgotten their User ID
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e Requesting access to multiple applications integrated with IACS.

Additional screens and procedures that are particular to specific applications or user
communities accessed through IACS are provided in accompanying IACS help document
Attachments and Quick Reference Guides. They include such things as:

e Completing the Required Access portion of the New User Registration screen for
other roles

e Modifying registration details for these roles after initial approval and provisioning.

F1.4 Formatting Conventions

Wherever possible, the following formatting conventions have been used in all IACS help
documents.

1. When an action is required on the part of the reader, it is indicated by a line
beginning with the word Action:

Example:
Action: Select the OK button.

2. References to portions of screens displayed, and hyperlinks or buttons to be acted
upon are indicated in bold italics in the Action statement.

Examples:

All available applications are listed in the New User Registration Menu
for CMS Applications portion of the menu screen

Or
Select the Account Management hyperlink at the top of the screen.
Or
Select the Next button to continue.
3. Input fields are indicated in plain italics.
Example:
Enter your last name in the Last Name field.

4. Required input fields are indicated by an asterisk to the right of the field. These
fields must be completed.

5. If you need help on completing an input field, some fields have help icons, to their
left. This icon is displayed as a graphic: a small blue letter | inside a white box.

a. If you select this icon, a small information window opens overlaying the
screen you are working on. This information window provides details about
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the input field, such as the type of information being requested, the format in
which to enter the data, or a definition of the field.

6. Screen names are indicated in plain bold.

Example:

The CMS Applications Portal Introduction screen will display as
illustrated in Figure 100.

F1.5 Additional IACS Help Documents

This IACS User Guide Attachment F and other IACS help document Attachments and
Quick Reference Guides, include information regarding new and/or modified IACS screens
and functionalities up to and including Software Release 4.4.7, January 2009.

Note: AllIACS help documents and computer-based training units discussed are available

in accessible, 508 compliant, versions.

The following IACS help documentation has been added to the CMS IACS website
(www.cms.hhs.gov/IACS) to provide additional information and instructions for IACS users:

User Guide Main Body — has been updated to include generic IACS functions for all
roles.

User Guide for Approvers — has been updated to include IACS approval functions
for all applicable applications and roles.

Attachment A. — MA/MA-PD/PDP/CC — Medicare Advantage/Medicare Advantage-
Prescription Drug/Prescription Drug Plan/Cost Contracts — has been added for
additional information on all roles and modifications to IACS account profiles.

Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative — has been added for additional information on all roles and
moadifications to IACS account profiles.

Attachment C — COB - Coordination of Benefits — has been added for additional
information on all roles and modifications to IACS account profiles.

Attachment D — HETS Ul — HIPAA Eligibility Transaction System User Interface —
has been added for additional information on all roles and modifications to IACS
profiles.

Attachment E — DMEPOS Community — Durable Medical Equipment, Prosthetics,
Orthotics & Supplies (DMEPOS) Competitive Bidding System (DBidS) Community
and Application — has been added for all roles of this community and modifications to
their IACS account profiles.
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e Attachment G — Provider/Supplier and Fl/Carrier/MAC Communities — has been
added for all roles of these communities and modifications to their IACS account
profiles.

e Attachment H — Demonstrations Community — has been added for registration in
CMS demonstrations.

¢ Attachment J — CMS Contractor Community — has been added for all roles of this
community and modifications to their IACS account profiles.

Existing Quick Reference Guides have been updated and new Quick Reference Guides
have been added to the IACS help documentation. A current listing of the available Quick
Reference Guides follows below:

e |ACS Approver — MA/MA-PD/PDP/CC and CBO/CSR Requests

e |ACS Approver — COB, HETS Ul, Community and Community-Related
Applications Requests

For the Provider/Supplier, FI Carrier/MAC and Contractor User Communities:
e |ACS New User Registration — Security Official
e |ACS New User Registration — Backup Security Official
e |ACS New User Registration — User Group Administrator
e |ACS New User Registration — End User
e |ACS New User Registration — Registry End User
e |ACS New User Registration — Individual Practitioner

o |ACS Request Access to a CMS Application — for Individual Practitioners,
Organization Users, and Surrogate Users

For the DMEPOS/DBIdS — Durable Medical Equipment, Prosthetics, Orthotics & Supplies
Competitive Bidding System (DBidS) Community and Application CMS User Community:

e |ACS New User Registration — DMEPOS Authorized Official
e |ACS New User Registration — DMEPOS Backup Authorized Official

e |ACS New User Registration — DMEPOS End User
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F1.6 |ACS Screen Information

Every effort has been made to keep the screen shots in this document up to date; however,
there may be minor differences between on-screen text and what is shown in the figures in
this User Guide Attachment. These differences should not affect your ability to request

desired accesses or perform desired activities.
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F2.0 IACS Registration
The following subsections provide step by step instructions on how to apply for an IACS user
account using the IACS New User Registration procedures.

Once you have an IACS user account, you can use IACS to modify your account profile to
request access to various CMS Applications integrated with IACS and available to the
Provider/Supplier & Fl/Carrier/MAC Communities and/or request access to additional CMS User
Communities.

F2.1 Accessing IACS New User Registration
The following steps and screens show you how to begin your new user registration in IACS.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure F 1.

Centers for Medicare & Medicaid Services

[
Portal Home | CMS | FAQs Feedback | Help | = Email | &' print

sttt o o stk o oot g g RN TG Pt b b oo oo sttt oo

Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Code,
Section 1030, fraud and related activity in connection with computers,

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security
Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the infarmation system establishes their consent to any and all

monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMA) of 2002 requires that the local systemn used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

st o s kb ok ok kb o ook ok RRE TN E R %% b oo o koo b ok

Sensitive Information
Do not file sensitive information {e.q., information concerning an individual) in electronic files in a way that allows unauthorized

persons to access the information.

Retention Of Records

Documents that you create electronically, incuding electronic mail, may be governed by the Federal Recards Act (Title 44 United States
Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule,

[ Enter CMS Applications Portal ] [ Leave ]

e

Figure F 1. CMS Applications Portal WARNING/REMINDER Screen

Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.

If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure F 2.
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C_ U5, Department of Health & Human Services £ www.hhs.gov

|
=
‘ CAT3/ Centers for Medicare & Medicaid Services

Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction
The CMS Applications Portal is property of the Centers for Medicare 2 Medicaid Services {CM! MS is a Federal agency within the U.S. Department of Health and
Human Services, To learn more about CMS, visit the CMS Website,

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and
other CMS programs, This portal is in its initial implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

» Account Management - Registration and user management services required to access applications within CMS' Applications Portal

s Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
s Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

» Data Services - Data Services for internal CMS users

Department of Health & Human Services | Medicare.goy | Firstgov,goy
Email Updates |Privacy Policy | Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure F 2: CMS Applications Portal Introduction Screen

Action:  Select the Account Management hyperlink in the menu bar toward the top of
the screen.

The Account Management screen will display as illustrated in Figure F 3.

Hyperlinks on this screen will allow users to access IACS registration, login functions, and
the IACS Community Administration Interface.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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tment of Health & Human Services www.hhs.gov

CVS,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback  Help Email

Introduction | Account Management | Plans | Providers

Account Management Important Messages

ICMKS Eals estalﬁ\\lshed thlngle sg;:stetm to Drlovilil:e usfer registrationtand usertaccounttse'\:fr;serwc;e cipabilitf\fes‘ 'Lhe Do not disdose or lend your

inks below will lau e registration application for new users to request access to the applications offere:

within the CMS Apg#fications Portal and the self-service application for registered users. IDENTIFICATION NUMBER AND/OR
PASSWORD to someohnes else, They

» Mew User Registration - Apply for a CMS computer services account are for your use only and serve as

your electronic signature, This means
that vou will be held responsible for

#» Computer Based Training (CBT) For Account Management the consequerﬂ_ces of unauthorized or
illegal transactions. Sharing of
accounts may lead to termination of
system access privieges and for
adverse action up to and including
legal prosecution.

» My Profile - Manage your CMS computer services account

* Forgot Your User [D7

»

1&CS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-866-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct guestions to the MCARE help desk at 1-
866-440-3805 (phaone), 1-615-238-0822 (fax) or via email mcared@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demanstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at
mmahelp@ems. hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or wia e-mail CBIC. admin@palmettogha. com

Figure F 3: Account Management Screen

Action:  Select the New User Registration hyperlink.

The New User Registration Menu screen will display as illustrated in Figure F 4.
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www.hhs.gov

CA7s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration Menu for CMS User Communities

Provider/Supplier Physician, Non-Physician practitioner, individual practitioner, institutional provider, supplier or

Community representative of one of those entities
El/Carrier/MAC Employed directly or indirectly by a Fiscal Intermediary (FI), Carrier or Medicare Administrative
Community Contractor (MAC]) as an End User of systems housed at an Enterprise Data Center (EDC) -
DMEPOS Durable Medical Equipment, Prosthetics, Orthotics and Supplies {(DMEPOS) Competitive Bidding
Community Program Community - The DMEPOS Competitive Bidding Program Community is for suppliers
submitting a bid for selected products in a particular Competitive Bidding Area (CBA).
Demonstrations Community supporting applications for the CMS' Demonstrations. CMS business owners will
Community provide directions to access this link and register in IACS.

CMS Contractor

Community CMS Contractor Community

New User Registration Menu for CMS Applications

MA/MA-PD/PDP/CC Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost

Contracts
CSR Community Based Organization/Customer Service Representative
CoB Coordination of Benefits
HETS UL HIPAA Eligibility Transaction System User Interface. This is a pilot with registration restricted to

those organizations that are pre-approved

Figure F 4: IACS New User Registration Menu Screen

Action:  Select the Provider/Supplier Community hyperlink.

A Terms and Conditions screen will display as illustrated in Figure F 5.
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CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Terms and Conditions

creen, selectthe Print icon to the righ

Ifyou want to print the
i other action on the screen

text before takj

rinting and continue with your registration, read the text, select the | Accept the above
s and Conditions box, and then the | Accept button atthe bottomn of this screen.

CMS Computer Systems Security Requirements

- -
- Print

PRIVACY ACT

STATEMENT

The information on the web form is collected and maintained under the authority
of Title 5 U.S. Code, Section 552a(e) (10} (The Privacy Rct of 1974). This
information is used for assigning, comtrolling, tracking, and reporting
authorized access to and use of CM5' computerized information and resources.
The Privacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

ghe information you furnished on this web form will be maintained in g

as published at
n the future by

59 FED. 41329 iy as CMS ma
public on in the Federal Register. B
T V acceptthe terms and conditions. If you decline, your registration will automatically be cancelled

disclosure Uf the routine uses established for

7 1 Accep ove Terms and Conditions

|Accept| | Decline |

OMB: 0938-0989 Msdn

Figure F 5: Terms and Conditions — Privacy Act Statement Screen

Action:  Read all of the Privacy Act Statement by moving down as needed through all of
the text.

Action:  Select the Print icon to the right of the text if you want to print this information.
Action:  Select the | Accept the above Terms and Conditions box.
Action:  Select the | Accept button.

Note: If you select | Decline, a small window will appear for you to confirm your decision to
decline. If you confirm your decision, your New User Registration session is
cancelled and a screen indicating this is displayed. You must select the OK button
to exit that screen. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the | Accept the above Terms and Conditions box and the | Accept
button in the Terms and Conditions screen, the system will display a New User
Registration, Role Selection screen as illustrated in the example in Figure F 6.
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F2.2 New User Registration - Individual Practitioner Role Selection

On the New User Registration, Role Selection screen users will be able to select their
desired role.

U.5. Department of Health & Human Services 2 www.hhs.gov
R

CATS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

Please selectthe Role

" Individual Practitioner - A physician or non-physician practitioner. The Individual Practitioner may request access to CMS applications
" End User - Requests approval to join an appropriate, work related organization and user group. The End User may request access to CMS applications

User Group Administrator - Creates user groups for users to join, including surrogate user groups. A User Group Administrator has the ability to approve
End User requests to join a user group as well as update a user group’s profile. The User Group Administrator may request access to CMS applications

Backup Security Official - Has authorizations similar to those of the Security Official such as user groups and User Group Administrator's approvals, etc.
One key exception is the authorization to approve other Backup Security Officials

Security Official - Creates organizations for users to join, approves provider and surrogate user groups. A Security Official has the ability to approve
Backup Security Officials and User Group Administrators. A Security Official also has the ability to update an organization’s profile

" Registry End User - Requests approval to join a Registry organization and Registry user group. The Registry End User may request access to CMS applications

Ne)dl Cancel

OWMB: 0938-0989 Effective date:

Figure F 6: New User Registration - Role Selection Screen

Action: Select the radio button to the left of the Individual Practitioner role.

Action:  Select the Next button.

A role-specific Terms and Conditions screen will display as illustrated in Figure F 7. This
screen presents the terms and conditions for the Individual Practitioner role that you have
selected. You must accept the terms and conditions for that role in order to proceed with
the registration process.
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' I
ﬂ .S, Department of Health & Human Services £ www.hhs.gov ||

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Individual Practitioner - Terms and Conditions

If you want to print the text on this screen, select the Print icon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, select the | Accept the above
Terms and Conditions box, and then the | Accept hutton at the bottorn of this screen

For purposes of IACS, an Individual Practitioner is a physician or a non-
physician practitioner who:
0 will use IACS personally, and
0 will not hawve employees who will use IACS.

[im] y

Bt Move
down

A physician or non-physician practitioner and their staff using IACS must

|
|
register as a provider organization in IACS. For wore information go to i

http: /A, cms . hhs . gov/MLEMattersirticles/downloads/SE0747. pdf on the cM3
wehsite.

A user reguesting the role of Individual Practitioner will be issued a
temporary IACS account to use until he/she is werified as an enrolled
Medicare pplier. If a provider registers in IACS in order to enroll wia the
& should prowvide time to complete the enrollment process.

[l
rmust accept the terms and conditions. If you decline, your registration will automatically be cancelled.

[ TAceepphe above Terms and Conditions

(Bast]

Figure F 7: Individual Practitioner — Terms and Conditions Screen
Action:  Read all of the text on the screen moving down the screen as needed.
Action:  Select the Print icon to the right of the text if you want to print this information.
Action:  Select the | Accept the above Terms and Conditions box.
Action:  Select the | Accept button.

Note: If you select the | Accept button without selecting the | Accept the above Terms
and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.

Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser
window. The system will then return you to the Account Management screen
illustrated in Figure F 3.

If the role presented in a Terms and Conditions screen is not correct, select the Back
button to return to the New User Registration — Role Selection screen as illustrated in
illustrated in Figure F 6 and select the correct role.
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After you accept the Individual Practitioner - Terms and Conditions, the New User
Registration screen will display as illustrated in Figure F 8.

F2.3 Entering User Information

After you select the | Accept the above Terms and Conditions box and the | Accept
button in the Terms and Conditions screen for your selected role, the system will display a
New User Registration screen with a User Information section requiring your input. This
screen is illustrated in Figure F 8.

Note: Required fields are indicated by an asterisk (*) to the right of the field.

U.5. Department of Health & Human Services £ www.hhs.gov

#’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number,

User Information

First Name: || M Last Name: |

Socsal oo m) * Valid SSN Format is JOO(306(I000¢  Date of Birth: | *  Valid Date of Birth farmat is mm/ddAmyy

E-mail: | W Confirm E-mail; [
Yalid E-mail address format is user@internetprovider.domain. Examples of dornain:. com, net, gov, etc.

*indicates a required field
Next || Cancel I

. Effective date)
OMB: 0938-0989 506

Figure F 8: New User Registration Screen — User Information

Action:  Complete the required fields in the User Information portion of the screen. You
may complete the optional fields as well.

e The First and Last Name must be those on file with the Social Security
Administration (SSA).

e The Social Security Number (SSN) must be unique and must be the one on file with
the Social Security Administration.

e The Date of Birth must be the one on file with the Social Security Administration.
¢ A unique, work related email address where you may be contacted is required.

e Enter your email address a second time for verification. Do not cut and paste from
one field to the other.

Note: The information must be entered in the fields in the formats specified on the screen.

Action:  Select the Next button when you have completed all the required fields.
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When you select the Next button, the system validates the data you have entered.

- Your name, SSN, and Date of Birth are validated against data on file at the Social
Security Administration (SSA).

- Additionally, the system verifies that the SSN you entered does not already exist in
an IACS account.

- Your email address is validated to verify that it does not already exist in an IACS
account.

If you select the Cancel button, your request is cancelled and all the information you
entered will be lost. A screen indicating this will be displayed. You must select the OK
button to confirm the action, exit that screen and, close the browser window.

If your User Information data is successfully validated on the first validation attempt, the
Email Address Verification screen will display as illustrated in Figure F 12. Please go to
the Validation Success subsection now.

If your User Information data fails validation or the validation system is unavailable on the
first validation attempt, you will be given two additional opportunities to correct the data in
your User Information fields. This means that IACS can only attempt to validate your
information with the SSA three times. Please review the information in the following
Validation Failure subsections for more information on validation failures. In the case of
system unavailability, you will be presented with a warning message on the screen with
instructions to try again later.

F-2.3.1 Validation Failure - First Attempt

If your User Information data fails validation on the first attempt, the New User
Registration screen will refresh and display a message under the Email address field as
illustrated in Figure F 9.

.5 Department of Health & Human Services £ www.lihs.gov

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your |egal name, Date of Bith and Social Security Nurmber.

User Information

First Name: [Agugheo < m: [o Last Name: [Mikhaylenko 2

Social Security

b 751-00-0000 % Walid SSN Format is MO0 006 il pate of Birth: |ogsz4i1959 | % ( mm/ddinyy )

E-mail: [agugheo@gugen.com " Confirm E-mail: [agugheoi@gugencom i
Your details cannot be validated against the Social Security Administration. * indicates a required field
Please ensure that correct details are entered ahove and click hext. After 3 failed atternpts, your registration will be cancelled.
Next | Cancel
ME: 0936-0989 Bt
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Figure F 9: Validation Failure Message — First Attempt

Action: Review the User Information you have entered for correctness.
Action:  Make any needed changes to your User Information.
Action:  Select the Next button when you are done.

When you select the Next button the system will attempt to validate the SSA data again. If
a problem is encountered again, a set of questions will appear on the screen as shown in
the example in Figure F 10.

F-2.3.2 Validation Failure — Second Attempt

If your User Information data fails validation on the second attempt, the New User
Registration screen will refresh and display two simple questions for you to answer as
illustrated in Figure F 10. These questions are being asked to ensure that the registration
request is not being generated by an automated system.

£ www.hihs.gov

(T 2 AT

Centers for Medicare & Medicaid Services

ized Access to the CMS Computer Services (IACS)
New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Nurnber.

User Information

First Name: [Agughen oM s Last Name: [Mikhaylenko 2
sm:ia':s:":g 751-00-0000 % Valid SSN Format is J000G0000( [ipate of Birth: [oazerisss * ( mimdddfvyy )
Emait: [agugheo@gugen.com o Confirm E-mait: [agugheo@gugen.com *

Question Answer
[i] ‘Whatis2+27

‘What color is green grass?

You have been presented with two simple validation gquestions because the details your entered could not be validated
with the Social Security Administration. Please provide correct answers and click Mext

*indicates a required field

Next || Cancel

; Effective day
PME: 0938-0984 =0

e e B s |
Figure F 10: Validation Failure Message — Second Attempt with Questions

Action:  Correct the User Information you have entered.

Action:  Answer both questions correctly.
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Note: Do not use numeric characters to answer the questions. Spell out any number
answer, for example, do not use the number 4, spell it out as a word, four.

Action: Select the Next button.

The system will attempt to validate both your user information and the answers to the
guestions.

If either fails validation, the screen will refresh and display the appropriate warning
message under the Email address field. The warning message illustrated in the example in
Figure F 11 is for incorrect answers to the two simple questions. The warning message that
displays if your User Information fails validation is illustrated in Figure F 9.

ment of Health & Human Services EJwwwi.lihs.gov

_—‘-M.# Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Mumber.

User Information

First Name: [Agugheo o [s Last Name: [Mikhaylenka =

Rs“ia':::::: [fE1000000 | % Valid SSM Farmat is MO0 [ilDate of Birth: [09/24i1959 % (mim/ddiyyyy )

[il E-mait: [agugheo @gugen com o Confirm E-mait: [agugheo@gugencam f

The answers to the simple validation questions are not correct.

Please pravide correct answers to the questions. Ater 3 failed aftempts, the registration will be cancelled

Question Answer

[l Whatig2+2? 4

What colaris green grass? Elrnwn|

You have been presented with two simple validation questions because the details vour entered could nat be validated * indicates a reguired field
wyith the Social Security Administration. Please provide correct answers and click Next

Next || Cancel
CME: 0935-0988 Bl ten

Figure F 11: Validation Warning message — Invalid Question Answers

Action:  Correct the User Information you have entered.
Action:  Answer both questions correctly.

Note: Do not use numeric characters to answer the questions. Spell out any number
answer, for example, do not use the number 4, spell it out as a word, four.

Action:  Select the Next button.

Note: If either your User Information or the answers to the questions fails validation this
second time, your registration will be cancelled.

Note: If your SSA data cannot be validated, please contact your local SSA office for
assistance. SSA contact information can be found at: http://www.ssa.gov/
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If your User Information data is successfully validated, the Email Address Verification
screen will display as illustrated in Figure F 12.
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F-2.3.3 Validation Success

If your User Information data is successfully validated, the Email Address Verification
screen will display as illustrated in Figure F 12.

S. Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare S Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

E-mail Address Verification

An e-mail has been sentto you at fmkjsr@iyckra.com with a 8-digitverification code.
Please enter the code in the box below fram the e-mail and click Next within 30 minutes. Failure to do so will result in cancellation of your Registration Request

Verification Code: || i Re-send verification code

Mote: Personal or carpeorate e-mail and spam filters may block the e-mail containing your verification code.
You may request your verification code to be re-sent by clicking the re-send link ta the right of the E-mail Verification Code figld

You may request your verification code for a maximum of three re-sends, after which the re-send butten will be disabled.

Da not cut and paste the e-mail verification code from the e-mail onto this screen
You must enter the code exactly as displayed, without any extra spaces or characters.

If you get an error message saving the code is notvalid, please try re-typing the code again exactly as itappears in your e-mail.

*indicates a required field

Mext| caneel |

Figure F 12: Email Address Verification Screen

You will be sent an email confirming that IACS has received your request and providing you
with a Verification Code number that you must enter in the Verification Code field on the
Email Address Verification screen. A sample email is illustrated in Figure F 13.

Action: Leave the Email Address Verification screen open.

Note: You must leave the Email Address Verification screen open while you obtain
your Verification Code from your email.

Action:  Go to your email Inbox and open the message with your verification code. The
email subject line will be: Email Address Verification.

Note: If you do not receive the verification email, select the Re-send Verification Code
hyperlink to the right of the Verification Code field on the Email Address
Verification screen. You may ask to have it resent up to 3 times. Contact your Help
Desk if you need assistance or do not receive the Email Address Verification email.

18 February 2009




IACS User Guide Attachment F

You are receiving this email in response to a Registration request being submitted by you in
IACS. Please enter the following code in the Registration window to complete verification and
proceed with your request.

Verification Code: <your verification code appears here>
Thank you,

IACS

Please do not reply to this system-generated email.

Figure F 13: Example of Email Address Verification Email

Action:  Write down your Verification Code.

Note: You will have 30 minutes to complete this step of the registration process. If
you do not complete this step in 30 minutes, your request will be cancelled and
all the information you have entered will be lost.

Note: If you select the Cancel button, your application request will be cancelled and all
the information you entered will be lost. A screen indicating this will be
displayed. You must select the OK button to confirm the action, exit that screen
and, close the browser window. The system will then return you to the CMS
Applications Portal Introduction screen illustrated in Figure F 2.

Action: Return to the Email Address Verification screen.
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.5. Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
E-mail Address Verification

An e-mail has been sent to you at fmkjsr@iyckra.com with a 8-digit verification code.
Please enter the code in the box below from the e-mail and click ‘Mext within 20 minutes. Failure to do so will result in cancellation of your Registration Request.

Verification Code: 65549268 i Re-send verification cade

Mote: Personal or corporate e-mail and spam filters may block the e-mail containing your verification code
You may request your verification code to be re-sent by clicking the re-send link to the right of the E-mail Verification Code field.

Yiou may request your verification code for a maximum of three re-sends, after which the re-send button will be disabled.

Do not cut and paste the e-mail verification code fram the e-mail onta this screen.
You must enter the code exactly as displayed, without any exira spaces or characters.

If you get an error message saying the code is notvalid, please try re-typing the code again exactly as it appears in your e-mail

*indicates a required field

Mext| cancel

Figure F 14: Email Address Verification Screen

Action:  Enter the Verification Code in the Verification Code field on the Email Address
Verification screen illustrated in Figure F 14.

Note: You must enter the code exactly as it is displayed in the email message without any
extra spaces or characters.

Action:  Select the Next button.

Note: If, after four attempts, you have not entered your email verification code correctly,
your IACS registration request will be cancelled and you must start a new request.

When you enter the correct verification code and select the Next button on the Email
Address Verification screen, the screen will refresh and the New User Registration
screen will display as illustrated in Figure F 15. This screen has additional sections for you

to complete.

F2.4 Entering Professional Contact Information

The top portion of the New User Registration screen illustrated in Figure F 15 contains the
User Information fields you have previously seen with the data you entered pre-populated in
those fields you completed. This data cannot be changed.

The center of the screen contains an area labeled Professional Contact Information. In
this portion of the screen, IACS requires you to enter information on where you can be
contacted on a professional basis.
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At the bottom of the screen, the area labeled Access Request displays your Community
Type: Provider/Supplier and your Role: Provider Individual Practitioner.

’_ U5 Department of Health & Human Services 3 www.hhs.gov

CAT3/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number

User Information

First Name: [Waxamdee o v Last Name: [Mikhaylenka u

Social Security

Number: 383-00-0000 % Walid SSN Format is Xp000000¢ Date of Birth; [09/24/1959 % Walid Date of Birth format is mmyddinnyy

E-mail; |s|spnm@vhuuwb £am G Confirm E-mail; |s\spnm@vhugwb.com i
Walid Email Format is user@internetprovider dormain. Examples of dormain: com, net, gov, etc.

Professional Contact Information

Office Telephone: m = Ext: W Valid Telephone Number Format is J00E0H000
Company Name: i\Naxamdee Mikhaylenko Company Telephone: |301-1 00-0000 Ext: I
Country; [United States =
Address 1: 1165 W, Willlams * Address 2 |
city: [Faint ¥ StatefTerritary: [WD =] * zZipcode: [37545  * - [a75a

[il EDC Assigned |—
User ID:
Access Request

Community Type:  Provider/Supplier

ilRole: Provider Individual Practitioner

* indicates a required field

M Cancel

Figure F 15: New User Registration Screen — Professional Contact Information

Action: Enter your professional contact information in the fields provided in the
Professional Contact Information portion of the New User Registration
screen.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Note: If you need help or have questions, please contact the Help Desk associated with
the Provider/Supplier Community.

This Help Desk is the External User Services, EUS, Help Desk. The phone number
is 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their email address
is EUSSupport@cgi.com. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time EST. They may be contacted at Post Office Box 792750,
San Antonio, Texas, 78216.
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Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the Professional Contact
information you have entered in each of the fields on the New User Registration screen. If
there is any invalid data or there are any required fields not filled in, the system will redisplay
the New User Registration screen with a warning message at the top of the screen
informing you of data that needs to be corrected or required fields that still need to be filled
in.

Note: If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen illustrated in Figure F 2.

F2.5 Completing Your Registration

If the data entered during the registration process is valid and all the required fields have
been completed, the system will display a Review Registration Details screen in which you
can review the information you entered in the New User Registration screen. An example
of this screen, the Review Registration Details, is illustrated in Figure F 16.

U.5. Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

e e e T e L el
Individuals Authorized Access to the CMS Computer Services (IACS)

Review Registration Details

The following is the information you entered on the New User Registration Form
Please review the information below to verify correctness

- Tomaodify any of the information, click "Edt.

- [f the information is correct and you wish to proceed, click ‘Submit'.

First Mame: Waxamdese M s Last Name: Mikhaylanko
Social Security Number: " ***0000

Date of Birth: 08/08/1969

E-mail: slspnm@wbugwh.com

Office Telephone: 301-100-0000 X 382

Company Name: Waxamdee Mikhaylenko Company Telephone:  301-100-0000
Country: United States

Address 1: 1165 W Willlams Address 2:

City: Paint StateTerritony: MO Zip Code: 37545-3754

User/Community Type: Provider/Supplier
Role: Individual Practiioner

Submit ﬂl Cancel

Figure F 16: Review Registration Details Screen

Action: Select the Submit button when you are satisfied that your registration information
is correct. A Registration Acknowledgement screen will display as illustrated in
Figure F 17.
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e Select the Edit button if there is professional contact information you want to modify.
The New User Registration screen will be redisplayed with all your information
populated in the appropriate fields. You may modify the information that you want
and, when you are done, select the Next button. You will again be presented with
the Review Registration Details screen.

Note: The User Information data has already been validated and cannot be
edited.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

C 1.5, Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare S Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

our IACS reguest has heen successfully submitted. -
- ~Print

The tracking nurmhber for your request is: REQ-1184161808277
Please use this number in all correspondences concerning this request.

You will be contacted via e-mail with CMS's determination.

Click"OK" to close your browser window.

o]

o 5 Effective date
OMB: 0938-0959 5106

Figure F 17: Registration Acknowledgement Screen

The Registration Acknowledgement screen indicates your registration request has been
submitted successfully and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the Registration Acknowledgement
screen by selecting the Print icon.

Action: Select the OK button.

Note: Your registration will not be completed unless the OK button is selected.
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The Registration Acknowledgement screen and browser window will close and, the
system will return you to the Account Management screen as illustrated in Figure F 3.

F2.6 After Completing Your Registration

After you complete your IACS New User Registration, you will be sent an email confirming
that IACS has received your request and providing you with a Request Number. You should
use that request number if you need to contact your Help Desk regarding your request. This
email is illustrated in Figure F 18.

If this email notification is not received within 24 hours after you register, please contact the
External User Services (EUS) Help Desk at 1-866-484-8049. The TTY/TDD number is 1-
866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm Eastern Standard
Time EST. They may also be contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when you call EUS. If you email EUS, please include the request number.

Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure F 18: Example of Request Number Email

Once your account has been created, two separate email messages will automatically be
sent to you.

1.

2.

The first (Subject: FYI: User Creation Completed — Account ID Enclosed) will
contain your IACS User ID. This email is illustrated in Figure F 19.

The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of your initial password. You will be required to change your initial
password the first time you login. This email is illustrated in Figure F 20.
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Request for access to a Centers for Medicare &Medicaid Services’ system has been aproved.
The tracking number of your request is REQ - <your request number will appear here>.

ITo access the CMS Internet applications, use the following User ID: AAAANNN

Thank you,

IACS

Please do not reply to this system-generated email.

Figure F 19: Example of User ID Email

Note: The User ID will be in the following alphanumeric format AAAAnnn, where AAAA
are letters, and nnn are numbers.

The tracking number for your request is RE Q-<your fracking number will appear herg=
Your temporary one-time password is the first two letters of your last name (1%t letter
upper case, 20 — lower case) and the last 6 digits of your Social Security Number.
FPlease go to the link below to change your password.

(>0 to hifpsapolications cmes. hhs gov
Fead the Privacy Statement and click Enter.
Select the Account Management link on the top, and then the My Profile link.

Loginto IACS using your User ID and password to change your password.

Unauthorized access to this United States Government Computer System and software
is prohibited by Title 18 United States Code, Chapter 47 Section 1030, fraud and related
activity in connection with computers.

Knowingly accessing a Federal information system inappropriately is a punishable
offense subject to fines and up to 20 years imprisonment.

Do not disclose or lend you IDENTIFICATION NUMBER AMD/OR PASSWORD to
someone else. They are for your use only and serve as your electronic signature. This
means that you will be held responsible for the consequences of unauthorized or illegal
transactions.

Flease review the Department of Health and Human Services Rules of Eehavior
regarding DHHSICMS Policies at Ao Awww. hhs goviociodolow2008-0001.005s him!

Thank you,
[ACS

Flease do not reply to this system-generated email.

Figure F 20: Example of a Temporary One-time Password Email
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Action:  Go to the First Time Login to IACS Section in this User Guide Attachment and
follow the steps for logging in and changing your password.
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F3.0 First Time Login to IACS

When you are ready to login to IACS for the first time, please take the following actions:

Action:  Using your IACS User ID and your temporary, one-time password that were sent
to you by email, login to the IACS system starting at
https://applications.cms.hhs.gov on the CMS website.

Action:  Read the contents of the CMS Applications Portal WARNING/REMINDER
screen, and agree by selecting the Enter CMS Applications Portal button. You
can refer to Figure F 1 for an illustration of this screen.

The CMS Applications Portal Introduction screen will display as illustrated in Figure F 21.

p
ﬂ epartment of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback |Help | < Email 'lébPrint
Introduction \ Account Management | Plans | Providers

CMS Applications Portal Introduction
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CM M5 is a Federal agency within the .5, Department of Health and

Human Services, To learn more about CMS, visit the CMS Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and
other CMS programs, This portal is in its initial implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

» Account Management - Registration and user management services required to access applications within CMS' Applications Portal

» Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
s Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

« Data Services - Data Services for internal CMS users

Departrent of Health & Humnan Services | Medicare.gov | Firstgov.goy
Email Updates |Privacy Policy | Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure F 21: CMS Applications Portal Introduction Screen

Action:  Select the Account Management hyperlink in the menu bar toward the top of
the screen.

The screen will refresh and display the Account Management screen as illustrated in
Figure F 22.
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sartment of Health & Human Services ww.hhs.gov

C7S,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback  Hel
Introduction | Account Management | Plans | Pro

Account Management Important Messages

CMS has established gpsingle system to provide user registration and user account self-service capahilities, The Do not disclose or lend your

links below will lau the registration application for new users to request access to the applications offered

within the CMS Ag#ications Portal and the self-service application for registered users. IDENTIFICATION MUMBER AMND/OR
PASSWORD to someone else, They

2 istratinn - Apply for a CMS computer services account are for your use only and serve as

your electronic signature, This means

# My Profile - Manage your CMS computer services account that vou will be held responsible for

#» Computer Based Training (CBT) For Account Management the consequen_ces of unauthorized or
illegal tranzactions. Sharing of

» Forgaot Your User D7 accounts may lead to termination of

» IACS Community Administration Interface - For assisted user accounts management functions system access privileges and /or

adverse action up to and including
legal prosecution.

Help Resources

~Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-8966-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSupport@egi.com

-Medicare providers participating in the HETS UL pilot should direct guestions to the MCARE help desk at 1-
866-440-3805 (phone), 1-615-238-0822 (fax) or via email mcare@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demonstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMaHelp desk at 1-800-927-2069 or via email at
mmahelp@ems . hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via e-mail CBIC. admin@palmettogba.com

Figure F 22: Account Management Screen
Action:  Select the My Profile hyperlink on the Account Management screen.

The Login to IACS screen will display as illustrated in Figure F 23.
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U5 Department of Health & Human Services £ www.hhs.gov

CN7s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Infarmation Security Management Act (FISMA) of 2002 requires thatthe local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software

YYou must have an IACS User ID and Password to login.
Ifthis is your first time logging in, please use the User ID and the cne-time password that was e-mailed to you by IACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enteryour User ID and Passward, and then click Login. If you can't remember your password, click Forgot Your Password?

UserID |

Fassword |

Login | Forgot Your Password? |

—

Figure F 23: Login to IACS Screen

Action:  Enter your new User ID.
Action:  Enter your temporary, one-time Password.

Action:  Select the Login button.

F3.1 Change Password

The Change Password screen illustrated in Figure F 24 will display. This screen will also
display when you login after a password reset.
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nent of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Change Password

© Your password has expired for account A%%5nnn on resource Lighthouse (Lighthouse). Please change it now.

Mew Password -
Corfinm New ] 4—

Passward

CMS Password Policy

- The password must be changed at least every 60 days

- The password must be 8 characters long

- The password must contain at least 2 letters and 1 nurmber.

- Letters must be mixed case (.e., you password must have at least 1 upper case letter and 1 lower case |etter)
- The passwaord must not contain your user UID

- The password must not contain 4 consecutive characters from any of your previous B passwords,

-The passwuy'ﬁerent from your previous B passwords

Change Password ‘ Cancel I

Figure F 24: Change Password Screen
Action:  Enter a new password in the Password field.
Action:  Re-enter it in the Confirm Password field as verification.
Action:  Select the Change Password button.

Note: The system will validate the composition of the password you entered before
proceeding to the next screen. If the password you entered complies with CMS
Password Policy, the My Profile screen will redisplay as illustrated in Figure F 26.

Your IACS password must conform to the following CMS Password Policy:

e The password must be 8 characters long.
e The password must contain at least two letters and one number (no special characters).

e Letters must be mixed case. Your password must have at least one upper case and one
lower case letter.

e The password must not contain your User ID.

e The password must not contain 4 consecutive characters of any of your previous 6
passwords.

e The password must be different from your previous 6 passwords.

Note: Passwords cannot begin with a number.
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In addition:

The password must not contain any of the following reserved words or number
combinations: PASSWORD, WELCOME, CMS, HCFA, SYSTEM, MEDICARE,
MEDICAID, TEMP, LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA,
RAVENS, REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY, FEBRUARY,
MARCH, APRIL, MAY, JUNE, JULY, AUGUST, SEPTEMBER, OCTOBER,
NOVEMBER, DECEMBER, SSA, FIREWALL, CITIC, ADMIN, UNISYS, PWD,
SECURITY, 76543210, 43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED

If the Change Password screen reappears, a password policy violation has occurred.
Read the warning message that is displayed at the top of the screen, as illustrated in Figure
F 25, and proceed accordingly.

Examples of password policy violation messages:

e Password does not comply with CMS Password Policy. Minimum length is 8. New
password cannot contain more than 4 characters in sequence that are in any of the
previous 6 passwords for this account.

¢ A new password cannot match any of the 6 previous passwords for this account.
e The Confirm Password: and Password: fields do not match.

e Passwords must have at least 2 alpha characters.

e Passwords must have at least 1 upper case and 1 lower case alpha character.

e Passwords must have at least 1 numeric character.

o Passwords cannot begin with a number.

e Passwords must be 8 characters in length.

Note: You must change your password at least every 60 days, per CMS Password Policy.
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CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Change Password
To change your Pawrm and confirm a new passwaord in the fields below, and then click Change Password

@ Password does not comply with CMS Passwaord Policy Minimurm length is 8 New password cannot contain more than 4 characters in sequence that are in any of the 6 previous
passwords for this account

New Password
Confirm New ’—
Password
CMS Password Policy

- The password must be changed at least every B0 days

- The passwaord must be 8 characters long.

- The password must contain at least 2 |etters and 1 number

- Letters must be mixed case (i 8., your password must have at least 1 upper case letter and 1 lower case |etter)
- The password must not contain your user UID.

- The password must not contain 4 consecutive characters from any of your previous B passwords

- The password must be different from your previous 6 passwords.

Change Passwaord I Cancel|

Logout Logged inas: CSRLIII

Figure F 25: Change Password Policy Violation Message Screen

Action:  Enter a new password in the Password and Confirm New Password fields, and
again.

Action:  Select the Change Password button.
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F3.2 Change Answers to Authentication Questions

After you have successfully changed your password, the My Profile screen will redisplay as
illustrated in Figure F 26.

artment of Health & Human Services £ www.hilis.gov

ﬂ’fé Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, ROJAG39. Please select one of these options:

&

» Change Answers to Authentication Questions

Logout

Figure F 26: My Profile Screen with Change Answers to Authentication Questions Hyperlink

Action:  Select the Change Answers to Authentication Questions hyperlink.

After selecting the Change Answers to Authentication Questions hyperlink the Change
Answers to Authentications Questions screen will display as illustrated in Figure F 27.
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rdnidkiale Authorized Access fo fe CMS Computer Services (IACS)

Change Answers to Authentication Questions

T you forged your pasSeeord, the system will peomel you far e andsvss o8l agheatcalion guestons. 3ssociated wih your account
Enter rews anmaers t0 one or more o She fallowing queshons, and Shen chick Save

Authentication Questions

Please answer af least 2 of the Sollwing Queshons

Vhat = your
molfers’ maden |
namey

Whit sTe shae I
30 you wear?

Whatt =5 your I
favame spord?

Vvhat = your
favorde seazon |

of the year?

What =

FareneTi

S 1 Cwwet

[ Loagrpesd i e CYNARSE

Figure F 27: Change Answers to Authentication Questions Screen
Action:  Answer at least two of the ten Authentication Questions listed.

Action:  Select the Save button when you have finished answering the questions you
want to answer.

If you select the Cancel button, your answers will be lost and you will be returned to the My
Profile screen as illustrated in Figure F 26.

The Change Answers Results screen will display listing the Authentication Questions you
have answered as illustrated in Figure F 28. The answers to the Authentication Questions
will be displayed to secure the information.
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. U5:Department of Health & Human Services £ www.hhs.gov

ﬂ,’z Centers for Medicare & Medicaid Services

Change Answers Results

Atribute Value Status
ROJAB39 on Lighthouse

AuthenticationCluestions Whatcity were you barp inpg 257

What year did you graduate from high school?? ™=

- |

Figure F 28: Change Answers Results Screen
Action:  Select the OK button to continue.

The My Profile screen will display with all the menu options available for your approved role
as illustrated in Figure F 29.

U.5. Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, HAUA323. Please select one of these options:

» Modity User/Contact Information

» Modify Account Profile

Depending on your role, you can:

# Change vour Application Access

# Associate of Disassociate with an Organization/User Group

» Change Answers to Authentication Questions
» Change Password

Logout Logged in as: HWUA323

Figure F 29: My Profile Screen
After your first time login to IACS the following will apply:

e The Change Password and Change Answers to Authentication Questions
hyperlinks only need to be selected if you want to change those values.

e If you have not logged into IACS for more than 60 days after the last time you
changed your password, you will be required to answer selected Authentication
Questions to change your password.

e If you have not logged into IACS for more than 120 days after the last time you
changed your password, you will be required to provide the last four digits of your SSN
and your email address in addition to answering selected Authentication Questions.
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e If you have not logged into IACS for more than 180 days after the last time you
changed your password, you will be required to call your Help Desk for assistance
since your IACS account will be disabled.
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F4.0 Modify User or Contact Information

You may need to modify your existing IACS account profile to update your account’s user or
professional contact information, modify your User Community role, and/or request access
to other CMS Applications and User Communities.

This section describes how to modify the User or Contact Information that is in your IACS
Account Profile.

Note: To see how to modify your Access Request information, and/or request access to
other CMS Applications and User Communities, please go to Section F 5.0 of this
document.

F4.1 Accessing the Modify User or Contact Information Hyperlink

The following steps and screens show you how to access your account profile in IACS to
make the desired modifications.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure F 30.

CATS/ Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs Feedback | Help EIEmail_ _‘1":-‘1' Print

bttt o stk oot g g RN TG P s b b oo oo o st oo b

Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Code,
Section 1030, fraud and related activity in connection with computers,

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CWMS Information Security
Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities,

Local System Requirements
The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

SRR AR REMIND ER * %% 4454 ook ook ok ok

Sensitive Information
Do not file sensitive information (e.q., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, induding electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule.

[ Enter CMS Applications Fortal ] [ Leawe ]

.

Figure F 30: CMS Applications Portal WARNING/REMINDER Screen

Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.
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If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure F 31.

1t of Health & Human Services £D www.hhs.gov

% Centers for Medicare & Medicaid Services

portal Home CMS  FADs Feedback | Help | Email & Print

Introduction | Account™ -gement | Plans | Providers

CMS Applications Portal Introduction \

The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the U.5, Department of Health and Human Services. To
learm more about CMS, visit the CMS Website,

The CMS applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and other CM5
programs., This portal is in its indtial implementation stage with new capabilines being added on a regular basis.

To use the CMS Portal you must first register and then choose a role;

Account Management - Registration and user management services required to access applications within CMS" Applications Portal
Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
Providers - Providers that participate in the Medicare program such as Hospitals and Physidans

.
.
.
« Data Services - Data Services for internal CMS users

Department of Health & Human Services |Medicare.gov | Firstaov.nov
Email Updates [Privacy Policy | Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure F 31: CMS Applications Portal Introduction Screen

Action: Select the Account Management hyperlink in the menu bar toward the top of the
screen.

The Account Management screen will display as illustrated in Figure F 32.
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artment of Health & Human Services www.hhs.gov

CVS,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQDs | Feedback Help | = Email

Introduction | Account Management | Plans | Providers

Account Management Important Messages

CMS has established
links below will lau
within the CMS &

ingle system to provide user registration and user account self-service capabilities, The Do not disdose or lend your
the registration application for new users to request access to the applications offered
ications Portal and the self-service application for registered users. IDENTIFICATION NUMBER AND/OR

PASSWORD to someohnes else, They
istration - Apply for a CMS computer services account are for your use only and serve as
your electronic signature, This means
that vou will be held responsible for

#» Computer Based Training (CBT) For Account Management the consequerﬂ_ces of unauthorized or
illegal transactions. Sharing of
accounts may lead to termination of
system access privieges and for
adverse action up to and including
legal prosecution.

» My Profile - Manage your CMS computer services account

* Forgot Your User [D7

»

1&CS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-866-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct guestions to the MCARE help desk at 1-
866-440-3805 (phaone), 1-615-238-0822 (fax) or via email mcared@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demanstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at
mmahelp@ems. hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or wia e-mail CBIC. admin@palmettogha. com

Figure F 32: Account Management Screen

Action:  Select the My Profile hyperlink.

Note: The bottom portion of the screen labeled Help Resources provides Help Desk
contact information.

The Login to IACS screen will display as illustrated in Figure F 33.
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I'S, Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare S Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CM3 Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACS User ID and Password to login.
If this is your first time logging in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2008, your password will be setto expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CIMS help desk

Enteryour User ID and Password, and then click Login. If you can't remember your passward, click Forgot Your Password?

UserlD |

Fassword |

Login | Forgot Your Password? I

—

Figure F 33: Login to IACS Screen
Action:  Enter your User ID
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will display as illustrated in Figure F 34. This screen contains the
following hyperlinks:

¢ Modify User/Contact Information — Provides access to the IACS functionality that
will allow you to request changes to your User and/or Professional Contact
Information. For additional information, see Section F 4.2 below.

¢ Modify Account Profile — Provides access to the IACS functionality that will allow
you to request changes to your IACS Account Profile such as adding CMS
application access or user communities. For additional information, see Section F 5.0
in this User Guide Attachment.

e Change Answers to Authentication Questions — Provides access to the IACS
functionality that will allow you to change or answer additional authentication
guestions. For additional information, see the First Time Login to IACS Section in
this User Guide Attachment.

e Change Password — Provides access to the IACS functionality that will allow you
change your IACS password. For additional information, see the First Time Login to
IACS Section in this User Guide Attachment.
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U.5.Department of Health & Human Services £ www.hhs.gov

L,L ATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, HAUA323. Please select one of these options:

» Modity User/Contact Infarmation

» Modify Account Profile

Depending on your role, you can:

® Change your Application Access

® Associate of Disassociate with an Organization/User Group

» Change Answers to Authentication Questions
» Change Password

Logout Logged in as; HWUA323

Figure F 34: My Profile Screen

Action: Select the Modify User/Contact Information hyperlink and continue to Section F
4.2 below.

F4.2 Using the Modify User or Contact Information Hyperlink

The Modify User/Contact Information hyperlink provides you with the option to modify the
User Information and/or Professional Contact Information you provided during your
IACS registration or updated later. If you change your telephone number or move to a
different address, you can update that information by selecting this hyperlink.

Note: When you select the Modify User/Contact Information hyperlink, the Modify
User/Contact Information screen displays as illustrated in Figure F 35. The User
Information fields are filled in with the information stored in IACS. The SSN field and
your social security number are not displayed.
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.5, Department of Health & Human Services 3 www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify User/Contact Information

User Information

First Name: ]Mmhael 2 ME |1 Last Name: |M|khay\enkn 2
Date of Birth: |03711/1968  *  Valid Date of Birth format is mrmiddinyyy
Email Address: [MMMike@netwark net *

Valid E-mail address format is user@internetprovider domain. Examples of domain: com, net, gov, etc.

Professional Contact Information

Office Telephone: [628-100-1828 = Ext: [528 Yalid Telephone Number Format is X000
Company Name: ]MmhaelAssnclates Company Telephone: |BZE—1EI[HEEE Ext: |BES
Country: [United States Bl
Address 1: [1932 M. wilsan = Address 2: |
city: [Paint * Statefferritory: [WD =] * Zip Code: [32892  * -
* indicates a required field

Next [ Cancel |
OMB: 0336-0988 EEEE f

Legout Logged in as: HWUA323

Figure F 35: Modify User/Contact Information Screen
Action:  Modify your User and/or Professional Contact Information as needed.
Action:  Select the Next button when you have completed making your changes.
Note: If you make changes to your email address, the screen will refresh when you leave
the Email field after making your change and a Confirm Email Address field will
appear in which you must confirm your new email address.

The following validation processes will apply on User Information changes:

e A First Name change will be validated against information on file at the Social
Security Administration (SSA).

e A Last Name change will be validated against information on file at the SSA.
o A Date of Birth change will be validated against information on file at the SSA.

¢ An Email Address change will be validated to be unique as stored in IACS.

When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure F 36.
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U.5: Department of Health & Human Services

CA7s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to your profile.

To submit your request please click Submit button.
If you want to edit your changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

Submit | Edit| Cancel

OMB: 0938-0989

Figure F 36: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

e Select the Edit button to return and edit your changes.

o If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed. You must select
the OK button to confirm the action, exit that screen and, close the browser window.

When you select the Submit button, a Modification Request Acknowledgement screen
will display as illustrated in Figure F 37.
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S, Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement
Thank you for your request to modify registration -
The tracking number for your request is: REQ-1214411452843 - Print

Please use this numberin all correspondences concerning this request.
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance
Your Help Desk contact information is listed in the "Help Resources” portion
ofthe Account Management page in the CMS Applications Portal.

o]

g Effective date
OMB: 0938-0989 206

Figure F 37: Modification Request Acknowledgement Screen
The Modification Request Acknowledgement screen indicates your request has been

successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.

Action: Select the OK button to complete the Modify Account Profile process.

The Modification Request Acknowledgement screen will close and the system will return
you to the My Profile screen.

Fa4.2.1 After Account Profile Modification
Your modifications will display the next time you login to IACS.
If your modifications do not display after you have logged in to IACS again, please contact
the External User Services, EUS, Help Desk at 1-866-484-8049. The TTY/TDD number is

1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm Eastern Standard
Time EST. They may also be contacted by email at EUSSupport@cgi.com.

Please have your request number from the Modification Request Acknowledgement
screen available.
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F5.0

Modify Account Profile

You may need to modify your existing IACS account profile to update your account’s user or
professional contact information, modify your User Community role, and/or request access
to other CMS Applications and User Communities.

This section describes how to modify the Access Request information that is in your IACS
Account Profile.

Note: To see how to modify your User or Professional Contact Information, please go to

Note:

Section F 4.0 in this User Guide Attachment.

F5.1 Accessing the Modify Account Profile Hyperlink

When modifying your Access Request information, you may only request one
change to your profile or one additional application access at a time. You can,
however, submit one request and immediately re-enter the Modify Account Profile
functionality to submit another request.

The following steps and screens show you how to access your account profile in IACS to
make the desired modifications.

Action:

Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure F 38.

#’Z Centers for Medicare & Medicaid Services

I8
Portal Home | CMS | FAQs Feedback | Help | = Email | &' print
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Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Code,
Section 1030, fraud and related activity in connection with computers,

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security
Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the infarmation system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMA) of 2002 requires that the local systemn used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

st o s kb ok ok kb o ook ok RRE TN E R %% b oo o koo b ok

Sensitive Information
Do not file sensitive information {e.q., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, incuding electronic mail, may be governed by the Federal Recards Act (Title 44 United States
Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule,

[ Enter CMS Applications Portal ] [ Leave ]

En

i

Figure F 38: CMS Applications Portal WARNING/REMINDER Screen
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Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.

If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure F 39.

ent of Health & Human Services £D www.hhs.gov

% Centers for Medicare & Medicaid Services

Portal Home CMS  FAQs  Feedback | Help = Email | b Print
Introduction | Account™ -gement | Plans | Providers

CMS Applications Portal Introduction \

The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the U.5, Department of Health and Human Services. To
learm more about CMS, visit the CMS Website,

The CMS applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and other CM5
programs., This portal is in its indtial implementation stage with new capabilines being added on a regular basis.

To use the CMS Portal you must first register and then choose a role;

« Account Management - Registration and user management services required to access applications within CMS’ Applications Portal

= Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
» Providers - Providers that participate in the Medicare program such as Hospitals and Physidans

« Data Services - Data Services for internal CMS users

Department of Health & Human Services |Medicare.gov | Firstaov.aoy
Email Updates | Erivacy Policy | Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure F 39: CMS Applications Portal Introduction Screen

Action: Select the Account Management hyperlink in the menu bar toward the top of the
screen.

The Account Management screen will display as illustrated in Figure F 40.
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artment of Health & Human Services www.hhs.gov

CVS,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQDs | Feedback Help | = Email

Introduction | Account Management | Plans | Providers

Account Management Important Messages

CMS has established
links below will lau
within the CMS &

ingle system to provide user registration and user account self-service capabilities, The Do not disdose or lend your
the registration application for new users to request access to the applications offered
ications Portal and the self-service application for registered users. IDENTIFICATION NUMBER AND/OR

PASSWORD to someohnes else, They
istration - Apply for a CMS computer services account are for your use only and serve as
your electronic signature, This means
that vou will be held responsible for

#» Computer Based Training (CBT) For Account Management the consequerﬂ_ces of unauthorized or
illegal transactions. Sharing of
accounts may lead to termination of
system access privieges and for
adverse action up to and including
legal prosecution.

» My Profile - Manage your CMS computer services account

* Forgot Your User [D7

»

1&CS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-866-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct guestions to the MCARE help desk at 1-
866-440-3805 (phaone), 1-615-238-0822 (fax) or via email mcared@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demanstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at
mmahelp@ems. hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or wia e-mail CBIC. admin@palmettogha. com

Figure F 40: Account Management Screen

Action:  Select the My Profile hyperlink.

Note: The bottom portion of the screen labeled Help Resources provides Help Desk
contact information.

The Login to IACS screen will display as illustrated in Figure F 41.
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U'S. Department of Health & Human Services £ www.hhs.gov

CMIS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Infermation Security Management Act (FISMA) of 2002 requires thatthe local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACS User ID and Password to login.
Ifthis is vour first ime logaing in, please use the User ID and the one-time password that was e-mailed to you by 1ACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CHS help desk

Enteryour User ID and Password, and then click Login. If you can't remember your passward, click Forgot Your Password?

UseriD |

Password |

Login | Forgot Your Password? |

Figure F 41: Login to IACS Screen
Action:  Enter your User ID
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will display as illustrated in Figure F 42. This screen contains the
following hyperlinks:

e Modify User/Contact Information — Provides access to the IACS functionality that
will allow you to request changes to your User and/or Professional Contact
Information. For additional information, see Section F 4.0 in this User Guide
Attachment.

¢ Modify Account Profile — Provides access to the IACS functionality that will allow
you to modify the Access Request information in your IACS Account Profile. These
changes could include: adding new or additional access to CMS Applications or
User Communities. For additional information, see Section F 5.2, and following, in
this User Guide Attachment.

e Change Answers to Authentication Questions — Provides access to the IACS
functionality that will allow you to change or answer additional authentication
questions. For additional information, see the First Time Login to IACS Section in
this User Guide Attachment.
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e Change Password — Provides access to the IACS functionality that will allow you
change your IACS password. For additional information, see the First Time Login to
IACS Section in this User Guide Attachment.

U.5.Department of Health & Human Services £ www.hhs.gov

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, HAWUA323. Please select one of these options:

» Modify UsenContact Information

» Madify Account Profile

Depending on your role, you can:

® Change your Application Access

® Associate or Disassociate with an Organization/User Group

» Change Answers to Authentication Questions
» Change Password

Logout Logged in as: HWUA323

Figure F 42: My Profile Screen

Action: Select the Modify Account Profile hyperlink and continue to Section F 5.2
below.

The Modify Account Profile hyperlink provides you with the capability to request access to
CMS Applications integrated with IACS and to modify your role.

F5.2 Using the Modify Account Profile Hyperlink

The Modify Account Profile hyperlink provides you with information about and options to
make modifications to your IACS profile in several ways:

e View details pertaining to your IACS Access Profile.
o Request access/Remove access to CMS applications integrated with IACS.

e Request access/Remove access to other CMS User Communities integrated with
IACS.

¢ Modify your role or roles if you have multiple roles.

When you select the Modify Account Profile hyperlink, the Modify Account Profile screen
will display and show the information in your account profile that is specific to your role. An
example of this is shown in Figure F 43.
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In the Modify Account Profile screen, the User Information and Professional Contact
Information are displayed but cannot be modified.

In the Access Request portion of this screen, the following fields and information are
displayed when the screen first displays:

o A Select Action field: the default selection in this field is View My Access Profile
which will display the data listed below:

- Community/Application: Role — Your current applications and communities and
user role

- Profile Summary — A summary of your IACS account profile and your role within
each application or community

- Possible Actions — A listing of actions you can take in each of your approved
roles

Note: If you have a role in more than one application or community, each application or
community will be displayed in a separate row in the table.
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Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

Userinformation

UserID: Ir-.lr-.lE.!—'.fi

First Name: Iﬂccs't * Ml l— LastMame: I.ax:; *
Crate of Birth: |31‘J1 1280 ¥ Valid Date of Birth format is mmadddryyy
E-mail: I:js::;@:";;;.x-’r *
Valid E-mail address format is usen@internetprovider domain. Examples of domain: com, net, gowv, etc.
Professional Contactinformation
Office Telephone: Ifff-iSE-ET—E? " Ext: Walid Teleghone Mumier Format is 00000
Company Name: I-.-".-'EEE Company Telephone: I Ext:
Country: |i.,r‘il§a States #*
Address1: 212 Relling Rosd #* Address 2: |
City: Icalcr;-.-‘ills *  StateTerritory:  |[MD e Zip Code: IF* 5 l—

Access Request

[il selectAction: I\-.-"iik" Iy Acosss Frofile j

CommunityApplication : Role Profile Summary Possible Actions

ividual Practiticner:
st acosss to PQRI application

Organization /User Greup [Rele):
-/-{Individual Fractitioner) C Re
View My Access
Profile: ate an Crganization profile
ociate to an Crganization

%

indicates a required fisld

Cancel |

Figure F 43: Modify Account Profile Screen

In the Access Request portion of the screen, the Select Action field provides a drop-down
list of actions you can select from. These are illustrated in the screen in Figure F 44.
Possible actions you can select are:

e View My Access Profile — This is the default view which appears when the Modify
Account Profile screen first opens. This default view allows you to view your
existing IACS profile with all your roles displaying and provides a brief summary
specific to each role. If this is the action you want, it will display when the Modify
Account Profile screen opens. There is additional information on the screen display
in Section F-5.2.1in this User Guide Attachment.

o Modify Provider/Supplier Profile — Allows you to modify your Provider/Supplier
access profile. These modifications all fall within the Provider Community. Select
this to perform any of the actions available, such as those listed below:
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- Request access/Remove access to available Provider/Supplier
Community Applications integrated with IACS.

- Organization Modifications

e Create a new Organization

e Associate to an Organization

e Disassociate from an Organization.

- User Group Modifications

o Create a new User Group

e Associate to a User Group

¢ Disassociate from a User Group.

Add Application — Allows you to request access to a role in a CMS Application
integrated with IACS. This modification will be made outside the Provider/Supplier
Community. You can only request access to a role in one application at a time.

Add Community — Allows you to request access to a role in a CMS User
Community. This modification will be made outside the Provider/Supplier
Community. . You can only request access to one community role at a time.

Access Request

il Select Agy®n :

View My Access Profile =l
Provider/Supplier Profile
pplication
ommunity
View My Access Profile

Hamilton Labs / -
-1- (PQRI User)
- I - {Individual Practitioner)

View My Access

Cancel

Profile :

Provider/Supplier : Provider user

Organization / User Group (Role):
(Security Official)

Possible Actions

As a Security Official
2 View/Edit Organization details

As an Individual Practitioner
> Request access to PQRI application

Additionally, you can
o Create an Organization profile
> Associate to an Organization
2 Create a User Group
> Associate to a User Group

*indicates a required field

Action:

Figure F 44; Modify Account Profile Select Action Drop-down List

field.

Select the Action you want to take from the drop-down list in the Select Action

Detailed explanations of each action are provided in the following subsections.
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F-5.2.1 View My Access Profile

If you select the action, View My Access Profile, the screen will refresh and you will be
presented with a screen where the Access Request portion is similar to the one shown in
Figure F 43. In the Access Request portion of the screen, all the applications and user
communities to which you are approved for access are listed in the View My Access Profile
table. There are no actions for you to take with this selection.

Note: This is the default view that appears when the Modify Account Profile screen first
opens. If the first action you select in the Select Action field drop-down list is the
View My Access Profile action, there will be no change in the screen.

Access Request

[il select Action: |View Iy Access Profile =l
Community/Application : Role Profile Summary Possible Actions
Organization / User Group (Role): | As an Individual Practitioner.
- /- {Individual Practitioner} 2 Requestaccess to PORI application
View My Accessl Additionally, you can:
Profile:  proyigensupplier: Provider user o Create an Organization profile
o Associate to an Organization
o Create a User Group
o Associate to a User Group
* indicates a required field
Cancel

Figure F 45: View My Access Profile

Action:  Review the information displayed in the table and select another action in the
Select Action field drop-down list, or select the Cancel button to exit and return
to the My Profile screen.

If you have recently submitted a Modify Account Profile update request and the request is
still awaiting approval, a Pending Requests table will display immediately below the Access
Request label showing update requests you have submitted that are still awaiting approval.
An example of this table is illustrated in Figure F 46.
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Access Reque

[il pending | Application Request Number Role Type of Request
Requests: | providerSupplier | REQ-1217427895667-MODIFY | Security Official | Modify Application/Community

[i] Select Action : SRl v
Community/Application : Role Profile Summary Possible Actions
Organization | User Group (Role): As an Individual Practitioner
- /- (Individual Practitioner} 2 Reguestaccessto PQRI application

View My Access

Additienally, you can:
Profile :

Provider/Supplier - Provider user o Create an Crganization profile
o Associate to an Organization
o Create a User Group
o Associate to a User Group

Cancel |

* indicates a required fisld

Figure F 46: Pending Requests Table

Action:  Review the information displayed in the table and select another action in the
Select Action field drop-down list, or select the Cancel button to exit and return

to the My Profile screen.
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F-5.2.2 Modify Provider/Supplier Profile

If you select the action, Modify Provider/Supplier Profile, the screen will refresh and you will
be presented with a screen where the Access Request portion is similar to the one shown in
Figure F 47.

Access Request
[i] select Action : |I.W-:nclif;.-'Pr-:'v'icler.-'SuppherPr-inIej
Community Type: Provider/Supplier
[i] My Current Organization User Group Role Type Role Action
Access Profile: | ot Applicable | Mot Applicable | Community | Individual Practitioner 4|
Additional Access
Request(s): j
El
Justification for
Action:
LI #
*indicates a required field
Mext| Cancel |

Figure F 47: My Current Access Profile Area and Additional Access Requests Field
In the Access Request portion of the screen, a My Current Access Profile table will
display your access profile information that will be expanded to show the following:

e The Organization with which you are associated

e The User Group with which you are associated

e Your Role Type

e Your Role within your Role Type

¢ An Action field that indicates there is a drop-down list, although the default view in
this field is blank.

The drop-down list of actions that you can select in the Action field depends on
modifications you may have previously made to your IACS account profile.

If the only role you have showing in this table is that of Individual Practitioner, the
Organization and User Group fields will show Not Applicable because your role belongs
to the Provider/Supplier Community. Also, if you do not have any CMS application roles, the
only action currently available is:

e Request Access to Application — This action currently enables you to request
access, as a User, to the Physician Quality Reporting Initiative, PQRI, Application as
illustrated in Figure F 48. Details on requesting access are provided in Section F-
5.2.2.1 in this Attachment. Additional details on removing access, once you have an
application role, are provided in Section F-5.2.2.2 in this Attachment.

An Additional Access Requests field and a Justification for Action field are also displayed.
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The drop-down list of actions in the Additional Access Requests field is briefly described
below. More details and instructions on how to complete these actions are available in the
IACS User Guide Attachment G.

Create a new User Group — This action will require you to assume the role of User
Group Administrator as you create a User Group within an existing IACS
Organization. Details on this role, its functions and responsibilities are in the
Request to Create a New User Group Section in the IACS User Guide Attachment
G.

Associate to a User Group as an Administrator — This action will require you to
assume the role of User Group Administrator as you associate to a User Group
within an existing IACS Organization. Details on this role, its functions and
responsibilities are in the Request to Associate to a User Group as Administrator
Section in the IACS User Guide Attachment G.

Associate to a User Group as an End User — This action will require you to
assume the role of End User for an existing User Group within an IACS
Organization. Details on this role, its functions and responsibilities are in the
Request to Associate to a User Group as End User Section in the IACS User
Guide Attachment G.

Create a new Organization — This action will require you to assume the role of
Security Official as you create an IACS Organization. Details on this role, its
functions and responsibilities are in the Create a New Organization Section in the
IACS User Guide Attachment G.

Associate to an Organization as a Backup Security Official — This action will
require you to assume the role of Backup Security Official for an existing IACS
Organization. Details on this role, its functions and responsibilities are in the
Request to Associate to an Organization as a Backup Security Official Section
in the IACS User Guide Attachment G.
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F-5.2.2.1 Request Access to Provider/Supplier Application

Note: At the time this user guide was last updated, the only CMS Provider/Supplier
application integrated with IACS is the Physician Quality Reporting Initiative, PQRI,
application. Examples in this section relate only to requesting access to PQRI.

Selecting this action currently enables you to request access, as a User, to the Physician
Quality Reporting Initiative, PQRI, application.

Access Request
[i] Select Action: | Madify Provider Profile =

Community Type:  Provider/Supplier

¥ iy Current | Organization User Group [RoleType | Role Action
Access Profile: | [ot Applicable | Mot Applicable | Community | Individual Practitioner || =]
i Access I ;‘ Reguest Access to Application
Request(s):
Justification for
Action:
L] *
*indicates a required field
MNext [ Cancel
OME: 0938-0989 Eﬁechve;glée
Logout

Logged inas: DATJ718

Figure F 48: My Current Access Profile, Action Field Drop-down List

Action: Select the Request Access to Application action from the drop-down list in the

Action field of the My Current Access Profile table.

When you select the Request Access to Application action, the screen will refresh and
display an Access to Applications section with a Select Application field. This field
contains a drop-down list of applications you may select as illustrated in Figure F 49.
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Access Request

[i] select Action : If.'l-Jdif;.'F'r-J'v'ideI'."SLIDD\iEI'F'I'Dﬂlej

Community Type: Provider/Supplier

5] My Current Organization User Group Role Type Role Action

Access Profile: | pjot Applicable | Mot Applicable | Community | Individual Practitioner Request."—'.ccesst-:u.i.ppl\cati-:mj

Additional Access ﬂ
Requestis):

Access to Applications

Renquest Access to Application far Individual Practitioner

Select Application: | =

Justification for
Action:

*indicates a required field

M Cancel

Figure F 49: Access to Applications, Select Application Drop-down List
Action:  Select the desired application from the Select Application field drop-down list.

If you select the PQRI (PQRI Application) action, the screen will refresh and display a Role
field that contains the role of PQRI User as illustrated in Figure F 50.
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Access Request

[i] select Action : |Kadify Provider/Supplier Frofile |

Community Type:  Provider/Supplier

[il My Current Organization User Group Role Type Role Action

Access Profile: | ot Applicable | Mot Applicable | Community | Individual Practitioner Request.i.ccesst-:u.i.pplicat\-:unj

Additional Access j
Request(s):

Access to Applications

Request Access to Application for Individual Practitioner

Select Application: |PQRI (PQRI Application) x| *

Select Role: IPORI User vl i Selectthe role within the application you want to request access to.

To monitor guality initiative. ;I
Justification for
Action:
LI #
% indicates a required field
Mext| Cancel |

Figure F 50: Modify Account Profile, Justification for Action
Complete the Modify Account Profile process by performing the following actions:
Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting

this action.

Note: In the PQRI application, the only role available for an Individual Practitioner is the
PQRI User role, which will be pre-selected for you in Role field.

Action:  Select the Next button when you have completed your justification statement.

When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure F 51.
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.5, Department of Health & Human Services

CN7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to your profile.

To submit your request please click Submit button.
If you want to edit your changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0932-0989

Figure F 51: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

Select the Edit button to return and edit your changes.

e If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed.

When you select the Submit button, a Modification Request Acknowledgement screen

will display as illustrated in Figure F 52. You must select the OK button to complete your
account profile modification.
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1.5, Department of Health & Human Services 2 www.hhs.gov

CAT3/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Thank you far your request to modify registration -
The tracking number far your request is: REQ-1214411452843 —Print

Please use this number in all correspondences concerning this request
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance.
Your Help Desk contact information is listed in the "Help Rescurces™ porion
of the Account Management page in the CM3 Applications Portal.

QK
. Effective date:
OMB: 09358-0989 106
Logout

Figure F 52: Modification Request Acknowledgement Screen

The Modification Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.
Action: Select the OK button to complete the Modify Account Profile process.

The Modification Request Acknowledgement screen will close and the system will return
you to the My Profile screen.

F5221.1 After Account Profile Modification

You will be sent an email confirming that IACS has received your request and providing you
with a Request Number. You should use that request number if you contact your Help Desk
regarding your request.

If an email notification is not received within 24 hours after you modify your profile, please
contact the External User Services, EUS, Help Desk at 1-866-484-8049. The TTY/TDD
number is 1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time EST. They may also be contacted by email at
EUSSupport@cgi.com.

Please have your request number from the Modification Request Acknowledgement
screen available.
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F-5.2.2.2 Remove Access from Provider/Supplier Application

Note: At the time this user guide was last updated, the only CMS Provider/Supplier
application integrated with IACS is the Physician Quality Reporting Initiative, PQRI,
application. Examples in this section relate only to removing access to PQRI.

After you have been granted access to the PQRI Application, the Access Request portion
of your IACS Account Profile will display that information as illustrated in Figure F 53.

Access Request

[i] select Action : |L-l-:|dif:.- Pf'J'v'iEIE!D'SLIDDHE![PfDmEj

Community Type: Provider/Supplier

-3
Organization User Group Role Type Role | d
[i] pty Current T B A
' Mot Applicable | Mot Applicable | Application | PQRI User 7
Access Profile: i £n EE J
Mot Applicable | Mot Applicable | Community | Individual Practitioner | j
Additional Access
Requestis): I j
Justification for
Action:
LI*

* indicates a required field

M Cancel

Figure F 53: My Current Access Profile Showing PQRI User Role

Action: Select the Modify Provider/Supplier Profile action from the Selection Action
field drop-down list.

When you select the Modify Provider/Supplier Profile action from the Select Action field

drop-down list, the screen will refresh and display the My Current Access Profile table with
your PQRI User role as illustrated in Figure F 54.
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Access Request

[i] select Action : |r‘l-:udif;.-'F'r-J'v'ider.-‘SuppIierF'roﬂlej

Community Type: Provider/Supplier

Organization User Group Role Type Role
] My Current

Action

Access Profile:

Mot Applicable | Mot Applicable | Application PQRIUser

Mot Applicable | Mot Applicable | Community

Individual Practitioner

Additional Access

Requestis):

El
Justification for
Action:
LI #
Mext | Cancel

[

*indicates a required field

Figure F 54;: Removing Access to PQRI Application — Select Action

Action:
in the PQRI User role.

Select the Remove Access from PQRI action from the Action field drop-down list

When you select the Remove Access from PQRI action, the screen will refresh and a
confirmation message and check box will appear above the Justification for Action field as

illustrated in Figure F 54.
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Access Request

[il select Action : |I.l-:udif;.'F'r-:u'v'ider.-'SuppIierPr-:uﬂlej

Community Type:  Provider/Supplier
Organization User Group Role Type Role Action /

[EImMy Current [ 1o Applicable | NotApplicable | Application | PQRIUser |Rem-:|ve Access from: PORI =
Access Profile:

Mot Applicable | MotApplicable | Community | Individual Practitioner I j

/ =l

Confirm Action: | * | confirm that | wish to remove myself from the role of PQRI User

Additional Access I
Request{s):

Changing role. / d
Justification for
Action:
=l*
* indicates a required field
Nextl Cancel |

Figure F 55: Removing Access to PQRI Application — Confirm and Justify Action

Complete the Modify Provider/Supplier Profile process by performing the following
actions:

Action: Select the Check Box to confirm that you want to remove yourself from the PQRI
User role.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure F 56.
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.5, Department of Health & Human Services

CN7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to your profile.

To submit your request please click Submit button.
If you want to edit your changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0932-0989

Figure F 56: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

Select the Edit button to return and edit your changes.

e If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed.

When you select the Submit button, a Modification Request Acknowledgement screen

will display as illustrated in Figure F 57. You must select the OK button to complete your
account profile modification.
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U.S. Department of Health & Human Services £ www.hhs.gov

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Thank you for your request to rmaodify registration -
The tracking number for your request is: REQ-1214411452843 - =Print

Flease use this number in all correspondences conceming this request
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance
Your Help Desk contact information is listed in the "Help Resources” portion
ofthe Account Management page in the CMS Applications Portal.

0K|
= Effective date
OMB: 0938-0989 5106
Logout

Figure F 57: Modification Request Acknowledgement Screen

The Modification Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.
Action: Select the OK button to complete the Modify Account Profile process.

The Modification Request Acknowledgement screen will close and the system will return
you to the My Profile screen.

F52221 After Account Profile Modification

You will be sent an email confirming that IACS has received your request and providing you
with a Request Number. You should use that request number if you contact your Help Desk
regarding your request.

If an email notification is not received within 24 hours after you modify your profile, please
contact the External User Services (EUS) Help Desk at 1-866-484-8049. The TTY/TDD
number is 1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time EST. They may also be contacted by email at
EUSSupport@cgi.com.

Please have your request number from the Modification Request Acknowledgement
screen available.
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F-5.2.3 Add Application
If you select the action, Add Application, the screen will refresh and you will be presented
with a screen where the Access Request portion is similar to the one shown Figure F 58.

Access Request

Select Action: |Add Application =

Select Application: |Setec! Appheaion =

*indicates a required field

Cangel

Effective date
506

OME: 0838-0989

Figure F 58: Modify Account Profile Select Application Field

The Select Application field contains a drop-down list of the CMS applications integrated
with IACS as illustrated in Figure F 59.

Access Request

1| Sedect Action:

Sefect Application:

* indicates a required field

M Cancel
Efiecive date: 505

OHE: 1938-0969

Figure F 59: Modify Account Profile Select Application Drop-down List

Action:  Select the desired Application from the drop-down list.
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Please refer to the procedures for requesting access to the various CMS applications, using
the Modify Account Profile option, which are provided in the following IACS help document
attachments:

¢ Attachment A — MA/MA-PD/PDP/CC — Medicare Advantage/Medicare Advantage-
Prescription Drug/Prescription Drug Plan/Cost Contracts

e Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative

¢ Attachment C — COB - Coordination of Benefits — VDSA and COBA Organizations

o Attachment D — HETS-UI — HIPAA Eligibility Transaction System User Interface

F-5.2.4 Add Community

If you select the action, Add Community, the screen will refresh and you will be presented
with a screen where the Access Request portion is similar to the one shown in Figure F 60.

Access Request

il Select Action : |-=:Id Community j

Select Community ; |Select Commurady = | *

Justification for
Action:

¥ indicates a required field

E] Cancel

. Effective date:
OMB: 0938-0988 5106

Logout Logped in as: DBERYET

Figure F 60: Modify Account Profile Select Community Field

The Select Community field contains a drop-down list of the other CMS communities
integrated with IACS as illustrated in Figure F 61.

Note: The community names shown on the drop-down list may vary depending on the
number of CMS communities integrated with IACS and your current access profile.
Only those communities not already in your profile will be displayed.
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Access Request

[il select Action: |Add Cammunity x|

Select Community : |Select Community = | *

eolect Community ™

Provider/Supplier
o DMEFOS
Justification for | anstrations
Action: | cyis contractor

*indicates a required field

Mext | Cancel
Effective date:
OMB: 0938-0989 5106

Logged in as: 0OGUS80

e ¥ ime Thad Rln AN 474224 COT A0ON

Figure F 61: Example of the Modify Account Profile Select Community Drop-down List
Action:  Select the desired Community from the Select Community field drop-down list.

Please refer to the procedures for requesting access to the various CMS communities, using

the Modify Account Profile option, which are provided in the following IACS help document
attachments:

e Attachment E — DMEPOS Community
e Attachment G — Provider/Supplier and Fl/Carrier/MAC Communities
o Attachment H — Demonstrations Community

e Attachment J — CMS Contractor Community
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F6.0 Additional IACS Procedures

F6.1 Forgot Your Password?

When you want to login to IACS, you are required to enter your User ID and Password on
the Login to IACS screen which is illustrated in Figure F 62. If, however, you have
forgotten your password, you can follow the actions listed below.

ﬁ LS, Department of Health & Human Services 2 www.hhs.gov
i

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACS User ID and Password to login.
If this is your first ime logging in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2006, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enter your User ID and Password, and then click Login. Ifyememher your password, click Forgot Your Password?

UserlD I

Fassword |

Login | Forgat Your Password? (

Figure F 62: Login to IACS Screen

Action: Enter your User ID.

Try to remember your password and only use the Forgot Your Password? button if you
have actually forgotten your password and cannot remember it. This feature will result in a
reset of your password and issue you with a temporary, one-time password, which you must
change when you login the next time.

Action: Select the Forgot Your Password? button if you have forgotten your Password.

Note: Your account will be locked if you incorrectly enter your password three times within
a 30 minute timeframe. You must wait 60 minutes before you can try to login again.
Alternatively, you can call your Help Desk to have them unlock your account.

A Security Questions screen will display as illustrated in Figure F 63.
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Department of Health & Human Services 2 www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Security Questions

Flease answer the following questions.

Last 4 digits of SSN: || #* Please enter valid last 4 digits of your S5M

E-mail: I # Yalid E-mail address format is user@internetprovider.domain. Examples of domain: com, net, gov, etc.

*indicates a required field

Mext | Cancel |
OMB: 0938-0989 Eﬁamﬁ

Figure F 63: Security Questions Screen

Action:  Enter the last four digits of your Social Security Number in the field provided.
Action:  Enter your email address in the field provided.

Note: The answer fields for the security questions are not case sensitive.

Action:  Select the Next button.

When you select the Next button, a Forgot Your Password? screen will display as
illustrated in Figure F 64. Answer fields for the authentication questions you answered
during your initial login will be displayed. You must answer correctly at least two of the
guestions. If you incorrectly answer the questions three times in a row, your account will be
locked. You must wait 60 minutes before you can try again. Alternatively, you can call your
Help Desk to have them unlock your account.
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Ui5. Department of Health & Human Services E2 www.hhs.gov.

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Forgot Your Password?

If you have forgetten your password, IACS must resst your password and Issue you a new, ens-time password. Flease answer at lsast (2) of the following
questions to request that your password be reset (answers are not case-sensitive), and click "Next'.

What city were you ||
borm in?
What year did you

oraduate from high |
school?

Ne)dl Cancel |

Effective date:
OMB: 0938-0989 5I06

I ——
Figure F 64;: Forgot Your Password? Screen

Action:  Answer each question with the exact answer provided previously.

Note: The answer fields for the authentication questions are not case sensitive.

Action: Select the Next button.

The Login to IACS screen will display again with a message above the User ID field
indicating that a temporary, one-time password has been emailed to you. This is illustrated
in Figure F 65. This email notification contains a temporary, one-time password.
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ﬂ L Health & Human Services

CM 7S,

Centers for Medicare & Medicaid Services

Individuale Authorizad Acceace to tha CME Com

The request for your IACS password reset has been submitted.

Please check your email for a one-time temporary password. If you do not receive the email in the next 30 minutes, please call the Helpdesk.

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires thatthe local system used fo access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an [ACS User ID and Password to login
Ifthis is vour firsttime logging in, please use the User 1D and the one-time password thatwas e-mailed to you by IACS.

Effective September 29, 2006, your password will be setto expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CMS help desk

Enter your User ID and Passweord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD |

Password |

Login | Forgot Your Password? |

e ... . L L L L . .

Figure F 65: Password Email Notification Screen

Action:  Go to your email and get your new password. This will be a temporary, one-time
password that you must change next time you log in.

Note: The email subject line will be: FYI: Your IACS Password Has Been Reset.
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Figure F 66 illustrates a sample password notification email that you would receive.

amant iink on the menu har and than the Mv Prafila iink
ment INK on ihe menu par, and the ¥ 1e Nk

unt Manage r, and then the My Profi

,,,,,,,,,,,

Thank you,

IAMc
Ao

Please do not reply to this system-generated email.

Figure F 66: Example: Password Notification Email

Note: If you do not receive this email notification within 24 hours, please contact the
External User Services (EUS) Help Desk at 1-866-484-8049. The TTY/TDD number
is 1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm Eastern
Standard Time EST. They may also be contacted by email at
EUSSupport@cgi.com.

Action:  Go to Section F 3.0, and follow the steps for logging in and changing your
password. You do not have to answer the authentication questions again unless
you want to change your answers.

F 6.2 Forgot Your User ID?

When you login to IACS, you are required to enter your User ID and Password. If you have
forgotten your User ID you can select the Forgot Your User ID? hyperlink on the Account
Management screen as illustrated in Figure F 67.
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C7S,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedb, Help | —
Introduction | Account Management |Plans | Providers

Account Management Important Messages

CMS has established a single system to provide user registration and user account self-service capahilities, The Do not disclose or lend your

links below will launch the registration application for new users to request access to the applications offered

within the CMS Applications Portal and the self-service application for registered users. IDENTIFICATION MUMBER AMND/OR
PASSWORD to someone else, They

v for a CMS computer services account are for your use _Om‘\f and serve as
your electronic signature, This means
that vou will be held responsible for
Ining (CBT) For Account Management the consequences of unauthorized or

» Mew User Registration -

# My Profile - Manage r CMS computer services account

» Computer Base

illegal tranzactions. Sharing of
» Forgat Your User D7 accounts may lead to termination of
» IACS Community Administration Interface - For assisted user accounts management functions system access privileges and /or

adverse action up to and including
legal prosecution.

Help Resources

~Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-8966-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSupport@egi.com

-Medicare providers participating in the HETS UL pilot should direct guestions to the MCARE help desk at 1-
866-440-3805 (phone), 1-615-238-0822 (fax) or via email mcare@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demonstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMaHelp desk at 1-800-927-2069 or via email at
mmahelp@ems . hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via e-mail CBIC. admin@palmettogba.com

Figure F 67: Account Management Screen: Forgot Your User ID?

Action:  Select the Forgot Your User ID? hyperlink.

The Forgot Your User ID? screen will display as illustrated in Figure F 68.
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C_ U5 Department of Health & Human Services

CATS5/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Forgot Your User ID?

Please enter the following information and your User ID will be emailed to you after your account is validated:

& First Marme | L

3 Last Name | *
[i] Date of Birth | o { mmifddigeey )

(& Social Security | % Valid SSN Format is 00(X00000
Mumber

[i] Ernail | i

M Cancel I

Figure F 68: Forgot Your User ID? Screen

Action:  Your must complete correctly the following required fields:
1. First Name
2. Last Name
3. Date of Birth
4. Social Security Number

5. Email (address)

Note: The data you enter must match the information that currently exists in your IACS user
account profile.

Action:  Select the Next button when you are done.
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The User ID Recovery - Authentication screen will display as illustrated in Figure F 69.
This screen will display authentication questions you answered during your initial login. You
must provide correct answers to the authentication questions displayed.

If you incorrectly answer the questions three times in a row, your account will be locked.
You must wait 60 minutes before you can try again. Alternatively, you can call your Help
Desk to have them unlock your account. For help desk contact information, see Section F
7.5.

" U5 Department of Health & Human Services

C7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

User ID Recovery - Authentication

Flease answer the secret guestions below

What city were |
wou bom in?

What year did you
graduate from |
high school?

Bac:kl Nextl Cancel |

Figure F 69: User ID Recovery - Authentication Screen

Action:  Answer each question that is displayed with the exact answer you provided
previously.

Action: Select the Next button.

Note: When you select the Next button a Confirmation screen will display as illustrated in
Figure F 70. This screen informs you that your IACS User ID has been sent to the
email address on file in your IACS user account.

e If you need to go back to the previous screen to review the information you have
entered, select the Back button.
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e If you select the Cancelbutton, your User ID Recovery request is cancelled and all
the information you entered will be lost. A screen indicating this will be displayed.
You must select the OK button to exit that screen.

.5 Department of Health & Human Services

C7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Confirmation

Your user ID was sent to the email address on file.

Close I

OME: 0938-0989

Figure F 70: User ID Recovery Confirmation Screen

Action: Select the Close button to close this browser window.

Figure F 71 illustrates an example of the email you will receive providing your IACS User ID.

Your User ID for accessing IACS is: <your User ID will appear here>
Thank you,
IACS

Please do not reply to this system-generated email.

Figure F 71: User ID Email
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F7.0 IACS Questions and Help

F7.1 Frequently Asked Questions - FAQs
For questions regarding the IACS system, please go to the IACS FAQ page as follows:

Action: Browse to: https://www.cms.hhs.goVv/IACS/17 FAQ.asp#TopOfPage on the CMS
website.

The CMS FAQ page is another resource for questions regarding IACS. Please go to the
CMS FAQ page as follows:

Action: Go to: https://www.cms.hhs.gov/home/tools.asp on the CMS website.

Action: Under Site wide Tools and Resources, select Frequently Asked Questions.
Action: Do a Search for IACS.
Answers to many commonly asked IACS questions can be found through this process.

If you have further questions, please call your Help Desk. For help desk contact
information, see Section F 7.5 in this User Guide Attachment.

F7.2 Be Proactive!

A majority of the problems users of the IACS system face occur due to human error. Most of
these problems can be avoided if greater care is exercised during the registration and
approval process.

1. Please double-check information on your registration screen prior to submission.

2. If you are an approver, please double-check the access request information that your
users have provided, before approving or rejecting their request.

These two quick and simple steps will help get users into the IACS system as quickly as
possible.

F7.3 Online Training — IACS Computer-Based Training — CBT

IACS provides selected Computer Based Training, CBT, units to help users understand
IACS processes covering the functions in IACS, including new user registration, first time
login, modify account profiles, etc. This online training is provided in both accessible, 508
compliant and non-compliant versions which are updated on a regular basis.

Each training unit consists of a simulated walk-through of a relevant IACS task
supplemented by the IACS help documents such as this User Guide Attachment and the
various Attachments, and/or Quick Reference Guides that are available online. The CBT
units walk the learner thru the most common tasks and or processes that he or she will
encounter.
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There are no user tests associated with the IACS computer-based training.

To access the IACS CBT, go to the Account Management screen which is illustrated in
Figure F 72.

Action:  Select the Computer Based Training (CBT) for Account Management
hyperlink.

£ www.hhs.gov

‘ U partment of Health & Human Services

#’Z Centers for Medicare & Medicaid Services

Portal Hame | s | FAQs

Introduction | Account Management | Plans | Providers

Account Management Important Messages

CMS has established a single system to provide user registration and user account self-service capabilities, The Do not disclose or lend your

links below will launch the registration application for new users to request access to the applications offered

within the CMS Applications Portal and the selfgservice application for registered users. IDENTIFICATION NUMBER AND/OR
BASSWORD to somecne else, They

» Mew User Registration - Apply for a computer services account are for your use only and serve as

your electronic signature. This means

» My Profile - Manage your CMS that you wil be held responsible for

uter services account

» Computer Based Training (CBT) For Account Management tHhe Clotnseque'g_ces Ogh“”a“hof”zed 2r
legal transacrhons. aring o
# Forgot Your User ID? accounts may lead to termination of

system access privileges and Jor
adverse action up to and including
l=gal prosecution.

# [ACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-866-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSuppaort@cgi.com

-Medicare providers participating in the HETS UI pilot should direct gquestions to the MCARE help desk at 1-
866-440-3805 (phone), 1-615-238-0822 (fax) or via email mcared@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demanstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMaHelp desk at 1-800-927-8069 or via email at
mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via e-mail CBIC. admin@palmettogha. com

Figure F 72: Account Management Screen — Computer-Based Training Hyperlink

The IACS Computer-Based Training (CBT) main menu screen will display as illustrated in
Figure F 73.

Note: The IACS Computer-Based Training main menu screen is a dynamic screen which
changes as and when new training is added for new or revised IACS functions. The
screen you see may display more selections than the one illustrated.
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~_ U5 Department of Health & Human Services 2 www.hhs.gov

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

IACS Computer-Based Training (CBT)

CMS provides CBT on the various functionalities of the Individuals Authorized Access to CMS Applications
(IACS) Systern. The links below will efther launch the training (New User Registration, Forgot My Password?,
and Forgot Your User ID?) or bring the user to a CBT training menu with additional training selections that
demanstrate how to manage your IACS account (Account Management).

8 CBT Menu for CMS Communities
The following training is designed for the Pravider, FiCarrier/MAC User Communities

» New User Registration » Accessible New User Registration
» Forgot My Password? » Accessible Forgot My Password?
» Forgot Your User ID? » Accessible Forgot Your User ID?

» Account Management » Accessible Account Management

B CBT Menu for CMS Applications
The following training is designed for MA-PD/PDP/CC, CBO/CSR. COB, or HETS Ul application(s):

New User Registration » Accessible New User Registration
» Forgot My Password? » Accessible Forgot My Password?
» Forgot Your User ID? » Accessible Forgot Your User ID?
» Account Management » Accessible Account Management

For optimal viewing, the Shockwave Player, Flash Player and Flash Player wath Active X plug-ins are

recommended. These plug ins are available on the Adobe Downloads Page.  If, whenyou open a CET unit, a
dialog box displays asking you to allow ActiveX controls and plug ins to run, select "ves" to view the CBT

properly.
To exit close this browser window.

Figure F 73: IACS CBT Main Menu Screen

The menu screen has links to training for both CMS Communities and CMS Applications.

Three CBT units for both areas are available from this main menu screen. They are:
e New User Registration — Standard and Accessible versions
o Forgot My Password? — Standard and Accessible versions

e Forgot Your User ID? — Standard and Accessible versions

In addition, selecting the Account Management link in both the CMS Communities and the
CMS Applications sections of the menu will bring you to additional computer-based training

units specific to those areas.

Action: Select the desired CBT unit from the main menu screen to access that CBT
training unit.

Action: Select the Account Management hyperlink to access additional CBT training
units.
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Note: If you want the accessible, 508 compliant, training units, please use the hyperlinks
indicated as Accessible in their titles.

F7.4 Prepare Your Computer

To optimize your access to the IACS screens, please ensure that the following criteria are
met:

1. Screen Resolution: CMS screens are designed to be viewed at a minimum
screen resolution of 800 x 600.

2. Internet Browser: Use Internet Explorer, version 6.0 or higher.

3. Plug Ins: Verify that the latest version of JAVA and/or ActiveX is installed on
your PC.

4. Pop-up Blockers: Disable pop-up blockers prior to attempting to access the
CMS Applications Portal.

Contact your Help Desk if you have questions about any of the above criteria. For help desk
contact information, see Section F 7.5.

F 7.5 Help Desk Information

The Help Desk associated with the Provider/Supplier Community is the External User
Services (EUS) Help Desk.

1. Their hours of operation are: Monday-Friday 7am to 7pm Eastern Standard
Time (EST).

2. Their telephone number is: 1-866-484-8049.
3. Their TTY/TDD number is: 1-866-523-4759.
4. Their email address is: EUSSupport@cgi.com.

5. Their mailing address is: Post Office Box 792750, San Antonio, Texas, 78216.

End of IACS User Guide, Attachment F
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