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Important Note

The IACS User Guide Main Body contains information about
and instructions on how to complete procedures that are
applicable to all IACS users. You must have an understanding
of these procedures and information to understand what is
presented in this Attachment.

Please read the IACS User Guide Main Body before you
begin to use this Attachment. It can be found under General
User Guides and Resources at: www.cms.hhs.qov/IACS

This IACS Help Document Attachment provides instructions on how to:

1. Complete the Access Request portion of the New User Registration screen for
Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription Drug
Plan/Cost Contracts, MA/MA-PD/PDP/CC.

2. Modify your account profile.

3. Access your desired CMS plans.
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A 10 MA/MA-PD/PDP/CC Access Request Fields

A 1.1 MA/MA-PD/PDP/CC — Generic Registration Fields and Screens

When you began your registration process, you selected the New User Registration hyperlink
on the Account Management screen. The system then displayed the New User Registration
Menu screen illustrated in Figure A 1.

=
ﬂ U.5, Department of Health & Human Services £ www.hhs.gov
!

NS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration Menu for CMS User Communities

Provider/Supplier Physician, Non-Physician practitioner, individual practitioner, institutional provider, supplier or

Community representative of one of those entities

El/Carrier/ MAC Employed directly or indirectly by a Fiscal Intermediary (FI), Carrier or Medicare Administrative

Community Contractor (MAC) as an End User of systems housed at an Enterprise Data Center (EDC)

DMEPQS Durable Medical Equipment, Prosthetics, Orthotics and Supplies {(DMEPOS) Competitive Bidding

Community Program Community - The DMEPOS Competitive Bidding Program Community is for suppliers
submitting a bid for selected products in a particular Competitive Bidding Area (CBA).

Demonstrations Community supporting applications for the CMS' Demonstrations. CMS business owners will

Community provide directions to access this link and register in IACS.

M CMS Contractor Community

Community

\ New User Registration Menu for CMS Applications

MA/MA-PD/PDP/CC  Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost
Contracts

CSR Community Based Organization/Customer Service Representative

COB Coordination of Benefits

HETS UI HIPAA Eligibility Transaction System User Interface. This is a pilot with registration restricted to

those organizations that are pre-approved

Figure A 1. New User Registration Menu Screen

You then selected the hyperlink for the MA/MA-PD/PDP/CC application, as illustrated in
Figure A 1, and the New User Registration screen opened.

You completed the User Information portion of this screen according to the instructions
provided in the IACS User Guide Main Body.

Up until this point, the information you provided was generic and identified you to IACS.
Now we will examine the information fields that are specific to the MA/MA-PD/PDP/CC
application.
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A 1.2 MA/MA-PD/PDP/CC — Specific Access Request Fields and Screens by Role

In the Access Request portion of the New User Registration screen, as illustrated in
Figure A 2, the User Type field will be pre-populated with the MA/MA-PD/PDP/CC
application selection you made on the New User Registration Menu screen. A Role field
and Justification for Action field are also displayed.

Justification for
Action:

*indicates a required field

M Cancel |

Figure A 2. MA/MA-PD/PDP/CC — User Type Displayed

The Role field contains a drop-down list of Roles as illustrated in Figure A 3.

Access Request
User Type: MAMA-PD/IPDPICC

Role: | o

MA Submitter

POP Submitter

MA Representative
PDP Representative
POSFE Contractor

Appraver LI *
IUI Helpdesk

Ul Administrator

MA State/Territory Approver
MA State/Territory User

Justification for
Action:

*indicates a required field

M Cancel |

Figure A 3: MA/MA-PD/PDP/CC — Role Drop-down List

You may select one of the following roles for the MA/MA-PD/PDP/CC application:

e MA (Medicare Advantage) Submitter — This role will be able to view all application
screens and all information for the periods during which the beneficiary was
enrolled in the user’s plan, including Batch File Status and Report Order
screens. Pre Enrollment information is viewable for any beneficiary.

o PDP (Prescription Drug Plan) Submitter — This role will be able to view only Part D
information on all application screens for the periods during which the
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beneficiary was enrolled in the user’s plan, including Batch File Status and
Report Order screens. Pre Enrollment information is viewable for any
beneficiary.

MA Representative — This role will be able to view all application screens and all
information for the periods during which the beneficiary was enrolled in the
user’s plan, except for the Batch File Status and Report Order screens. Pre
Enrollment information is viewable for any beneficiary.

PDP Representative — This role will be able to view only Part D information on all
application screens for the periods during which the beneficiary was enrolled
in the user’s plan, except for Batch File Status and Report Order screens.
Pre Enrollment information is viewable for any beneficiary.

POSFE (Point-of-Sale Facilitated Enrollment) Contractor — This role will be able
to view only the application Pre Enrollment and Enrollment screens. Pre
Enrollment information is viewable for any beneficiary. Enrollment information
is limited to Contract/PDP/Segment Numbers and Effective Dates, Drug Plan,
Part D Opt Out, Part D Prescription (Rx) Drug information, and Added Date for
any beneficiary.

Approver — This role will not have access to the application.

IUI (Integrated User Interface) Helpdesk — This role will be able to view all
application screens and information, except for the Report Order screens.

IUI Administrator — This role will be able to view all application screens and
information, except for the Report Order screens.

MA State/Territory Approver— This role will be able to approve Medicare
Advantage State and Territory Users that require access to their applications
through IACS. This role will not have access to the MA Part D applications.

MA State/Territory User— This role will be able to view MA Part D applications
through the integrated user interface.
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Access Request
User Type: MAMA-PO/PDPICC

Role: | =
: -
MA Submitter :l‘
) . PDP Submitter
Jusﬂﬂcaﬂonlfmt WA Representative
Action: |\ppp Representative Select
POSFE Contractor >' Role
Approver
Ul Helpdesk Sl ;
1UI Administrator * indicates a required fie
WA State/Territory Approver
WA State/Territory User -
Nex‘tl Cancel |

Figure A 4: MA/MA-PD/PDP/CC — Role Selection
Action:  In the Role field, select your desired Role as illustrated in Figure A 4.

Information you will need to register for the above roles is provided in the following
subsections.

A 1.2.1 MA Submitter and PDP Submitter Roles

When you select the role of MA Submitter or PDP Submitter, the screen will refresh and
Contract Number fields will display as illustrated in the example in Figure A 5. If you are an
MA Submitter, you may enter a Contract Number (example: Hxxxx or Sxxxx) in the fields
displaying, which are:

e Plan Contract Number field,
e Prescription Drug Event, PDE Mailbox Number field, and/or
e Risk Adjustment Processing System, RAPS Mailbox Number field.

You can enter Contract Numbers in any, or all, of the Contract/Mailbox Number fields as
they apply to your work. All types of Contract Numbers are acceptable.

However, if you are a PDP Submitter, you may only enter S type Contract Numbers in the
Plan Contract Number, PDE Mailbox Number, and/or the RAPS Mailbox Number fields.

PDP Submitters can enter S Contract Numbers in any, or all, of the Contract/Mailbox
Number fields as they apply to their work.

Contract Level Security: Application users can only view beneficiary information for those
beneficiaries who have been enrolled in the user’s plan, based on the user’s
assigned contract numbers.

Example: If a beneficiary has multiple contracts and a user is assigned access to
only one contract for the beneficiary, then the user will only be
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authorized to view the beneficiary information which matches the user’s
authorized contract number.

Access Request

User Type:  MAMA-PD/PDP/CC

Role: |MA Submitier =] *
For the User/Submitter Role, at least one ContractMailbox Number rmust be submitted. * Eiiter Caitiast
[i] Plan Contract et Number
Humber: ‘@J ‘
[i] PDE Mailbox I— A Select Add
dl E*wor OT s,
Number: —| after each
[i] RAPS Mailbox A number entr
| del | Y-
TR Ex'qoo{x Or S:000¢
il RACFID: |
Justification for
Action:
LI *

Mext | Cancel |

Figure A 5: MA or PDP Submitter — Contract Number Fields

Action:  Enter contract numbers (example: Hxxxx, or Sxxxx) one at a time in the
appropriate fields. The fields are illustrated in Figure A 5.

Action:  Select the Add button to record each entry.

e If you enter an invalid contract number, the screen will refresh and a warning
message will appear near the top of the screen informing you of this and requesting
that you enter a valid contract number. Move down the page to the contract number
fields and enter a valid contract number.

e Contract numbers must be entered one at a time. Select the Add button after each
entry.

Note: Once a contract number has been added to the registration screen, it cannot be
changed or removed. Please ensure that you are requesting a valid contract for
you to access on behalf of your company prior to selecting the Add button. If you
enter an incorrect contract number, you must cancel your registration request and
start a new request.
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After each contract number is entered, the screen will refresh and display the entered
Contract Numbers in separate, labeled fields under the Plan Contract Number, PDE Mailbox
Number, and RAPS Mailbox Number fields. This is illustrated in Figure A 6.

Below the entered Contract Number fields is an additional field for you to enter your RACF
ID if you have this ID number.

Access Request
[i] User Type: MAMA-PD/PDPICC
Role: [ Ma Subraitter I

Far the User/Submitter Role, at least one Contract/Mailbox Number must be submitted. *

[il Plan Contract I— Wl e = s
Humber:
i/ PDE Mailbox l— Add| Ex Hwooo or Swootx
Humber:
[i] RAPS Mailbox
Add
i Ex Hyooox or S
Contract(s): H1050
PDE Contract{s): H1051
RAPS Contract(s): H1052

[i! RACF ID:

Justification for
Action:

Next | Cancel |

Figure A 6: MA or PDP Submitter — Contract Number Entry and RACF ID Screen
Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete your IACS New User
Registration and your role requires that you have one, the system will automatically
assign you a RACF ID once your request is approved.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you
register for IACS. The IACS system enforces this rule based on your Social
Security Number, SSN.
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Once you've been approved as an IACS user, your RACF and IACS passwords
will automatically be synchronized, as long as you use IACS for all future
password changes.

Changing your RACF password via EUA will prevent synchronization with IACS
from occurring.

Access Request

[il user Type: MAMA-PD/PDPICC

Role: [ Ma Subrnitter =

Far the User/Submitter Role, at least one Contractailbox Mumber must be submitted. 4
lil Plan Contract iy
A . .
Niashey: dd| Ex Hwooo or Sxoo
1/ PDE Mailho Add| Bx Hioo or Sioox

Humber:
f&l mpsﬂ":"’:g::t [ A_dd] Ex: Hxoex or Sxox
Contract(s): H1050
PDE Contract(s): H1051
RAPS Contract(s): H1052
5] RACF ID:
Need for uork.] ‘ﬂ
.lustm:atinn. for ‘
Action:
=l

Mext | Cancel |

Figure A 7: MA or PDP Submitter — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 7. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
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with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 1.2.2 MA Representative and PDP Representative Roles

When you select the role of MA Representative or PDP Representative, the screen will
refresh and a Plan Contract Number field will display as illustrated in the example in Figure
A 8. If you are a MA Submitter, you may enter all types of Contract Numbers.

If you are a PDP Representative, you may only enter S type Contract Numbers in the Plan
Contract Number field,

Enter Contract
Number and

Access Request
Select Add after

[il user Type: MAMA-PDPDPICC aach number
Role: [MaRepresentatve = | * entry.
Please enter one contract at a fime and ClickV

(i Pian Contract [ lAdd - Hhootx aF Sooc
Numhber:
[i] RACF ID:
Justification for
Action:

=

MNext | Cancel |

OME: 0838-0889

Figure A 8: MA or PDP Representative — Contract Number Field
Action:  Enter Contract Numbers (example: Sxxxx) one at a time.
Action:  Select the Add button to record each entry.

e If you enter an invalid contract number, the screen will refresh and a warning
message will appear near the top of the screen informing you of this and requesting
that you enter a valid contract number. Move down the page to the contract number
fields and enter a valid contract number.

e Contract numbers must be entered one at a time. Select the Add button after each
entry.

Note: Once a contract number has been added to the registration screen, it cannot be
changed or removed. Please ensure that you are requesting a valid contract for
you to access on behalf of your company prior to selecting the Add button. If you
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enter an incorrect contract number, you must cancel your registration request and

start a new request.
After the Contract Numbers are entered, the screen will refresh and display the entered

Contracts as illustrated in the example in Figure A 9.

Reminder: Contract numbers can only be added one at a time.

Below the displayed Contracts, there is the RACF ID field for you to enter your RACF ID, if

you have one.

Access Request

[il user Type:
Role: [maRepresentative x| *

MAMA PDPDPICC

Flease enter one contract at a time and click "Add"

[i] Ptan Contract ;
e Add Ex: Hxox 0
Contract(s): H1050

i’ RACF ID:
Justification for
Action:

=

Mext | Cancel |

OME: 0938-0984

Figure A 9: MA or PDP Representative — Contract Number Entry and RACF ID Screen

Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have a RACF
ID, but cannot remember it, STOP and call your Help Desk to obtain your RACF ID

information.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register
for IACS. The IACS system enforces this rule based on your Social Security

Number, SSN.

February 2009
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Once you've been approved as an IACS user, your RACF and IACS passwords will
automatically be synchronized, as long as you use IACS for all future password
changes. Changing your RACF password via EUA will prevent synchronization with
IACS from occuring.

Access Request

[il user Type: MAMA-PDPDPICC

Role: [ma Representative = | *

Flease enter one contract at a time and click 'Add*

i| Plan Contract
A : .
i dd Ex; Hooo or Sxooe
Contract(s): H1050

[i’ RACF ID:

Justification for
Action:

Mext | | Cancel |

Figure A 10: MA or PDP Representative — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 10. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 1.2.3 POSFE Contractor Role

When you select the role of POSFE Contractor, the screen will refresh and display a RACF
ID field as illustrated in Figure A 11. The IACS system automatically assigns a Contract
Number to you when you select this role.

The only information you must enter in the Access Request portion of the screen is your
RACEF ID, if you have one, and a brief justification statement in the Justification for Action
field giving the justification for your access request.

Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have a RACF
ID, but cannot remember it, STOP and call your Help Desk to obtain your RACF ID
information. If you do not have a RACF ID, the system will automatically assign one.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems such as HPMS, you must enter this ID when you register for
IACS. The IACS system enforces this rule based on your SSN.

Once you've been approved as an IACS user, your RACF and IACS passwords will
automatically be synchronized, as long as you use IACS for all future password
changes. Changing your RACF password via EUA will prevent synchronization with
IACS from occurring.

Access Request
[il User Type: MAMA-PDPDPICC

Roles [POSFE Contractor ] #

[il RACF ID:

Justification for
Action:

Mext | Cancel |

Figure A 11: POSFE Contractor — Data Input Fields

Action:  Enter a brief justification statement for your request in the Justification for Action
field. This field must include the reason you are requesting this action.
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Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 1.2.4 Approver Role

When you select the role of Approver, the screen will refresh and a Contract Number field
will display as illustrated in Figure A 12.

Enter Contract
NMumber

Access Request Select Add after

User Type:  MAMA-PDPDP/CC each number
entry.

Role: |Appraver Il -

Please enter one contract at a time and click *Add*

[1! Plan Contract
SR | Add | ' Hioood or S

Justification for
Action:

Mext | Cancel |

Figure A 12: MA/MA-PD/PDP/CC Approver — Data Input Fields
Action: Enter Contract Numbers such as Hxxxx, or Sxxxx, one at a time.
Action:  Select the Add button to record each entry.

e If you enter an invalid contract number, the screen will refresh and a warning
message will appear near the top of the screen informing you of this and requesting
that you enter a valid contract number. Move down the page to the contract number
fields and enter a valid contract number.

e Contract numbers must be entered one at a time. Select the Add button after each
entry.

Note: Once a contract number has been added to the registration screen, it cannot be
changed or removed. Please ensure that you are requesting a valid contract for
you to access on behalf of your company prior to selecting the Add button. If you
enter an incorrect contract number, you must cancel your registration request and
start a new request.

After the contract numbers is entered, the screen will refresh as illustrated in Figure A 13.
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Access Request

User Type:  MAMA-PDPDP/CC

Role: | Approver ;J =

Flease enter one contract at a time and click "Add*

li/ Plan Contract [ | Add| BEx Hxooor Swoocx

Humber:
Justification for ‘
Action:
= -

MNext| Cancel |

Figure A 13: MA/MA-PD/PDP/CC Approver — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field. This field must include the reason you are requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 1.2.5 IUl Help Desk Role

When you select the role of IUl Help Desk, the screen will refresh and a RACF ID field will
display as illustrated in Figure A 14.

The only information you must enter in the Access Request portion of the screen is your
RACF ID, if you have one, and a brief justification statement in the Justification for Action
field giving the justification for your access request.

Access Request
[il user Type: MAMA-PDPDPICC

Role: [IUI Helpdesk ]

[il RACF ID:

Justification for
Action:

Next | Cancel |

Figure A 14: 1Ul Help Desk — Data Input Fields

Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have a RACF
ID, but cannot remember it, STOP and call your Help Desk to obtain your RACF ID
information. If you do not have a RACF ID, the system will automatically assign one.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register
for IACS. The IACS system enforces this rule based on your SSN. Once you've
been approved as an IACS user, your RACF and IACS passwords will automatically
be synchronized, as long as you use IACS for all future password changes.
Changing your RACF password via EUA will prevent synchronization with IACS from
occurring.

A 16 February 2009




IACS User Guide Attachment A

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 14. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.

A 1.2.6 IUlI Administrator Role

When you select the role of IUI Administrator, the screen will refresh and a RACF ID field
will display as illustrated in Figure A 15.

The only information you must enter in the Access Request portion of the screen is your
RACEF ID, if you have one and a brief justification statement in the Justification for Access
field giving the justification for your access request.

Access Request
[i] User Type: MAMA-PDPDPICC

Role: [1Ur Agministrator | *

[il paCF ID:

Justification for
Action:

MNext | Cancel |

Figure A 15: IUI Administrator — Data Input Fields

Action:  Enter your RACF ID, if you have one.
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Note: The RACF ID should be entered in all UPPER case characters. If you have a RACF
ID, but cannot remember it, STOP and call your Help Desk to obtain your RACF ID
information. If you do not have a RACF ID, the system will automatically assign one.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register
for IACS. The IACS system enforces this rule based on your SSN. Once you've
been approved as an IACS user, your RACF and IACS passwords will automatically
be synchronized, as long as you use IACS for all future password changes.
Changing your RACF password via EUA will prevent synchronization with IACS from
occurring.

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 15. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with an error message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.

A 1.2.7 MA State/Territory Approver Role

When you select the role of MA State/Territory Approver, the screen will refresh and two
new fields, a RACF ID field and a State/TerritoryAccess field will display as illustrated in
Figure A 16.

You must enter, in the Access Request portion of the screen, your RACF ID, if you have
one, select your State/Territory from the drop-down list, and enter a brief justification
statement in the Justification for Access field giving the justification for your access request.
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Access Request

User Type:  MA/MA-PD/PDPICC

Role: |ru1A States’TerritoryApproverj #

[IRACFID: | p—

StatefTerritory ™27 —
Access:
Azsigned new role. ;I
Justification for b
Action:
j #
* indicates a required field
Nextl Cancel |

Figure A 16: MA State/Territory Approver — Data Input Fields

Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have a RACF
ID, but cannot remember it, STOP and call your Help Desk to obtain your RACF ID
information. If you do not have a RACF ID, the system will automatically assign one.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register
for IACS. The IACS system enforces this rule based on your SSN. Once you've
been approved as an IACS user, your RACF and IACS passwords will automatically
be synchronized, as long as you use IACS for all future password changes.

Changing your RACF password via EUA will prevent synchronization with IACS from
occurring.

Action: Select the appropriate State/Territory from the State/Territory Access field drop-
down list.

Note: The State/Territory Access field is a required field.

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 16 This field must include the reason you are
requesting this action.
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Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with an error message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 1.2.8 MA State/Territory User Role

When you select the role of MA State/Territory User, the screen will refresh and a RACF 1D
and State/Territory Access field will display as illustrated in Figure A 17.

You must enter, in the Access Request portion of the screen, your RACF ID, if you have
one, select your State/Territory from the drop-down list, and enter a brief justification
statement in the Justification for Access field giving the justification for your access request.

Access Request
User Type: MA/MA-PDIPDPICC

Role: | MA StateTerritory User j

[ RACF ID: | _
State/Territory
e [ - _

Justification _
for Action:

* indicates a required field

M Cancel |

Figure A 17: MA State/Territory User — Data Input Fields

Action:  Enter your RACF ID, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have a
RACF ID, but cannot remember it, STOP and call your Help Desk to obtain your
RACF ID information. If you do not have a RACF ID, the system will
automatically assign one.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register
for IACS. The IACS system enforces this rule based on your SSN. Once you've
been approved as an IACS user, your RACF and IACS passwords will automatically
be synchronized, as long as you use IACS for all future password changes.
Changing your RACF password via EUA will prevent synchronization with IACS from
occurring.

Action: Select the appropriate State/Territory Access from the State/Territory Access
field drop-down list.

Note: The State/Territory Access field is a required field.
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Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure A 17 This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with an error message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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A 20

MA/MA-PD/PDP/CC Modify Account Profile

You may need to modify your IACS account profile to add contract numbers to the list of
those to which you already have access, to delete contract numbers to which you no longer
need access, or add a CMS User Community role to your profile.

The following steps and screens show how to access your profile account in IACS to make

desired

Action:

modifications.

Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure A 18.

C7s,

Centers for Medicare & Medicaid Services

]
Portal Home | CMS | FAQs | Feedback | Help .BEmai!. |'& print

et b o stttk o oot O ) RN IS 3 b b okttt o o oo oo ook

Unauthorized Access
Unautharized access to this United States Government Computer System and software is prohibited by Tite 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Emplovees of the Executive Branch (S CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CM5 Information Security
Paolicies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

AR KA AR AN RE M TN DER %58 o K KA A

Sensitive Information
Do not file sensitive information {e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be, Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule,

[ Enter ChS Applications Portal ] [ Leave ]

i

Action:

Figure A 18: CMS Applications Portal WARNING/REMINDER Screen

Read the important information on this screen and indicate your agreement by

selecting the Enter CMS Applications Portal button.

If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure A 19.
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U.5. Department of Health & Human Services

e
M Centers for Medicare & Medicaid Services

£ www.hhs.gov

Portal Home | CMS FAQs Feedback Help |22 Email 'lébPrint
Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CM [MS is a Federal agency within the U.5. Department of Health and

Human Services. To learn more about CMS, visit the CMS Website,

The CMS applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and
other CMS programes. This portal is in its initial implementation stage with new capabilities being added on a regular basis,

To use the CMS Portal you must first register and then choose a role:

s Account Management - Registration and user management services required to access applications within CMS' Applications Portal

e Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
» Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

» Data Services - Data Services for internal CMS users

Departrent of Health & Human Services | Medicare.gov | Firstaov.qov
Ernail Updates | Privacy Palicy | Freedarn of Infarmation act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure A 19: CMS Applications Portal Introduction Screen

Action: Select the Account Management hyperlink in the menu bar toward the top of the
screen.

The Account Management screen will display as illustrated in Figure A 20.

Hyperlinks on this screen will allow users to access IACS registration, login functions, the
Forgot Your User ID? functionality, and the IACS Community Administration Interface.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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Health & Human Services

| Feedback

Introduction | Account Management |Flans |Frov| ers

Account Management Important Messages
CMS has established gpsingle system to provide user registration and user account self-service capabilities, The Do not disclose or lend your
links below will lau the registration application for new users to request access to the applications offered [DENTIFICATION NUMBER AND/OR

within the CMS Ag#ications Portal and the self-service application for registered users.
BASSWORD to somecne else, They

» Mewr s istration - @&pply for a CMS computer services account are for your use only and serve as
your electronic signature. This means
» My Profile - Manage your CMS computer services accaunt that you will be held responsible for

the consequences of unauthorized or
llegal transactions. Sharing of

* Forgot Your User ID? accounts may lead to termination of
system access privileges and Jor
adverse action up to and including
l=gal prosecution.

» Computer Based Training (CAT) For Account Management

# [ACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Cormmunity users should direct questions or concerns to the External User Services (EUS) Help
Desk at 1-866-484-8049, TTY/TOD at 1-866-523-4759 (Monday - Friday 7am-7pm EST) or via email at
EUSSuppaort@cgi.com

-Medicare providers participating in the HETS UI pilot should direct gquestions to the MCARE help desk at 1-
866-440-3805 (phone), 1-615-238-0822 (fax) or via email mcared@cms hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns
related to the CARE application and the PAC-PRD demanstration to the RTI helpdesk by emailing
help@pacdemao.rti.org or by calling 1-866-412-1510,

-Health Plans should direct questions or concerns to MMaHelp desk at 1-800-927-8069 or via email at
mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive
Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via e-mail CBIC. admin@palmettogha. com

Figure A 20: Account Management Screen
Action:  Select the My Profile hyperlink.

The Login to IACS screen will display as illustrated in Figure A 21.
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U5, Department of Health & Human Services £ www.hhs.gov

CMTS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CM3 Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACS User ID and Password to [ogin.
Itthis is your first time legging in, please use the User ID and the one-time password that was e-mailed to you by [ACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CMS help desk.

Enter your User ID and Passwaord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD I

FPassword I

Login | Faorgot Your Password? |

Figure A 21: Login to IACS Screen
Action:  Enter your User ID
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will display as illustrated in Figure A 22.

U.5, Department of Health & Human Services £ www.hhs,gov.

e e ot ——————————————————————————————————— e it

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, DBER93? . Please select one of these options:

» Modify Account Profile
» Change Answers fo Authentication Questions
» Change Password

Logout Logged in as: DBERS37

Figure A 22: My Profile Screen — Modify Account Profile Hyperlink

Action:  Select the Modify Account Profile hyperlink.
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The Modify Account Profile screen will display. Selected User Information fields will be
filled in with information you previously provided during the registration process, however,
the information in these fields cannot be changed. Also, the SSN field is not displayed.

Sample User Information fields in a Modify Account Profile screen are illustrated in Figure
A 23.

In the Access Request portion of the Modify Account Profile screen a Select Action field
and a View My Access Profile table display. Both are illustrated in Figure A 23: The View
My Access Profile table contains the following information:

o Community/Application: Role — Displays your current applications or communities

and your role within each application or community.
e Profile Summary — Displays a summary of your IACS account profile.

e Possible Actions — Displays a listing of possible actions you can take based on
each of your approved roles.

Note: If you have a role in more than one application or community, each application or
community will display in a separate row in the table.

" U.s.Department of Health & Human Services

£ www.hhs.gov

ﬂ/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

User Information

user ID: |EEEEEEH

FirstName: [Malva M Last Mame: [Thyme

RACFID: WL

[i] E-mail Address: [mihyme@network.net

ofice areesies

Telephone:
[il Company Name: IBee:h Associates [i] Company Telephone: W
©l address 1: [1278 N Wilson Address 2: |
city: [Paint State/Territory: W Zip Code: W

Access Request

lil Select Action : IWEW My Access Profile =1

Community&pplication : Role Profile Summary Possible Actions

View My Access

Contract(s) As a Submitter:
Profile ;

MAMA-PD/PDP/CC : User/Submitter  Plan HO151 Qi RRniEDE R osiacs

Cancel l

Figure A 23: MA/MA-PD/PDP/CC — Modify Account Profile Screen

The Select Action field provides a drop-down list of actions you can take when modifying
your account profile. This list is illustrated in Figure A 24.
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The default view is View My Access Profile, which allows you to view your existing IACS
profile with all roles and provides a brief summary of entities specific to each role.

Access Request

] Select Action: | View My Access Profile =]
Maodify MAMA-PDIPDPICC Profile
Add Application
Add Communi
: Profile Summary Possible Actions
View Ky Access Contract{s): A5 a Submiter:
Profe: | MaMA-PDIPDP/CC : User/Submitter | Plan HO151 | © Add/Remove Plan/PDEMRAPS contracts

Cancel

Figure A 24: Modify Account Profile — Select Action Drop-down List

In the Select Action field drop down list, you can select one of the following actions:

e View My Access Profile — This is the defau/t view and it allows you to view your
existing IACS profile with all roles and provides a brief summary of entities specific to
each role. If this is the action you want to take, go to Section A 2.1.

¢ Modify MA/MA-PD/PDP/CC Profile — Allows you to modify your MA/MA-
PD/PDP/CC profile. Select this action if you want to add or remove plans from your
profile. If you add one or more plans, the request will have to be approved by the
appropriate Plan Approver. Requests to delete one or more plans do not need to be
approved. If this is the action you want to take, go to Section A 2.2.

¢ Add Application — Allows you to select an application to which you want to request
access. You can only request access to one application at a time. Select this action
if you want to request access to applications other than MA/MA-PD/PDP/CC. If this
is the action you want to take, go to Section A 2.3.

e Add Community — Allows you to select a CMS Community to which you want to
request access. You can only request access to one community with one role at a
time. If this is the action you want to take, go to Section A 2.4.

Action:  Select the Action you want to take.

Detailed explanations of each action are provided in the following subsections.
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A 2.1 View My Access Profile

With the View My Access Profile action selected, the screen will look similar to the
example illustrated in Figure A 25. In the Access Request portion of the screen, a table
showing your current applications and roles is displayed. All of the applications and/or
community roles for which you are approved to access are listed in this table.

There are no actions for you to take if you select View My Access Profile.

Note: This is the default view that appears when the Modify Account Profile screen first
displays. If you then select the View My Access Profile action from the Select
Action field, the screen will not change.

Access Request

il Select Action: |View My Access Profile =
Communitywi@pplication : Role Profile Summary Possible Actions
View My Access Contract(s): As a Submitter:
Profile: | \1ama PD/PDPICC ; User/Submitter  Plan HO151 © AddiRemove Plan/PDE/RAPS contracts

Cancel

Figure A 25: View My Access Profile Table on Screen

However, if you have recently submitted a Modify Account Profile update request and the
request is still awaiting approval, a Pending Requests table will display immediately below
the Access Request label and will contain all the requests you have submitted that are still
awaiting approval. This table is illustrated in Figure A 26.
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[i] pending | Application | Request Number Role Type of Request
Requests: | COB REQ-1196871700402-MODIFY

UsenTransmitter | Modify Application/Community
cess Profile [~ /

i] Select Action

Community/Application : Role Profile Summary Possible Actions
View My Access Contract{s): As a Submitter:
Profile: | onpis PDPDRICET - User/Submitter  Plan HOD151 O Add/Remove Plan/PDEIRAPS contracts

Cancel I

Figure A 26: Pending Requests Table on Screen

A 2.2 Modify MA/MA-PD/PDP/CC Profile

When you select the Modify MA/MA-PD/PDP/CC Profile action, the screen will refresh and
display a screen similar to the one illustrated in Figure A 27.

e If your User Type is MA/MA-PD/PDP/CC and your Role is MA Submitter or PDP
Submitter, the Access Request portion of the screen will appear as illustrated in
the example in Figure A 27.

¢ If your Role is that of MA Representative, PDP Representative, or Approver, the
screen that will appear will be similar to the one illustrated in Figure A 27 except that
the Role field will display your specific role. Additionally, only the Plan Contract
fields will be available for you to modify. These fields are the Plan Contract
Number field for adding more contracts and the Modify Plan Contacts field for
removing contracts.

o If your Role is that of IUI Help Desk or IUl Administrator, there are no specifics for
you to change in Modify Profile for your role. You can, however, request access to
roles in other applications.

e If your Role is that of MA State/Territory Approver or MA State/User, there are no
specifics for you to change in Modify Profile for your role. You can, however,
request access to roles in other applications.
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Access Request

[i] Select Action :

User Type:
Role:

[il Ptan Contract
Number:

[i] PDE Mailbox
Number:

[i] RAPS Mailbox
Number:

Modify Plan
Contracts:

Modify PDE
Mailhoxes:

Modify RAPS
Mailboxes:

Justification for

[Moadify Profile: maMA-PDIPDPICC |

MAMA-PDFDPICC

UserfSubmitter
|
—]
—

Existing Contracts and Selected Contract

Contracts 1o Remoy

H150
HO151

Existing Confracts and Selected Contract

SET7E —

Caontracts fo Remay

HO151
SE776

Existing Contracts and Selected Contract

HO150
HO151

SE775 —

Contracts to Remaoyv

Figure A 27: User/Submitter — Modify MA/MA-PD/PDP/CC Profile Screen

A 2.2.1 Add Contracts

If you want to Add a Contract Number to your current list of contract numbers, do the
following:

Action

Action

Enter the contract number in the appropriate Plan Contract Number, PDE

Mailbox, or RAPS

Mailbox field.

Select the applicable Add button.

If you want to add another contract number, repeat the above Actions.
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A 2.2.2 Remove Contracts

If you want to remove one or more contract numbers, do the following:

Access Request

[i] Select Action: |Modify Profile: MAMA-PDPDPICC = |
Select
User Type:  MA/MA-PD/PDP/CC Contract
Role:  User/Submitter to Select right
@ remove. facing arrow
(i pran Contract ————
Humber: ﬂl
[i] PDE Mailbox —
= R Contract
il RAPS Mailbox E
oni pdd] will be
Existing Coph and Selected Contract C s 10 Remowv mOVEd
HO150 here.
HO151 :

ModifyPlan 55775
Contracts:

Existing Contracts and Selected Contract Conlracts o Remov
HO151

SE775 5
Modify PDE 7

Figure A 28: Modify MA/MA-PD/PDP/CC Profile Screen — Remove Contract Steps

Action:  In the Modify Contracts/Mailboxes field areas, within the Existing Contracts and
Selected Contracts area, select the contract number you want to remove.

Action:  Select the box with the right facing arrow.

The system will move the selected contract number to the Contracts to Remove area to the
right. If you change your mind, you can move the contract number back to the Existing
Contracts and Selected Contracts area by selecting the box with the left facing arrow.

If you want to move all contract numbers in the Existing Contracts and Selected Contracts
area to the Contracts to Remove area, select the box with the double right facing arrow.

If you change your mind, you can move all the contract numbers back to the Existing
Contracts and Selected Contracts area by selecting the box with the double left facing
arrow.

A 2.2.3 Justification for Action

Once you have finished making your modifications, do the following:

Action:  Enter a brief justification statement for your request in the Justification for Action
field. This field must include the reason you are requesting this action.
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Action:  Select the Next button when you are done entering your justification statement.

When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure A 29

U.5. Department of Health & Human Services

CA7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes o your profile.

To submit your request please click Submit button.
If you want to edit your changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0938-0989

Figure A 29: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your modification request.

e Toreturn and edit your changes, select the Edit button.

If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed. You must select
the Submit button to confirm the action.
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Note: Your modifications will not be completed unless the Submit button is selected.

When you select the Submit button, a Modification Request Acknowledgement screen
will display as illustrated in Figure A 30. You must select the OK button to complete your
account profile modification.

A
»
ﬂ U'S. Department of Health & Human Services E2 www.hhs.gov
s

CAPS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Thank you for your request to modify registration. -
The tracking number far your request is: REQ-1214411452843 ~Print

Flease use this number in all correspondences concerning this request
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance.
Your Help Desk contactinfermation is listed in the "Help Resources” pertion
of the Account Management page in the CMS Applications Portal.

OKl
: Effective date:
ONB: 0938-0989 =106
Logout

Figure A 30: Modify Request Acknowledgement Screen

The Modify Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.

Action: Select the OK button to complete the Modify Account Profile process.

The Modify Request Acknowledgement screen will close and the system will return you to
the My Profile screen.
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A 2.2.4 After Account Profile Modification

You will be sent an email confirming that IACS has received your request and providing you
with a Request Number. You should use that request number if you contact your Help Desk
regarding your request.

If an email notification is not received within 24 hours after you modify your profile, please
contact your Help Desk.

Your approver will be notified of your pending request via email. You will be notified via
email if your requested account profile modification is approved or denied.

A 2.3 Add Application

When you select the Add Application action, the screen will refresh and you will be
presented with a screen similar to the one illustrated in Figure A 31. This action will allow
you to request access to other CMS applications integrated with IACS.

In the Access Request portion of the screen, the View My Access Profile table showing
your current applications and roles is no longer displayed.

A new field is displayed entitled Select Application along with the Justification for Action
field.

Access Request
(] Select Action : [Add Application =1
Select Application : | Select Application = | *
Justification for
Action:
*indicates a required field
MNext| Cancel
5 Effective date
OMB: 0838-0888 5/06

Figure A 31: Modify MA/MA-PD/PDP/CC Profile — Add Application

The Select Application field has a drop-down list of the other CMS applications integrated
with IACS as illustrated in Figure A 32.

Note: Your current application would not be listed because you may only have one role in
an application.
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Access Request

[il Select Action: |Add Application =l

Select Application :

Select Application
MAMA-PD/PDPICC
e CBOICSR

Justificationfor |~npg

Action: | et Uy

*indicates a required field

M Cancel |

Figure A 32: Add Application — Select Application Drop-down List

Action:  Select the desired Application from the drop down list.

Please refer to the procedures for requesting access to the various CMS applications, using
the Modify Account Profile option, which are provided in the following IACS Help Document
Attachments:

e Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative

e Attachment C — COB — Coordination of Benefits — VDSA and COBA Organizations

o Attachment D — HETS Ul — HIPAA Eligibility Transaction System User Interface

A 2.4 Add Community

When you select the Add Community action, the screen will refresh and you will be
presented with a screen similar to the one illustrated in Figure A 33. This action will allow
you to request a role in a CMS User Community.

In the Access Request portion of the screen, the View My Access Profile table showing
your current applications and roles is no longer displayed.

A new field is displayed entitled Select Community along with the Justification for Action
field.
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Access Request

1] Select Action : [Add Community =1
Select Community : |Select Community = | *

Justification for

Action:
L‘ =
* indicates a required field
Next | Cancel
) Effective date;
QOMB: 0938-0389 506

Logout

Logyed in as: DBERS37

Figure A 33: Modify MA/MA-PD/PDP/CC Profile — Select Community

The Select Community field has a drop-down list containing the available CMS user
communities as illustrated in the example in Figure A 34.

Access Request

[i] select Action: [Add Community |

Select Community :

Provider/Supplier

o DMEFOS
Justification for |pemonsirations
Action: | o3 Contractor

M Cancel |

*indicates a required field

Figure A 34: Add Community — Select Community Drop-down List

Action:  Select the desired Community from the drop-down list.

Note: If you have a role in a Community, that Community will not display in the drop-
down list.

Please refer to the procedures for requesting access to the various CMS User Communities,

using the Modify Account Profile option, which are provided in the following IACS help
document attachments:

¢ Attachment E — DMEPOS Community — Durable Medical Equipment, Prosthetics,
Orthotics & Supplies (DMEPOS) Competitive Bidding System (DBidS) Community

e Attachment F — Provider/Supplier — Individual Practitioner
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e Attachment G — Provider/Supplier and Fl/Carrier/MAC Communities
e Attachment H— Demonstrations Community

e Attachment J — CMS Contractor Community

A 38 February 2009



IACS User Guide Attachment A

A 3.0

Login to MA/MA-PD/PDP/CC Plans

Once you have been approved and provisioned in IACS, you will want to access the screens
for the plans on which you will be working. When you login to IACS the system will verify
your identity and authorize you to access the desired plan. You will then be presented with
the opening screen for the plan you are accessing.

The following steps and screens show how to access your desired plans through IACS.

Action:

Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure A 35.

C7s,

Centers for Medicare & Medicaid Services

]
Portal Home | CMS | FAQs | Feedback | Help .BEmai!. |'& print

et b o stttk o oot O ) RN IS 3 b b okttt o o oo oo ook

Unauthorized Access
Unautharized access to this United States Government Computer System and software is prohibited by Tite 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Emplovees of the Executive Branch (S CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CM5 Information Security
Paolicies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

AR KA AR AN RE M TN DER %58 o K KA A

Sensitive Information
Do not file sensitive information {e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be, Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule,

[ Enter ChS Applications Portal ] [ Leave ]

i

Action:

Figure A 35: CMS Applications Portal WARNING/REMINDER Screen

Read the important information on this screen and indicate your agreement by

selecting the Enter CMS Applications Portal button.

If you do not want to proceed any further and want to exit, select the Leave button.

The CMS Application Portal Introduction screen will display as illustrated in Figure A 36.
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tment of Health & Human Services £ www.hhs.gov

C7s,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback | Help | == Email & Print
Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CM: MS is a Federal agency within the U.S. Department of Health and
Human Services. To learn maore abhout CMS, visit the CMS Website.

The CMS applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare &dvantage, Prescription Drug, and
other CMS programs. This portal is in its initial implementation stage with new capabilities being added on a regular basis.

To use the CMS Paortal you must first register and then choose a role:

= Account Management - Registration and user management services required to access applications within CMS' Applications Portal

s Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
o Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

= Data Services - Data Services for internal CMS users

Departrnent of Health & Hurnan Services | Medicare.qov | Firstgov.qov
Ernail Updates | Privacy Policy | Freedom of Information Aot
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure A 36: CMS Applications Portal Introduction Screen
Action:  Select the Plans hyperlink in the menu bar toward the top of the screen.

The screen will change to the Plans screen as illustrated in Figure A 37.

Hyperlinks on this screen will allow users to access available Plans and the Forgot Your
User ID? functionality.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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ent of Health & Human Services

ww.hhs.gov

Portal Home | CM5  FAQs

Introduction | Account Management \ Plans \ Providers
Plans

CMS continues to work toward streamlining and improving Plan user access to beneficiary data required to administer MMA& contracts. CMS is implementing new

screens that combine the information that Plans previously accessed using the separate MARx and MBD User Interfaces. As a result, Plans will access a single user
interface to obtain a consistent view of beneficary eligibility and enrollment data,

The following applications are available to Health Plans participating in the Medicare program:

Medicare Advantage & Part-|

quiry System [MARw - Internet] - Plans facing MARR UL
* Forgot Your User 107 - rieve Your User 1D

# Medicare Advantage & Part-0 Inguiry Systemn (BETA UL

The MAPDOIS s 3 beta system. Plans are strongly cautionad to not use any data displayed in the MARDOIS for daily processing activities, as the system Is not in live
mode, Until otherwise notified by CMS, Plans shouwld continue o use the Common UL

Help Resources

Please direct questions or concerns to the MMAHelp Desk at 1-800-927-8069 or via email to mmahelp@ems.hhs.gow,

Departrnent of Health & Human Services | Medicare.qoy | Firstoowv.qoy
Emsil Updates |Privacy Policy |Freedorm of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure A 37: Plans Screen

Action:  Select the Medicare Advantage & Part-D Inquiry System hyperlink.

The Login to IACS screen will display as illustrated in Figure A 38.
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U5, Department of Health & Human Services £ www.hhs.gov

CMTS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CM3 Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an [ACS User ID and Password to login.
Itthis is your first time legging in, please use the User ID and the one-time password that was e-mailed to you by [ACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CMS help desk.

Enter your User ID and Passwaord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD I

FPassword I

Login | Faorgot Your Password? |

—

Figure A 38: Login to IACS Screen

Action:  Enter your User ID
Action:  Enter your Password.

Action:  Select the Login button.

Note: If you have forgotten your IACS password, select the Forgot Your Password?
button.

When you login with your IACS User ID and Password:
1. The IACS system will verify your identity

2. Notify your plan application software that you are authorized to access the
application

3. The application will then open the first screen for you to begin work.

End of Attachment A
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