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WHAT IS NCHICA ?

501(c)(3) nonprofit research & education
Established in 1994

250+ members including:
— Providers
— Health Plans
— Clearinghouses
— State & Federal Government Agencies
— Professional Associations and Societies
— Research & Pharmaceutical Research Organizations
— Vendors

Mission: Implement information technology
and secure communications in healthcare




State Agencies Participating From:

* AK * NY
» KY * OK
* LA * SC
* NC « UT

* NM



NCHICA HIPAA Implementation
Planning Task Force (established 1999)

e Goal:

— Develop overall strategy for addressing HIPAA
compliance in an orderly and most efficient manner
possible.

* Work Groups:

— Transactions, Codes & ldentifiers
— Data Security

— Network Security & Interoperability
— Privacy

— Awareness, Education & Training

« 300+ Participants Involved



HIPAA Implementation Planning Task Force
Dave Kirby (Duke Univ. Health Sys), Harry Reynolds (BCBS)

Transactions, Codes and Identifiers

Stacey Barber (EDS)

Roger McKinney (Carolinas Health System)

Ken Pervine (Bladen County Hospital)
Jim Walsh (UNC Hospitals)

Privacy
Jean Foster (Pitt Co Mem. Hosp.)
Judy Beach (Quintiles)

Consent & Patient Rights
Contracts

Minimum Necessary Disclosure
Minors’ Issues
Research
State Law

Awareness, Education and Training

Steve Wagner (NC MGMA)
Katherine McGinnis (Eastern AHEC)
Stephanie Simon (BCBSNC)

Security
Dave McKelvey (Duke Univ.)
Joe Christopher (Sampson Regional MC)
Harold Frohman (Raytheon)
Rosemary Abell (Keane)

Network Security & Interoperability
Data Security



Deliverables

Awareness and Educational Sessions
Workshops

Training Materials

White Papers

Preemption Analysis

Sample Documents

Gap Analysis & Planning Tools



A Comment About Tools

« HIPAA Complexity has driven the need for
tools to help manage compliance planning

* There are a growing number of responses
to choose from, both paper and computer-
based

« Capabilities and costs vary greatly



Tools Include:

HIPAADocCs

HIPAATRAAC from HealthLink
HOST-CPRI Toolkit

Meridian Health System (NJ) tool
RiskDoctor from Raytheon
RiskWatch

TriZetto

Utah Security Education Tool (USET)
Others ...




HIPAA EarlyView"

target your weaknesses with this powerful ®self-evaluation fool

Self-assessment / Gap Analysis
Tools

HIPAA EarlyView™ Security
HIPAA EarlyView™ Privacy



Uses of HIPAA EarlyView ™

Staff education
Gap analysis
— Inadequate or missing policies

— Previously unidentified vulnerabilities
Data to begin budget planning process

Due diligence documentation



HIPAA EarlyView™

target your weaknesses with this powerful®self-evaluation tool

Security
A Tool for Security Gap Analysis

© 2000 North Carolina Healthcare Information & Communications Alliance, Inc.
(NCHICA)



Security Questions
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This form is used by a facilitator to conduct the HIPAA Security Questionnaire. Itis designed to be used to capture all required
infarrmation. Comments should be forwarded to DataSecurity@MNCHICAORG. Thanks!

(uestion - Questiohnaire Mame: samplel

Has an external entity or group performed a technical evaluation for BOTH your information systems AHD network
design for compliance with security standards?

Dwe Diligence Demonstrated: [

Cantact Fix

r Drate (kD05




Report Example

Questions answered with "NO" samplel

weantore (S

HIPAA Bequirement Certification

HIPAA Implementation

Question HNumber Detailed Question Refer To: Contact Contact Phone

Susan Reference




HIPAA EarlyView " — Privacy

larget your weaknesses with this powerful self-evaluation tool

Privacy

A Tool for Privacy Gap Analysis and
Documentation

© 2001 North Carolina Healthcare Information & Communications Alliance, Inc.
(NCHICA)



HIPAA EarlyView™ Privacy

Developed by:

— The Maryland Health Care Commission (MHCC)

— The North Carolina Healthcare Information &

Communications Alliance, Inc. (NCHICA)



Highlights

33 Requirements from the Privacy Rule
43 Questions keyed to Requirements
Incorporates industry “best practices”

Includes recommended “action items” to
fulfill each Requirement

Links to online sample documents,
document portfolio management facility

User Guide



What does HEVp Do?

Organizes your initiative toward compliance with
HIPAA privacy rules

Provides a ‘gap analysis’ to show what you need
to do to comply

Clarifies the HIPAA privacy regulations

Provides a program of action for HIPAA
compliance

Provides templates for key HIPAA documents



Tour of
HIPAA EarlyView™ Privacy



Login

The Coordinator can configure HEVp for multiple
users & departments. Initially, the Coordinator is
the only user.




Main Menu

Provides access to all HEV features

Aain Mernu

]

HIPAA EarlyView™ Privacy

Your Dept or Rale: | Coordinator Change
Coordinator Functions
Edit Departmental Information
Glossary of Privacy Terms
Assessment Guide and Work Plan

Document Portfolio

Choose Report to View or Print

Copyright 2000, 2001 HCHICA www.nchica.org All Rights Reserved



- |
HIPAA EarlyView™ Privacy

Assessment Guide and Work Plan

For each requirement: clarification, assessment,
action items

Coordinator Functions
Edit Departmental Information

Privacy Rule Self Assessment

Glossary of Privacy Terms
Assessment Guide and W-

Document Portfolio

J Choose Report to View or Prin = 'III' il GDEr-ﬂtiﬂﬂal

Copyrighta 2000, 2001 HCHICA e ail Title: |Uses or Disclosures of P for Marketing and Fundraising

Requirement:

0 | Do you krow what patient information mray be used for fund raising

Ciestion
( Fctivities and marketing parposes?

Your answer—{ Mo
_—

www.nchica.org All Right= Reserved

Copyright 2000, 2001 HCHICA
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Requirement Clarification

Provides expanded discussion of each requirement

Clarification x|
Lses or Disclosures of PHI for Marketing and Fundraising

|:|Eer|rl (o g (O [ ’r|r (i.e., E'| ers ], disclosure ’rrr tketing r‘lhn‘lrur‘lrl’rr otify
|r'l||'11I an howy their narne may be rermio 'Jhrr ||r1111'r1r solicitations



Rule Text

Shows actual text of the Privacy rule for each
requirement

B 42 retman t Sadé meed Wiieh PR i
L Privacy Rule Saifl Assesament . References il

e [ S Opded n Reference links (WWW) for “Uses or Disclosures of PHI for m =
e S TSy Marketing and Fundraising™
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Best Practices Advice

Provides advice from industry experts on how to
comply with a requirement

Best Practice x|

Llses or Disclosures of PHI for Marketing and Fundraising



Work Plan

Each requirement has a set of action items for
compliance.

Chpeeathaimad

| Recommended Actions “‘ x|

n Action Items for "Uses or Disclosuras of PHI for Marketing and m
Fundraising"

P |[Develop a Motice of Privacy Practices for the Medical Practice | Explain  |MDocoments

Completed [~

Develop and implement a taining program for all employees | Explain |

Completed [~

Copyright© 2000, 2001 HCHICA www.nchica.org

Record: 14 1 kM of 2 (Filtered)

All Rightz Reserved




Compliance Documents

[T——————

Documents Related to "Develop a Notice of Privacy P
Medical Practice"

=W
rF:es for the

Copyright© 2000, 2001 HCHICA www.nchica.org All Rights Reserved



Document Management

You can create and manage your organization’s
compliance documents.

Open Document

ﬁ Matice of Privacy Practices
Choose Document Source

Chck one of the following options for opening thiz document

Open document fram my hard drive ar Lk

document

* An active Intermet connection iz neceszany for theze options to work, cormectly.

Copyright© 2000, 2001 HCHICA www.nchica.org All Rights Reserved




HIPAA EarlyView™ Document Portfolio

On-Line
Templates

Templates on
NCHICA's
Web Site

Your Computer

=

MS-Word

On-line document templates
from NCHICA'’s web site
provide a ‘jump-start’ for
preparing your own
compliance documents.




Document Portfolio

A single screen to manage all compliance
document

L)

Main Menu

HIPAA EarlyView™ Privacy

I\ _inix
m

Document Portfolio

Hequiredailahle
Yes

Yes
fes
Mo
fes
Yes
fes

Yes
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Glossary of Terms
A convenient guide to HIPAA terminology

- |
HIPAA EarlyView™ Privacy

v

Coordinator Functions /
J Edit Departmental Information Glnssar}f Of Prlvacy Terms

Glossary of Privacy Terms -,_=_J|.'-1

=

Assessment Guide and Work"

Document Portfolio _ = . = . =
_ ! b ¢ Findall © Findany £ Esac

Choose Report to View v

Term Definition

Copyright® 2000, 2001 HCHICA www.nchica.org

Act [160.103) h cLrity Ak

| [160.103) the Amerncan Mational Standards

Authonzation [MD Guide]

Buzin 3 [MD Guide]

Copyright© 2000, 2001 HCHICA www.nchica.org All Right= Reserved j



Reports

HEVp provides a full range of management reports.

Questions with Any Answer
Beport Restricted fo Coordinator

Category:

Requirement. Privacy rules require consent for disclosure of PHI for treatment, payment and
health care operations, and authorization for all other purposes for which written
permission is required. These are different from cons ents for the treatment of a
patient.

Requirement. Core Elements of an Authorization are: A specific description of the information to
be disclosed, the name or other specific identification of the personis) making the
request, expiration date, a statement of the individual’s right to revoke, statement
that information used or disclosed may be subject to re-dis closure, signature and
date, if signed by a repres entative a des cription of the authority.

3 Does your authorization document contain all the required elements for disclosure of PHI?
Coordinator; Mo
Requirement: A covered entity must limit use or disclosure of PHI to the minimum necessary to
carry out the intended purpose of the request.




Resources

NCHICA: www.nchica.org

WEDI/SNIP Web site: snip.wedi.org

HIPAA GIVES: www.hipaagives.org

DHHS/HIPAA: aspe.hhs.gov/admnsimp



NCHICA

North Carolina Healthcare Information &
Communications Alliance, Inc.

www.nchica.org

P.O. Box 13048
Research Triangle Park, NC 27709-3048
Voice: 919.558.9258 or 800.241.4486
Fax: 919.558.2198
nchica@nchica.org



Questions ??7?
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