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We've all comealong way....

e Between 1996 and 2003 HIPAA and ASCA
were passed

» Work and knowledge on these laws has
continued to evolve and increase

* In 1996 relatively few covered entities
were aware of HIPAA

e Some covered entities have covered more
ground faster than others
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Major Deadlines Lie Ahead

Still to Come

+  Security
« Mational |dentifiars

Mandatory Compliance: TCS
Cctober 2003

Mandatory Compliance: Privacy
April 2003

Deadline to Submit TCS Extension Requests
October 2002

As Compliance Act Signed

December 2001

Final Rule: Privacy

April 2001

Final Rule: TCS

August 2000

HIFAA Enacted

August 1996

— Providers
— Health Plans
+ Claims Attachments

Source: Gartner Research
Source: Gartner Group, November 2002
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Steps toward Compliance

Testing/Audits Complete;
ThirdParty Compliance Verified

Policies/Procedures Complete;
Tools/Applications Installed

Cost/Benefit Strategy Complete;
Tools Selected

Risk Assessment/
Gap Analysis

Education/
Awareness

Source: Gartner Resaarch

Source: Gartner Group, November 2002
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Started Completed Started Completed Stated Completed Started  Completed

Fercentage of Tasks Started and Completed in Each Level, on Average

Source: Gartner Resesarch
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Who'sin the Lead?

« Large health plans, clearinghouses, and software
vendors have been leading the way
e Significant effort and resources have been devoted
over the past year and more to internal systems
analysis work
— Risk Assessment
— Retooling software

— Installation
« Even so, many filed a compliance extension form

to buy more time
« Many of these entities are now focusing on the last

leg of the race



The Rest of the Field

o Awareness of HIPAA requirements among health
care providers remains low, though it has been
Increasing

 Some are|just learning of HIPAA while others

have completed the “ Awareness’ phase but will
still require large strides to meet key deadlines

* With 8 monthsto go before October 16, 2003,
much remains to be done
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Provider Awareness Still Lags

e CMS conducted Medicare Provider Focus Groups
— Indicated diverse levels of HIPAA understanding
— Understanding still very low among many providers

— Knowledge did increase between January 2002 and
June 2002 focus groups

— Preliminary data from Jan 2003 shows all focus group
participants filed for an extension.
e Bottom line though, providers still require
assistance preparing for HIPAA
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Providers are Making Progress....

lanuary 2002 Focus Groups Readiness Graphic:
Rural UNPREPARED

PREPARED
Large Payers Other Part "B providers |

Physicians Other Part “A”
Group Practices

Large Hospitals

June 2002 Focus Groups Readiness Graphic
UNPREPARED

Rural

PREFARED
Large FPavers Other Part “B° Providers

| Large Hospitals Physicians, Other Part “A
Group Praclices
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Physicians,

June 2002 HIPAA Focus Groups

knowledee, Readiness and Educational Needs
T Other Other
(TR L] Gmp

Large Large
Payers Providers  Health Care
| I IPAA High High Moderate Moderate Moderate Moderate
Knowledee
HIPAA Readiness | Hizh High Low to Moderate Low to Lovito Lowto
o h = = ) PR Moderate Moderate Moderate
Low 1o Low to
Code Sef ?'I-'{II:I'.[L'ZEIIL' Moderate
. Moderate Moderate relying on Lo Livw relyving on
Readiness . .
cleannghouse or cleannghouse o
blling service mlling service
Education/ Need
HEATIIL EREE Low Moderate High High High High
Information




7 Plans Roles

Outreach and assistance to providers
Communicate testing schedules, procedures
Stress importance of testing

Contingency plans for handling large
volumes of testing at last minute

|mportance of early testing now!

Goal: minimal disruption of cash flow
and no impact on accessto care
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Collaboration Opportunities

 Sharing outreach ideas

— CMS has a detailed outreach plan whose key outreach
audience issmall / hard to reach providers

— Each of CMS 10 regions will deploy core messages
through various outreach vehicles to increase awareness
e |everaging resources
— Qutreach products (Video and print materials)

— Planned events (Regional events, National
Roundtabl es)



Getting the Word Out £

e Promoting consistent messages to providers
may can help strengthen this effort.

e Core messages we have developed include:
v"Y ou (not your vendor) are responsible
v Compliance dates
v’ Are you where you need to be?
v' Testing is critical
v'Don't revert to paper clams
e Help us spread these messages



CMS Office of HIPAA
Standards Staff Contacts

e Elizabeth Holland, Outreach Team lead
— 410-786-1309

e Mari Johnson, Outreach Team
— 410-/86-6678
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N

CMSRegiond Office &
HIPAA Contacts

RO Contact Phone E-mail
(...@cms.hhs.gov)

Region| (MA, RI, Bill (617) 565-1696 | WMackenzie

NH, VT, CT, ME) Mackenzie

Region I1 (NY, NJ, Jm (212) 264-3360 | JCostello

PR, VI) Costello

Region Il (PA, VA, | Jeremy (215) 861-4732 | Willard

WV, DC, DE, MD) Willard

Region 1V (GA, AL, |Cathy (404) 562-7305 | CBenoit

KY, MS, TN, FL, NC, | Benoit

SC)

RegionV (IL, IN, MI, | Rachel (312) 886-5352 | RKlugman

MN, OH, WI) Klugman
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7 CMS Regional Office
HIPAA Contacts
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RO Contact Phone E-mail
(...@cms.hhs.gov)

Region VI (TX, AR, | BrendaJones | (214) 767-5171 | Bjonesl

LA, NM, OK)

Region VII (MO, Denise (816) 426-6317 | DBuenning

A, KS, NE) Buenning x3419

Region VIl (CO, Charlene (303) 844-5810 | CFinney

ND, SD, WY, MT, | Finney

UT)

Region IX (CA, HI, |Linda (415) 744-3510 | LBarnhart

AZ, NV, American Samoa, Bal‘nhal‘t

Commonwealth of Northern Marianas

Idands, Guam)

Region X (WA, Malvin White | (206) 615-2425 | MWhite2

AK, OR, ID)
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