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Important Note

If you are an Individual Practitioner who
wishes to register as a sole provider, I.e.,
only one IACS user in your practice will
register to access CMS Provider
applications integrated with IACS, please
access the IACS User Guide
Attachment F — Individual Practitioner
for your registration information.

If, however, your Organization expects to
register more than one IACS user to
access CMS Provider applications
Integrated with IACS, use this
Attachment F and related
Provider/Supplier Quick Reference
Guides for your IACS registration and
Account Management information and
Instructions.
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Important Note, continued

The following definitions and organizational rules provide information and
guidelines individuals wishing to register in the CMS Provider/Supplier and
Fl/Carrier/MAC User Communities.

Provider/Supplier Community — This is the community for physicians, non-
physician practitioners, institutional providers and suppliers, or representatives of
one of those entities.

Fiscal Intermediary (Fl) /Carrier / Medicare Administrative Contractor (MAC)
Community — Members of this community are employed directly or indirectly by a
Fiscal Intermediary (Fl), Carrier, or Medicare Administrative Contractor (MAC) as
users of systems housed at an Enterprise Data Center (EDC).

Individual Practitioner — This user is a physician or non-physician practitioner. This
role applies only to the Provider/Supplier User Community.

- Any user requesting the role of Individual Practitioner must be verified as an
enrolled Medicare Supplier within 180 days of registering in IACS.

- Any user who has requested the role of Individual Practitioner may request an
additional role, such as End User or User Group Administrator, in an
Organization or User Group any time after receiving his or her IACS User ID.
The request for an additional role must be approved by an authorized approver
before the user can make changes to their account profile that impact this
additional role (such as requesting access to additional CMS Applications).

- Ifausers Individual Practitioner verification as an enrolled Medicare Supplier
does not take place within 180 days and:

1. They have not been approved for another role in an Organization or User
Group, their Individual Practitioner access in IACS will be disabled and any
access to applications associated with that role will be removed.

2. They have been approved for another role in an Organization or User
Group, their IACS account will remain active to allow them to fulfill their
Organization or User Group role (including access to applications required
and approved for their additional role).

- In the above cases, the user’s Individual Practitioner access in
IACS will be disabled and any access to applications associated with
that role will be removed.
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G 1.0Introduction

G 1.1Purpose

This IACS User Guide Attachment G describes the procedures for registering and
provisioning individuals in the Provider/Supplier and Fl/Carrier/MAC User Communities
using the Individuals Authorized Access to the CMS Computer Services, IACS, application
within the Centers for Medicare & Medicaid Services, CMS, and making modifications to
their IACS account profile after approval and provisioning.

G l1.2Background

One of CMS’ strategic goals is to streamline its information technology environment so that
existing and new systems can effectively share information. This will allow CMS to be more
responsive to the demands of changing business needs and take advantage of emerging
technologies. CMS plans to make its data more readily accessible to beneficiaries, partners,
and stakeholders in a secure, efficient, and carefully planned manner.

In striving to meet these goals, CMS has established a target enterprise architecture and
modernization strategy that is based on several key design principles:

¢ An established, secure Internet architecture for the CMS enterprise

o Defined products for the target enterprise architecture

o Defined security classifications and controls for CMS applications

e Defined security services that support the architecture and implement the controls

e Prescriptive application development standards and guidelines for the target
environment

Registering and provisioning users for the IACS system is fundamental to the design and
implementation of business applications/systems planned for the CMS target enterprise
architecture.

G 1.3How to Use this User Guide

This IACS User Guide, Attachment G provides screens and procedures that are common
to all IACS users. This includes such things as:

e Accessing the New User Registration screens

o Completing the User Information and Contact information portion of the New User
Registration screen

e Accepting or Declining the Privacy Act Terms and Conditions
¢ Completing the Registration process

e Logging into IACS for the first time

¢ Changing passwords

e Modifying IACS account profile information

o Password reset when a user has forgotten their password
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e User ID recall when a user has forgotten their User ID
o Requesting access to multiple applications integrated with IACS.

Screens and procedures that are particular to specific applications or user communities
accessed through IACS are provided in accompanying IACS help documents, Attachments
and Quick Reference Guides. They include such things as:

¢ Completing the Required Access portion of the New User Registration screen for
End Users, Approvers, and other roles, as required

e Modifying registration details after the initial registration has been approved and
provisioned.

G 1.4Formatting Conventions

Wherever possible, the following formatting conventions have been used in all IACS help
documents.

1. When an action is required on the part of the reader, it is indicated by a line
beginning with the word Action:

Example:
Action: Select the OK button.

2. References to portions of screens displayed, and hyperlinks or buttons to be acted
upon are indicated in bold italics in the Action statement.

Examples:

All available applications are listed in the New User Registration Menu
for CMS Applications portion of the menu screen

Or
Select the Account Management hyperlink at the top of the screen.
Or
Select the Next button to continue.
3. Input fields are indicated in plain italics.
Example:
Enter your last name in the Last Name field.

4. Required input fields are indicated by an asterisk to the right of the field. These
fields must be completed.

5. If you need help on completing an input field, some fields have help icons, to their
left. This icon is displayed as a graphic: a small blue letter 7inside a white box.
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a. If you select this icon, a small information window opens overlaying the
screen you are working on. This information window provides details about
the input field, such as the type of information being requested, the format in
which to enter the data, or a definition of the field.

6. Screen names are indicated in plain bold.

Example:

The CMS Applications Portal Introduction screen will display as
illustrated in Figure 100.

G 1.5Additional IACS Help Documents

This IACS User Guide Main Body and accompanying IACS help documents, Attachments
and Quick Reference Guides, include information regarding new and/or modified IACS
screens and functionalities up to and including Software Release 4.4.6, September 2008.

Note: Al IACS help documents and computer-based training units discussed are also

available in accessible, 508 compliant, versions.

Some highlights are:

The IACS Computer-Based Training, CBT, menu has been expanded and new
menu screens will soon be added as discussed in Section G 8 of this User Guide
Attachment. These new menu screens illustrate the CBT units that will shortly be
made available. All CBT units are developed to walk users through a representative
example of the process described and illustrate how to complete IACS tasks such as
New User Registration, First Time Login, Modify Account Profile, etc.

New user registration has been facilitated with the addition of the New User
Registration Menu screen for CMS User Communities and Applications. When a
new user selects the New User Registration hyperlink on the Account Management
screen, this new menu screen will allow the user to select their desired user
community or application prior to entering the IACS New User Registration screen.

The Account Management screen contains a hyperlink to the Forgot My User ID?
functionality. Currently, this functionality is only available to those IACS users who
enter a Date of Birth during their IACS registration process.

Attachments have been added to the CMS IACS website to provide additional information
and instructions for IACS users.

User Guide Main Body — has been updated to include generic IACS functions for all
roles.

Attachment A — MA/MA-PD/PDP/CC — Medicare Advantage/Medicare Advantage-
Prescription Drug/Prescription Drug Plan/Cost Contracts — has been added for
additional information on all roles and modifications to IACS account profiles.
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Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative — has been added for additional information on all roles and
modifications to IACS account profiles.

Attachment C — COB - Coordination of Benefits — has been added for additional
information on all roles and modifications to IACS account profiles.

Attachment D — HETS Ul — HIPPA Eligibility Transaction System User Interface —
has been added for additional information on all roles and modifications to IACS
profiles.

Attachment E — DMEPOS Community — Durable Medical Equipment, Prosthetics,
Orthotics & Supplies (DMEPOS) Competitive Bidding System (DBidS) Community
and Application — has been added for all roles of this community and modifications to
their IACS account profiles.

Attachment F — Provider/Supplier — Individual Practitioner — has been added for
Individual Practitioners.

User Guide for Approvers — has been added for IACS Approvers and EPOCS.

Existing Quick Reference Guides have been updated and new Quick Reference Guides
have been added to the IACS help documentation. A current listing of the available Quick
Reference Guides follows below:

For all CMS Applications and User Communities:

IACS Approver — MA/MA-PD/PDP/CC and COB/CSR Accounts

IACS Approver — COB, HETS Ul and Community User Accounts

For Provider/Supplier and FI Carrier/MAC User Communities:

IACS New User Registration — Security Official

IACS New User Registration — Backup Security Official
IACS New User Registration — User Group Administrator
IACS New User Registration — End User

IACS New User Registration — Individual Practitioner

IACS Request Access to a CMS Application — for Individual Practitioners,
Organization Users, and Surrogate Users

For the DMEPOS Community — Durable Medical Equipment, Prosthetics, Orthotics &
Supplies Competitive Bidding System (DBidS) Community and Application CMS User
Community:

IACS New User Registration — DMEPOS Authorized Official
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IACS New User Registration — DMEPOS Backup Authorized Official

e |ACS New User Registration —- DMEPOS End User

G 1.6 IACS Screen Information

Every effort has been made to keep the screen shots in this document up to date; however,
there may be minor differences between on-screen text and what is shown in the figures in
this User Guide. These differences should not affect your ability to request desired

accesses or perform desired activities.
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G 2.0 IACS Registration
The following subsections provide step by step instructions on how to apply for an IACS user
account using the IACS New User Registration procedures.

Once you have an IACS user account, you can use IACS to modify your account profile to
request access to various CMS Applications integrated with IACS and available to the
Provider/Supplier and Fl/Carrier/MAC User Communities and/or request access to additional
CMS User Communities.

G21 Accessing IACS New User Registration
The following steps and screens show you how to begin your new user registration in IACS.

Action: Go to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in Figure
G1.

Centers for Medicare & Medicaid Services

]
Portal Home | CMS | FAQs | Feedback | Help .BEmai!. |'& print

et b o stttk o oot O ) RN IS 3 b b okttt o o oo oo ook

Unauthorized Access
Unautharized access to this United States Government Computer System and software is prohibited by Tite 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Emplovees of the Executive Branch (S CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CM5 Information Security
Paolicies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

AR KA AR AN RE M TN DER %58 o K KA A

Sensitive Information
Do not file sensitive information {e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be, Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule,

[ Enter ChS Applications Portal ] [ Leave ]

.

Figure G 1: Government Computer System WARNING/REMINDER Screen

Action:  Read the important information on this screen and indicate your agreement by
selecting the select Enter CMS Applications Portal button.

e If you do not want to proceed any further and you want to exit, select the Leave Button.

The CMS Application Portal Introduction screen will display as illustrated in Figure G 2.
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5. Department of Health & Human Services £ www.hhs.gov

7S,

Centers for Medicare & Medicaid Services

portal Home CMS FAQs |Feedback Help i print
Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal

agency within the U.S. Department of Health and Humag Services. To learn more about CMS, visit the CMS
Website.

The CMS Applications Paortal is a gateway being offered to our Business Partners to access a number of systems
related to Medicare Advantage, Prescription Drug, and other CMS programs. This portal is in its initial
implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

« Account Management - Registration and user management services required to access applications within

CMS' Applications Portal

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the
Medicare Prescription Drug Plans

Providers - Providers that participate in the Medicare program such as Hospitals and Physicians
Data Services - Data Services for internal CMS users

.

Departrent of Health & Hurnan Services |Medicare.gov | Firstgov.goyv
Email Updates |Privacy Policy |Freedom of Information Act
Centers for Medicare 8 Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure G 2: CMS Applications Portal Introduction Screen

Action:  Select the Account Management hyperlink in the menu bar towards the top of
the screen.

The Account Management screen will display as illustrated in Figure G 3.

Hyperlinks on this screen will allow users to access IACS registration, login functions, and
the IACS Community Administration Interface.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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fHealth & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

=
Portal Home | CMS | FAQs  Feedback Help BEmail = Print

Introduction ‘ Account Management | Plans ‘ Providers

Account Management

CMS hagstablished a single system to provide user registration and user account self-service capabilities. The links below will launch the registration application for new
users to r st access to the applications offered within the CMS Applications Portal and the self-service application for registered users.

» New User Registration - Apply for a CMS computer services account
» My Profile - Manage your CMS computer services account

* Computer Based Training (CBT) For Account Management

* Eorgot Your User ID?

» IACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TTY/TDD at 1-866-523-4759 (Monday -
Friday 7am-7pm EST) or via email at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct questions to the MCARE help desk at 1-866-440-3805 (phone), 1-615-238-0822 (fax) or via email
mcare@cms.hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emailing help rg or by calling 1-866-412-1510.

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via
e-mail CBIC.admin@palmettogba.com

mailnheln@nardemn rhiorn £ \nreroer T N

Figure G 3. Account Management Screen

Action:  Select the New User Registration hyperlink.

Note: The bottom portion of the screen labeled Help Resources provides Help Desk
contact information.

The New User Registration Menu screen will display as illustrated in Figure G 4.
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of Health & Human Services £ www.hhs.gov

(& A)

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

New User Registration Menu for CMS User Communities

Provider/Supplier Physician, Non-Physician practitioner, individual practitioner, institutional provider, supplier or
Community representative of one of those entities

FL/Carrier/MAC Employed directly or indirectly by a Fiscal Intermediary (FI), Carrier or Medicare Administrative
Community Contractor (MAC) as an End User of systems housed at an Enterprise Data Center (EDC) - *%%%
COMING SOON ****

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics and Supplies (DMEPOS) Competitive Bidding
Community Program Community - The DMEPOS Competitive Bidding Program Community is for suppliers

submitting a bid for selected products in a particular Competitive Bidding Area (CBA).

New User Registration Menu for CMS Applications

rg'pr\g; cc Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts
/ i

CSR Community Based Organization/Customer Service Representative

CoB Coordination of Benefits

HETS UL HIPAA Eligibility Transaction System User Interface. This is a pilot with registration restricted to

those organizations that are pre-approved

Figure G 4: New User Registration Menu Screen

Action:  Select the hyperlink for the community in which you wish to register in the top
portion of the screen.

Note: You should select either the Provider/Supplier or Fl/Carrier/MAC User Community
link if you are using this User Guide Attachment.

Note: The top part of the menu screen displays the New User Registration Menu for CMS
User Communities.

The CMS Computer Systems Security Requirements Terms and Conditions screen will
display as illustrated in Figure G 5.

This screen contains the Privacy Act Statement and the Rules of Behavior which present the
terms and conditions for accessing CMS computer systems.

You must accept them in order to be authorized to access CMS systems and applications.
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e |
q epartment of Health & Human Services £ www.hhs.gov ||

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Terms and Conditions

Ifyiou want to print the text on this screen, select the Print icon to the Aght of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the tes, selectthe | Accept the above
Terms and Conditions box, and then the | Accept button at the bottom of this screen

CMS Computer Systems Security Requirements

PRIVACY ACT STATEMENT

The information on the web form is collected and maintained under the |- down
authority of Title 3 U.3. Code, Section 552aie) (10} (The Privacy Act of 1974).
This information is used for assigning, controlling, tracking, and reporting

authorized access to and use of CM3's computerized information and resources.
The Privacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
[CM3} Data Center Systews of Records and way be disclosed as a rouktine use
disclosurgfunder the routine uses established for this system as published at
59 FED.BEG.41329 (08-11-94) and as CMI may establish in the future by

mihlirgdrinn in Fhe Federal Remister |8

inue, ypd must accept the terms and condifions. Ifyou decline, your registration will automatically be cancelled

[ TAcceppdhe above Terms and Conditions

| Decling

Figure G 5: Terms and Conditions — Privacy Act Statement Screen

Action:  Read all of the Terms and Conditions on the screen by moving down the
screen as needed.

Action:  Select the Print icon to the right of the text if you want to print this information.
Action:  Select the | Accept the above Terms and Conditions box.

Action:  Select the | Accept button.

Note: If you select the | Accept button without selecting the | Accept the above Terms
and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.

Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser
window. The system will then return you to the Account Management screen as
illustrated in Figure G 2.
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Gzal New User Registration — Role Selection

After you select the | Accept the above Terms and Conditions box and the | Accept
button, the New User Registration, Role Selection screen will display as illustrated in
Figure G 6: . This screen allows you to select your desired role.

The possible roles include:

¢ Individual Practitioner — An Individual Practitioner is a physician or non-physician
Medicare practitioner.

Note: This role applies only to the Provider/Supplier User Community.

- If you are an Individual Practitioner who wishes to register as a sole provider,
i.e., only one IACS user in your practice will register to access CMS Provider
applications integrated with IACS, please access the IACS User Guide
Attachment F — Individual Practitioner for your registration information.

- If, however, your Organization expects to register more than one IACS user to
access CMS Provider applications integrated with IACS, use this Attachment F
and related Provider/Supplier Quick Reference Guides for your IACS
registration and Account Management information and instructions.

e End User — An End User is a staff member who is trusted to perform Medicare
business for the Organization.

- An End User is part of a User Group within the Organization.

o User Group Administrator — The person who registers with IACS as a User Group
Administrator.

- This person also registers the User Group within an Organization.

- This person is trusted to approve the access requests of End Users for that
User Group.

- This person also has the ability to update User Group profile information.

e Backup Security Official — A Backup Security Official performs many of the same
functions as a Security Official (see below) in an Organization.

- There can be one or more Backup Security Officials in an Organization.
- The Backup Security Official can approve the access requests of User Group
Administrators and may assist the Organization’s Security Official with other

administrative tasks.

e Security Official — The Security Official is the authorized representative of his/her
Organization and registers the Organization in IACS.

- There can be only one Security Official in an Organization.
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- The Security Official is trusted to approve the access requests of Backup
Security Officials.

- The Security Official can approve the access requests of User Group
Administrators.

- The Security Official can approve the creation of Surrogate User Groups.

- The Security Official is the only individual who can update the information in
the Organization profile in IACS.

.5, Department of Health & Human Services £ www.hhs.gov

ﬂ,’é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration
Please selectthe Role

" Individual Practitioner - A physician or non-physician practitioner. The Individual Practitioner may reguest access to CMS applications.
" End User - Requests appraval to join an appropriate, work related organization and user group. The End User may request access to CMS applications.

User Group Administrator - Greates user groups for users to join, including surrogate user groups. A User Group Administrator has the ability to approve
End User requests to join a user group aswell as update a user group's profile. The User Group Administrator may request access to CMS applications

Backup Security Official - Has authorizations similar to those of the Security Official such as user groups and User Group Administrator's approvals, etc
One key exception is the authorization to approve other Backup Security Officials.

Security Official - Creates organizations for users to join, approves provider and surrogate user groups. A Security Official has the ability to approve
Backup Security Officials and User Group Administrators. A Security Official also has the ahility to update an organization's profile.

Nextl Cancel I

Figure G 6: New User Registration - Role Selection Screen
Action:  Select the radio button to the left of your desired Role.
Note: Figure G 6 lists the roles available in the Provider/Supplier community. The role of
Individual Practitioner does not apply to the FI/Carrier/MAC community.
Action:  Select the Next button.
A role-specific Terms and Conditions screen will display. This screen presents the terms
and conditions for the specific role you have selected. You must accept the terms and

conditions for that role in order to proceed with the registration process.

Action:  Read all of the Terms and Conditions for your selected role by moving down
the screen as needed.
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Note: An example of this role-specific Terms and Conditions screen for the role of
Security Official is illustrated in Figure G 7. Different screens will display for the
Backup Security Official, the User Group Administrator, and End User.

Note: The full text of the Terms and Conditions screen for each role is provided in Section
G 6.0 of this help document. For the role of End User, refer to Section G 6.1. For
the role User Group Administrator, refer to Section G 6.2. For the role of Backup

Security Official, refer to Section G 6.3. For the role of Security Official, refer to
Section G 6.4.

Note: If you are an Individual Practitioner, refer to IACS User Guide - Attachment F,
Individual Practitioner, for user registration instructions.

TS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Security Official - Terms and Conditions

If you want o print the text on this screen, select the Print icon to the right of the
text before taking any other action on the screen

To skip printing and continue with your regisiration, read the texd, select the | Accept the above
Terms and Conditions box , and then the | Accept button atthe bottom of this screen

-
The Security Official is the person who can register the Organization in IACS -J

>
~=Print
and update the Organization profile information

Security Official for an Organization. The Secur

to approve the access reguests of Backup Security Officials, User Group
Ihdministrators and Rpplication Approvers. Security Official
accountable by CMS for the behavior of those who they approve as w

End Users for the Organization. The S50 may assist in the administration of User
Groups and user accounts in the Organizatiom.

To continue, you must accept the terms and conditions. If you decline, your registration will automatically be cancelled

[~ 1 Acceptthe above Terms and Conditions

| Accept | Decline | Back

Figure G 7: Security Official - Terms and Conditions Screen
Action: Read all of the text on the screen moving down the screen as needed.
Action:  Select the Print icon to the right of the text if you want to print this information.
Action:  Select the | Accept the above Terms and Conditions box.

Action:  Select the | Accept button.

Note: If you select the | Accept button without selecting the | Accept the above Terms

and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.
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Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser

window. The system will then return you to the Account Management screen
illustrated in Figure G 3.

If the role presented in a Terms and Conditions screen is not correct, select the Back

button to return to the New User Registration, Role Selection screen as illustrated in
Figure G 6 and select the correct role.

G22 Entering User Information

After you select the | Accept the above Terms and Conditions box and the | Accept
button in the Terms and Conditions screen for your selected role, the system will display a

New User Registration screen with a User Information section requiring your input. This
screen is illustrated in Figure G 8.

Note: Required fields are indicated by an asterisk (*) to the right of the field.

U.5, Department of Health & Human Services £ www.hhs.gov

ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
New User Registration
CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Nurnber.
User Information

First Name: | oM Last Name: |

Soctal Security [ Ly 99N Farmat is 0000000 Datef Birth: L
Number:

Valid Date of Birth format is mm/ddAinyy

E-mait; [ " Confirm E-mail: [ =

Walid Email Format is user@internetprovider . domain. Examples of domain: com, net, gov, etc

* indicates a required field

M Cancel

OME: 0838-0888

Effective date
4/06

Figure G 8: New User Registration Screen — User Information

Action:  Complete the required fields in the User Information portion of the screen. You
may complete the optional fields as well.

o The First and Last Name must be those on file with the Social Security
Administration, SSA.

e The Social Security Number, SSN, must be unique and must be the one on file with
the Social Security Administration.

e The Date of Birth must be the one on file with the Social Security Administration.
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e A unique, work related email address where you may be contacted is required.

e Enter your email address a second time for verification. Do not cut and paste from
one field to the other.

Note: The information must be entered in the fields in the formats specified on the screen.

Action:  Select the Next button when you have completed all the required fields.

When you select the Next button, the system validates the data you have entered.

- Your name, SSN, and Date of Birth are validated against data on file at the Social
Security Administration, SSA.

- Additionally, the system verifies that the SSN you entered does not already exist in
an IACS account.

- Your email address is validated to verify that it does not already exist in an IACS
account.

Note: The SSA validation service is not available from 1 AM to 5 AM (EST) Sundays to
Fridays, and Saturdays from 11 PM to Sundays 5 AM (EST).

If you select the Cancel button, your request is cancelled and all the information you
entered will be lost. A screen indicating this will be displayed. You must select the OK
button to confirm the action, exit that screen and, close the browser window.

If your User Information data is successfully validated on the first validation attempt, the
Email Address Verification screen will display as illustrated in Figure G 12. Please go to
the Validation Success subsection now.

If your User Information data fails validation or the validation system is unavailable on the
first validation attempt, you will be given two additional opportunities to correct the data in
your User Information fields. This means that IACS can only attempt to validate your
information with the SSA three times. Please review the information in the following
Validation Failure subsections for more information on validation failures. In the case of
system unavailability, you will be presented with a warning message on the screen with
instructions to try again later.

G 2.2.1 \Validation Failure - First Attempt

If your User Information data fails validation on the first attempt, the New User
Registration screen will refresh and display a message under the Email address field as
illustrated in Figure G 9.
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of Health & Human Services ) www.hlis.gov

CTs,

Centers for Medicare & Medicaid Services

New User Registration

CMS = authorizad to valdate your personal infarmation using your legal name, Diate of Bith and Social Secunty Mumber

User Information

First Name: [Agugheo * s Last Mame: [Miknayienso
s"":“'::[’ T54-000000 % Valid SSM Format s 3000000 1 Dt of Barth: (002801954 - { mmdidfeyyy |
amibar: 2
Emaik [3pugheo @ougin com . ConfirmE-mait [3gugheo@augen tam
‘our detalls cannot ba validatad agains 3l Security Admanisiration * indicates a required fisld
Please ensum thal comect datails are o abiore and click el Afler 3 failed atiemats, your registralion will be cancelled
Nesct| Cancel |
ME: 0838-088 Sl

Figure G 9: Validation Failure Message — First Attempt

Action:  Review the User Information you have entered for correctness.
Action:  Make any needed changes to your User Information.
Action:  Select the Next button when you are done.

When you select the Next button the system will attempt to validate the SSA data again. If
a problem is encountered again, a set of questions will appear on the screen as shown in
the example in Figure G 10.

G 2.2.2 Validation Failure — Second Attempt

If your User Information data fails validation on the second attempt, the New User
Registration screen will refresh and display two simple questions for you to answer as
illustrated in Figure G 10. These questions are being asked to ensure that the registration
request is not being generated by an automated system.
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1.5 Department of Health & Human Services 2 www.hihs.gov

'MIA Centers for Medicare & Medicaid Services

Individuals Autharized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number

User Information

First Name: [Agugheo & m: [5 | Last Name: [miknaylenko &
Smia'::::::: 5-00-0000 % Walid S3N Formatis )0CO0G000C [Dpateof Birth: Joarzaissa % ( mmiddfyvyy )
E-mail: [agusheo@gugen com i Confirm E-mail: [anugheo@gugen com it

Question Answer

5] Whatis2+2? [ |

‘“What color is green grass™® I ‘

ou have been presented with two simple validation gquestions because the details your entered could not be validated
with the Social Security Administration. Please provide correct answers and click Next

* indicates a required field|

_Ne_xt‘ Cancel I

; Effective dat]
[PME: 0938-0989 500

Figure G 10: Validation Failure Message — Second Attempt with Questions

Action:  Correct the User Information you have entered.
Action:  Answer both questions correctly.

Note: Do not use numeric characters to answer the questions. Spell out any number
answer, for example, do not use the number 4, spell it out as, four

Action:  Select the Next button.

The system will attempt to validate both your user information and the answers to the
guestions.

If either fails validation, the screen will refresh and display the appropriate warning
message under the Email address field. The warning message illustrated in the example in
Figure G 11 is for incorrect answers to the two simple questions. The warning message
that displays if your User Information fails validation is illustrated in Figure G 9.
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U5 Department of Health & Human Services 2 www.hihs.gov

—M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.

User Information

First Name: [Agugheo Y ome s Last Hame: [wikhayvienka 3

LY 9"“3':::;:::{ 5000000 | % Valid SSN Formatis J00XH000 (i Dateof Bith: [07/05M868 | *  Valid Date of Birth format is mm/ddinyy

[i] E-mail: [agugheo@gugen.com b Confirm E-mail: [agugheo@gugen com W

The answers to the simple validation questions are not carrect.
Please provide correct answers to the questions. After 3 failed attempts, the registration will be cancelled

Question Answer
I ‘Whatis 2+ 37 4

What color is green grass? | Brawn|

ou hawe heen presented with bwo simple validation questions because the details your entered could not be validated *indicates a mquired field
with the Social Security Administration. Please provide cortect answers and click Mext

Ed_‘ Cancel |

. 7 : Effective dai
GME. 0936.0080. e

—

Figure G 11: Validation Warning message — Invalid Question Answers

Action:  Correct the User Information you have entered.
Action:  Answer both questions correctly.

Note: Do not use numeric characters to answer the questions. Spell out any number
answer, for example, do not use the number 4, spell it out as, four.

Action: Select the Next button.

Note: If either your User Information or the answers to the questions fails validation this
second time, your registration will be cancelled.

Note: If your SSA data cannot be validated, please contact your local SSA office for
assistance. SSA contact information can be found at: http://www.ssa.gov/

If the information you entered is successfully validated, the Email Address Verification
screen will display as illustrated in Figure G 12.

G 2.2.3 Validation Success

If your User Information data is successfully validated, the Email Address Verification
screen will display as illustrated in Figure G 12.
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. Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
E-mail Address Verification

An e-mail has been sent o you at fmkjsr@iyckra.com with a 8-digit verification code.
Please enter the code in the box below from the e-mail and click Mext within 20 minutes. Failure to do so will result in cancellation of your Registration Request.

Verification Code: || s Re-send verification code

MNote: Personal or corporate e-mail and spam filters may block the e-mail containing your verification code
fou may request your verification code to be re-sent by clicking the re-send link to the right of the E-mail Verification Code field.

You may request your verification code for a maximum of three re-sends, after which the re-send button will be disabled.

Do not cut and paste the e-mail verification cede from the e-mail onta this screen.
You must enter the code exactly as displaved, without any extra spaces or characters

Ifyou get an error message saying the code is notvalid, please try re-typing the code again exactly as it appears in your e-mail.
*indicates a required field

_Next| | cancel

Figure G 12: Email Address Verification Screen

You will be sent an email confirming that IACS has received your request and providing you
with a Verification Code number that you must enter in the Verification Code field on the
Email Address Verification screen. A sample email is illustrated in Figure G 13.

Action: Leave the Email Address Verification screen open.

Note: You must leave the Email Address Verification screen open while you obtain
your Verification Code from your email.

Action:  Go to your email Inbox and open the message with your verification code. The
email subject line will be: Email Address Verification.

Note: If you do not receive the verification emalil, select the Re-send Verification Code
hyperlink to the right of the Verification Code field on the Email Address
Verification screen. You may ask to have it resent up to 3 times. Contact your Help
Desk if you need assistance or do not receive the Email Address Verification email.
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You are receiving this email in response to a Registration request being submitted by you in
IACS. Please enter the following code in the Registration window to complete verification and
proceed with your request.

Verification Code: <your verification code appears here>

Thank you,

IACS

Please do not reply to this system-generated email.

Figure G 13: Email Address Verification Email

Action:  Write down your Verification Code.

Note: You will have 30 minutes to complete this step of the registration process. If
you do not complete this step in 30 minutes, your request will be cancelled and
all the information you have entered will be lost.

Note: If you select the Cancel button, your application request will be cancelled and all
the information you entered will be lost. A screen indicating this will be
displayed. You must select the OK button to confirm the action, exit that screen
and, close the browser window. The system will then return you to the CMS
Applications Portal Introduction screen illustrated in Figure G 2.

Action: Return to the Email Address Verification screen.
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epartment of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
E-mail Address Verification

An e-mail has been sentto you at fmkjsr@iyckra.com with a 8-digit verification code.
Please enter the code in the box below from the e-mail and click Mext within 30 minutes. Failure to do so will resultin cancellation of your Registration Request.

Verification Code: 65549268 * Re-send verification code

Hote: Persaonal or corporate e-mail and spam filters may block the e-mail containing your verification code
You may request your verification code to be re-sent by clicking the re-send link to the right of the E-mail Verification Code field.

You may request your verification code far a maximum of three re-sends, after which the re-send button will be disabled

Dz not cut and paste the e-mail verification code from the e-mail ontao this screen
You must enter the code exactly as displayed, without any extra spaces or characters

Ifyou get an error message saying the code is notvalid, please try re-typing the code again exactly as it appears in your e-mail

*indicates a required field

M Cancel |

Figure G 14: Email Address Verification Screen

Action:  Enter the Verification Code in the Verification Code field on the Email Address
Verification screen as illustrated in Figure G 14.

Note: You must enter the code exactly as it is displayed in the email message without any
extra spaces or characters.

Action: Select the Next button.

Note: If, after four attempts, you have not entered your email verification code correctly,
your IACS registration request will be cancelled and you must start a new request.

When you enter the correct verification code and select the Next button on the Email
Address Verification screen, the screen will refresh and the New User Registration
screen will display as illustrated in Figure G 15. This screen has additional sections for you

to complete.

G23 Entering Professional Contact Information

The top portion of the New User Registration screen illustrated in Figure G 15 contains the
User Information fields you have previously seen with the data you entered pre-populated in
those fields you completed. This data cannot be changed.
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The center of the screen contains an area labeled Professional Contact Information. In
this portion of the screen, you are required to enter information on where you can be
contacted on a professional basis.

Beneath the Professional Contact Information portion of the screen, an Access Request
area will display. This area will display the User Community and Role you selected earlier.

5.Department of Health & Human Services ) www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number

User Information

First Name: [Waxamdee o Last Name: [Mikhayienko &
SoclalShAY 33000000 | *  Valid SN Formatis X00C0C00K  DateofBinh: [092471988 |+ Valid Date of Birth farmat is mmfddiyyyy
E-mait: [slsprm@vbugnis.com * Confirm E-maik: [s1sprm@nbugwh.com g

Walid Email Farmat is user@internetprovider. domain. Examples of domain: cormn, net, gov, etc.

Professional Contact Information

Office Telephone: [301-100-0000 | *  Ext: [382 ‘alid Telephone Mumber Format is XXX G000
Company Name: i\/\taxamdee Mikhaylenka Company Telephone: |JU1-1UU-UI]UEI Ext: I
Country: [United Stafes =1+
Address 1: [1165 V. Willlams # Address 2: |
City: Ipalnt *  statererritory: l@ * Zip Code: ’W * oL W

il EDC Assigned |—
User ID:
Access Request
Community Type:  ProviderSupplier

Figure G 15: New User Registration Screen — Professional Contact Information

Action: Enter your professional contact information in the fields provided in the
Professional Contact Information portion of the New User Registration
screen.

Note: All required fields must be completed. Required fields are indicated by an asterisk

Note: If you need help or have questions and are registering for the Provider/Supplier
Community, please contact the Help Desk associated with the Provider/Supplier
Community.

This Help Desk is the External User Services, EUS, Help Desk. The phone number
is 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their email address
is EUSSupport@cgi.com. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time, EST. They may be contacted at Post Office Box 792750,
San Antonio, Texas, 78216.

Note: If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
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must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen illustrated in Figure G 2.

G24 Completing Your Registration

Beneath the Professional Contact Information portion of the New User Registration
screen, an Access Request area will display. This area contains information and input
fields that are specific to the different roles in the Provider/Supplier and Fl/Carrier/ MAC User
Communities.

These role-specific input fields, and the instructions for completing them, are provided in
Section G 3.0 of this IACS User Guide Attachment.

¢ Forinformation regarding an End User, see Section 3.1.
¢ Forinformation regarding a User Group Administrator, see Section 3.2.
e For information regarding a Backup Security Official, see Section 3.3.

e Forinformation regarding a Security Official, see Section 3.4.
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G 3.0Role Specific Registration Request Steps

The following sections and subsection provide information and instruction on how to register for

the various roles available in the roles in the Provider/Supplier and Fl/Carrier/ MAC User
Communities.

G 3.1End User

In the Access Request portion of the New User Registration screen the Community Type,

Provider/Supplier or Fl/Carrier/MAC, and the Role that you selected, End User are
displayed as illustrated in Figure G 17.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The processes and screens illustrated apply to the
Fl/Carrier/MAC community with minor differences in some of the information
collected by IACS for the two different User Communities.

ToCTIo
Access Request

Community Type:  Provider/Supplier
[ilRole: End User

[il Organization Search

Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click 'Search’ to selectthe Organization.
T ssn: |

[il Legal Business I
Hame:

Country: |Umted States j #*
City: | State/Territory: vl it
— Note: You must provide at least part of the Legal Business Name & State and then click 'Search’

You may also provide complete TIN/SSH {with hyphen/dash in it) or partial city to narrow the search.

[
Justification for
Action:

LI*

*indicates a required field

_Mext| cancel |

MR- NO28_N0R0

Effective date

—r—r—r—r— ==

Figure G 16: End User — Access Request Area

Below these fields, additional input fields, specific to your selected community and role are
displayed.
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G311 End User — Associating With a User Group

As part of the process for requesting access as an End User, you must associate with a
specific User Group within an Organization. This is a simple two step process.

1. Select your Organization.
2. Select the correct User Group in your Organization.

The first action you must take is to select the Organization with which the User Group is
associated. To do this you must search IACS for the Organization.

You must provide, at a minimum, all or part of the Business Name of the Organization and
the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

oo o
Access Request
Community Type:  Provider/Supplier
[FlRole: End User
[il Qrganization Search
Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click "Search’ to select the Organization
EITING SSH: |
[il Legal Business I #
Name:
Country: [United States =l
City: | State/Territory: vl *
Search Note: You must provide at least part of the Legal Business Name & State and then click "Search’
You may also provide complete TIN/S SH {with hyphen/dash in it) or partial city to narrow the search.
Bl
Justification for
Action:
;I #
*indicates a required field
Next | Cancel |
MR- N93R-NaRa Effective date
—c—rc—r—r— = I

Figure G 17: End User — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the New User Registration screen. This information will be
used as search criteria by IACS to find your Organization.
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Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action:  Select the Search button.
When you select the Search button, the system will search for Organizations matching the

search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with those illustrated in Figure G 18.

All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

e The Security Official’s request to establish the Organization may not be
approved yet.

e The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.
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Address 1: |222 Caton Ave #* Address 2:

City: |Ela|t\m-:|re *  StateTerritory: |[MD = | * Zip Code: [21226 ¥ I
[il EDC Assigned l—
User ID:

Access Request

Community Type:  Provider/Supplier

[ilRole: End User

Organization Details

Selectthe Organization under which the User Group you want to assaciate with exists, fram the list below.

Organization(s): | Select an Organization = MNew Search Click TNew Search to search for a new Organization

Select an Organization
Saint Joseph Medical Center (Baltimore, WMD)

=l
Justification for
Action:
;I #
*indicates a required field
M Cancel
OMB: 0938-0989 Effective date

506

Figure G 18: End User — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.

If you want to search for a different organization, select the New Search button.

Note: If more than one Organization is found, the drop-down list will display them all. The
example used in the figure illustrates only one Organization.

When you select your Organization, the screen will refresh again and display a new User
Groups field. This field will contain a drop-down list of all the User Groups associated with

the Organization you have selected. This drop-down list is illustrated in the example in
Figure G 19.

Note: If there are no User Groups associated with the selected Organization, a message
will appear on the screen below the Organizations field indicating this.
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Access Request
Community Type:  Provider/Supplier

[ilRole: End User

Organization Details

Selectthe Organization under which the User Group you want to associate with exists, from the list below.

Organization(s): |Saint Joseph Medical Center (Baltimare, WD) x| * MNew Search | Click Mew Search ta search for a new Organization

[il user Group(s): |Se|ecla User Group j *
Select a User Group
[Aberdeen Fire Department
bingdon Fire Co
Advanced Care Of Salisbury Inc
Justification for |AllEgany Ambulance Services
Action: |Allen Velunteer Fire Co Inc
Surrogate - Almar Research Lab (BELTSVILLE, Samething)
Surrogate - American Diagnaostic Lab (51 R SPRING, MDY}
Surrogate - American Diagnostic Lab (SILVER SPRING, MD)
Surrogate - American Red Cross Holland Labs (ROC LE, MD) * indicates a required field
Surrogate - Arthritis Research Ctr (GAITHERSBURG, MD)
surrogate - Kaiser Georgetown Comm Health Plan (LANDOVER, MD)
Surrogate - Kaiser Georgetown Comm Health Plan (GAITHERSBURSG, MD)
Mext | Cancel | Surrogate - Labcarp OF America Holdings (TOWSON, MD)
Surrogate - Laboratory Corp Of America (GLEN BURNIE, MD}
Surrogate - Laboratory Corporation (CHEVY CHASE, WMD)
Surrcgate - Laboratary Corporation (EASTON, MD)

OMB: 0938-0989 Effective date;

5106

=

Figure G 19: End User — User Group Selection

Action:  Select your desired User Group from the drop-down list in the User Groups field.

After you have selected your Organization and User Group, you must enter a justification
statement indicating the reason you are requesting this action.

Access Request

Community Type:  Provider/Supplier

[ilRole: End User

Organization Details

Select the Organization under which the User Group you want to associate with exists, from the list below

Organization{s): |SaimJ-:|seph Medical Center (Baltimore, r.le:j # Mew Search | Click 'Mew Search'te search for a new Organization

[l user Group(s): [Aningden Fire Co =

Require association with user ;I
Justification for [¥7°7F £oF wesi]
Action:

EE

* indicates a required field

_Mext| cancel |

OMB: 0938-0989 Effective date]

506

Figure G 20: End User — Justification for Action
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Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require association with user group for work, etc.

Action:  Select the Next button when you are done.

When you select the Next button, the system will validate the Professional Contact
information you have entered in each of the fields on the New User Registration screen. If
there is any invalid data or there are any required fields not filled in, the system will redisplay
the New User Registration screen with a warning message at the top of the screen
informing you of data that needs to be corrected or required fields that still need to be filled
in.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

G312 End User — Completing Your Registration

If the data entered during the registration process is valid and all the required fields have
been completed, the system will display a Review Registration Details screen in which you
can review the information that you have entered in the New User Registration screen.

An example of this screen, the Review Registration Details screen, is illustrated in Figure
G 21.

Note: Figure G 21 is only an example of the Review Registration Details screen. The
information on this screen will vary depending on your community and role.
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—===/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Review Registration Details

The following is the information you entered on the New User Registration Form.

Flease review the information below to verify correctness
- To medify any of the information, click 'Edit".
- Ifthe information is correct and you wish to proceed, click 'Submit'.

First Hame:

Social Security Humber:
Date of Birth:

E-mail:

Office Telephone:

Company Name:
Country:
Address 1

City:

UseriCommunity Type:

Role:

Organization:

User Group:

Submit | Editl Cancel |

Ron Ml
T EDD

01/01/1980

hood@wess.com
222.555-4343

Greg's co
United States
121 Rolling rd
Catonsville State/Territory: KD
Frovider/Supplier

End User

Greg's co (Baltimare, WD)

Accounting

Last Name: Hood
Company Telephone:
Address 2:

Zip Code: 21228

Action:

Figure G 21: Review Registration Details Screen

Select the Submit button when you are satisfied that your registration

information is correct. A Registration Acknowledgement screen will display as
illustrated in Figure G 22.

Select the Edit button if there is registration information you want to modify. The
New User Registration screen will be redisplayed with all your information
populated in the appropriate fields. You may modify the information that you want
and, when you are done, select the Next button. You will again be presented with

the Review Registration Details screen.

If you select the Cancel button, the application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the

browser window. The system will then return you to the CMS Applications Portal
Introduction screen.
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Ji5: Departmentof Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

Your IACS request has been successfully submitted. -
~Print
The tracking number for your request is: REQ-1215448816445

Flease use this number in all correspondences concerning this request

You will be contacted via e-mail after your request has been processed.

Click "OK' to close your browser window.

o]

: Effective date
OMB: 0938-0989 maE

Figure G 22: Registration Acknowledgement Screen

The Registration Acknowledgement screen indicates your registration request has been
submitted successfully and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the Registration Acknowledgement
screen by selecting the Print icon.

Action:  Select the OK button.
Note: Your registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen and browser window will close and, the
system will return you to the Account Management screen as illustrated in Figure G 3.

G313 End User — After Completing Your Registration

After you complete your IACS New User Registration, you will be sent an email confirming
that IACS has received your request and providing you with a Request Number. Figure G
23 presents an example of the email providing your Request Number. You should use that
request number if you need to contact your Help Desk regarding your request.

If you are registering in the Provider/Supplier community and this email notification is not
received within 24 hours after you register, please contact the External User Services, EUS,
Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their hours of

G31 September 2008



IACS User Guide Attachment G

operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST. They may also be
contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when calling your Help Desk. If you email your Help Desk, please include the request
number.

Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 23: Request Number Email

Your Approver will be notified of your pending request via email. Once your request has
been approved and your account has been created, two separate email messages will
automatically be sent to you.

1. The first (Subject: FYI. User Creation Completed — Account ID Enclosed) will
contain your IACS User ID. This email is illustrated in Figure G 24.

2. The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of your initial password. You will be required to change your initial
password the first time you login. This email is illustrated in Figure G 25.

Request for access to a Centers for Medicare & Medicaid Services' system has been approved
The tracking number of your request is REQ--<your request number will appear here>
To access the CMS Internet applications, use the following User ID: AAAAnNN

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 24: User ID Email
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Note: The User ID will be in the following alphanumeric format AAAANnnn, where AAAA
are letters, and nnn are numbers.

The tracking number for your request is REQ-<your tracking number will appear ere>
Your temporary one time password is the first two letters of your last name (1st letter upper case,

2nd - lower case) and the last 6 digits of you

_‘
(D
Q
o
w
1]
O
c
=1
=

<
Z
c
3
o
0]
-

Select the Account Management link on the top, and then the My Profile link.

Log into IACS using vour User ID and password to change your password.

Figure G 25: Temporary One-time Password Email

Action:  Go to the First Time Login to IACS Section in this User Guide Attachment and
follow the steps for logging in and changing your password.

G 3.2User Group Administrator

In the Access Request portion of the New User Registration screen the Community Type,
Provider/Supplier or Fl/Carrier/MAC, and the Role that you selected, User Group
Administrator are displayed as illustrated in Figure G 26.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The processes and screens illustrated apply to the
Fl/Carrier/MAC community as well.

Below these fields, additional input fields, specific to your selected community and role are
displayed.

A User Group Administrator is the organization official who:

1. Creates and registers User Groups within an Organization.

2. Approves End User access requests within the User Group he/she administers.
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As a User Group Administrator, several Action selections are presented to you during

your initial IACS registration. Each Action selection has a radio button to the left for you to
select that action as illustrated in Figure G 26.

Access Request
Community Type:  Provider/Supplier

[ilRole:  User Group Administratar

" Create a Provider User Group ¢ Create a Surrogate User Group ¢ Associate to an Existing User Group
[ action:

ok ;I
Justification for
Action:

* indicates a required field

_Next| Gancel |

OMB: 0938-0989 Effective date

5106

Figure G 26: User Group Administrator — Access Request Area

Action: Select the Action you want to take by selecting the radio button to the left of the
action item.

Note: The Provider/Supplier Community will be used as an example throughout this User

Guide Attachment. The text and names of the actions listed will vary slightly for the
Fl/Carrier/MAC community users.

Your options and some details about them are:

o Create a Provider User Group — Select this action if you want to create a Provider
User Group.
A Provider User Group is a narrowly focused entity within an Organization.

An example of a Provider User Group would be a physical therapy group in a
hospital.

- If this is the action you want to take, continue to Section 3.2.1 below.

o Create a Surrogate User Group — Select this action if you want to create a
Surrogate User Group.

A Surrogate User Group is a group that is working on behalf of an existing
Organization.
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- An example of a Surrogate User Group would be a billing agency that works
on behalf of a medical association may be a Surrogate Group within a
hospital Organization.

- If this is the action you want to take, go to Section 3.2.2.
e Associate to an Existing User Group — Select this action if you want to associate
to an existing User Group.
- User Groups are allowed to have more than one User Group Administrator.

- If this is the action you want to take, go to Section 3.2.3.

G 3.2.1 User Group Administrator — Create a Provider User Group

If you select Create a Provider User Group, the screen will refresh and display two new
input areas. These are Organization Search and Provider User Group Information input
areas and are illustrated in Figure G 27.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The text and names of the actions listed will vary slightly for the
Fl/Carrier/MAC community users.

A Provider User Group must be associated with an Organization. Therefore, your first step
is to select the Organization to which your Provider User Group will be associated. This is a
simple two step process.

1. Search IACS to find your Organization.

2. Select the Organization for your Provider User Group.
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il Qrganization Search

Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click ‘Search'to select the Organization

Enwossn [
[il Legal Business I *
Name:
Country: |Umled States j #
City: | State/Territory: I_;l &

Search | Hote: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN/SSH (with hyphen/dash in it} or partial city to narrow the search.

Provider User Group Information
Wrwrosse [
User Group Name: | *  Please provide a unique Group Name.
company Telephone: | * exe [ | valio Telephane Number Format is JOCK00-000
companyFax: [ Bxt [ valid FaxNumber Farmatis J0G0G0000

Country: |Umled States j e
Address 1: | * Address 2: |
City: | *  State/Territory: I 'I # Zip Code: * . I

Expected Group Size: * Specify the expected size of your User Group.

=l

luatificatinn far

Figure G 27: User Group Administrator — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the New User Registration screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

You must provide, at a minimum, all or part of the Legal Business Name of the Organization
and the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 28.
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All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

e The Security Official’s request to establish the Organization may not be
approved yet.

e The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

Access Request
Costeranity Ty P ik Suplive

iAok User Group Admirestrator

& Creale a Provider User Group ¢ Create a Surogate Liser Group € Associate to an Existing LIser Group

i Action:
il organizationds): | Select &n Organzabor ;' L Hew Search Click 'New Search' to search for a different Qrganization
Provider Uses
: 1 mnssswe |5
s Groug Nasnes: | * Please provide a unigue Group Mama

':w' rr F = Ext: Valid Telephone Numbser Farmat is JO0C00000
Comppamy Fa: F Exi: | ‘Walid Fax Nurmber Format is 00830002000

Country: | United States =l
Adkiress 1 [ L hdiress 2: |
oy | T SisteTerriton: =] Zip Code: i
Fapacing C‘;.:. L Specdy the expected size of your User Group
= |
dustification fai
Action:
=
* indicates a required field
Mead | Canced I
OME: 0938-0089 Effective date

506

Figure G 28: User Group Administrator — Select Organization
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Select your desired Organization from the drop-down list in the Organizations
field.

If you want to search for a different organization, select the New Search button.

After you have selected the desired Organization, you must input the information on the
Provider User Group you want to create in the input fields illustrated in Figure G 29.

[il Organization Search

Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click "Search’ to selectthe Crganization

17N T $8H:

[il Legal Business

I *®
Hame:

Country: |U|mecl States =1+

city: | staterTerritory: [ = *

o | Hote: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN/S SH (with hyphen/dash in it) or partial city to narrow the search.

Provider User Group Information

EITIN T SSH:

User Group Name: | *  Please provide a unique Group Name.

Company Telephone: & Ext: I— Valid Telephone Mumber Format is
Company Fax: Ext: I Valid Fax Mumber Format is }0C-

Country: |United States =] *
Address 1: | L Address 2: |
City: | #  State/Territory: I 'I i Zip Code: b I

Expected Group Size: #* Specify the expected size of your User Group.

|

luetific atinn for

Provide

Figure G 29: User Group Administrator — Provider User Group Information

all required information. All required fields must be completed. Required fields are

indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.

Action:

Action:

Action:

Enter the Taxpayer Identification Number, TIN, or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the User Group in the TIN/SSN
field. The TIN or SSN must be the one associated with the Legal Business
Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Enter the User Group Name in the User Group Name field. The User Group
name must be unique within the Organization. The User Group Name must be
the Legal Business Name associated with the TIN or SSN. The legal business
name is the name specified on the IRS CP-575 Form.

Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.
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Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Action:  Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

¢ If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen.
The top part of the screen will be shown with warning messages informing you of data that
needs to be corrected or required fields that still need to be filled in.

For instructions on how to complete your registration, go to Section 3.2.4.

G 3.2.2 User Group Administrator — Create a Surrogate User Group

If you select Create a Surrogate User Group, the screen will refresh and display two new
input areas. These are Organization Search and Surrogate User Group Information
input areas and are illustrated in Figure G 30.

A Surrogate User Group must be associated with an Organization. Therefore, your first step
is to select the Organization to which your Surrogate User Group will be associated. This is
a simple two step process.

1. Search IACS to find your Organization.

2. Select the Organization for your Surrogate User Group.
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il Organization Search

Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click ‘Search to selectthe Organization

[E TN sSh: |

[il Legal
Business | i
Name:

Country: |Umted States d #

City: | State/Territory: -~ | *

Search | Hote: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN/SSN (with hyphenidash in it) or partial city to narrow the search.

Surrogate User Group Information
(4] TIN 7 SSH: I i CMS Certification Number: CMS Certification Mumber (formerly known as OSCAR Number) pertains to Medicare Part-4
Legal

Business | *  The Legal Business MName as specified in the IRS (Internal Revenue Senvice) CP575 Form
Name:

Company " , TR er Fo KOOI
Telephone: I Ext: Jalid Telephone Number Format is JOOE00E00H
Company l— : . . - I

Fax: Ext: I valid Fax Mumber Format is 006

Country: [United States =l
Address 1 | * Address 2: |
City: | #  StateTerritory: - | Zip Code:l e -I

Expected | # Specify the expected size of your User Gro
Group Size: Specify the expected size of your User Group

Figure G 30: User Group Administrator — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the New User Registration screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

You must provide, at a minimum, all or part of the Business Name of the Organization and
the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

Action:  Select the Search button.
When you select the Search button, the system will search for Organizations matching the

search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 31.
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All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being

found.
1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

Access Request

Community Type:  Provider/Supplier
[ilRole: User Group Administrator

f action: © CTBEtE @ Provider User Group @ Create a Surrogate User Group € Assaciate to an Existing User Group
cow
[ organization(s): "-llflﬂ Organizafion @ New Search | Click ‘Mewr Search' to search for a different Organization

0t
Surrogate UJ4ST Josepn (Balto, MD)
Saint Joseph's Hospital (Towson, MD)

[ TIN/ SSN: ‘Bu o1 {Columbia, WMD)

CMS Certification Number (formerly known as OSCAR Number) pertains to Medicare Part-A Insti|

Legalﬂus':::: ‘ * The Legal Business Mame as specified in the IRS (Internal Revenue Service) CP575 Form

WD @ Ext: Walid Telephone Number Formmat is X00E00-000(

Telephone:
CompanyFax: | Ext: [ Valid Fax Number Fommat is X000
Country: |United States ==
Address 1: | Address 2: |
city: | = stateTerriton: | =] * zZncode: | ¢ -

Expectad Group ®  Specify the expected size of your User Group.

Size:

=
Justification for
Action:
i .
*in
Next| Cancel

CME: 0938-0989

Figure G 31: User Group Administrator — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.
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If you want to search for a different organization, select the New Search button.

After you have selected the desired Organization, you must input the information on the
Surrogate User Group you want to create in the input fields illustrated in Figure G 31.

[ Organization Search

Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click 'Search’ to select the Organization

EITIN T SSN: |

[ilLegal
Business | @
Name:

Country: |Uﬂited States =

City: | State/Territory: | *

Search MNote: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN/SSH (with hyphenidash in it) or partial city to narrow the search.

Surrogate User Group Information

Elmin s ssn: I & CMS Certification Number: CIS Certification Number (formerly known as 0SCAR Number) pertains to Medicare Part-A

Legal
Business | *  The Legal Business Mame as spedified in the IRS (nternal Revenue Senice) CP575 Farm
Name:

Company I #* 2 valid Telenhone erFa f T
Telephone: Ext: Valid Telephone Number Farmat is X0
Company [ valig erFo

Fax: Ext: Jalid Fax Mumber Format is »

Country: |United States =l*
Address 1: | # Address 2: |
City: | * StatelTerritory: ~|* Zip Coc\e:l a I

Expected I * Specify the expected size of your User Gro
Group Size: Specify the expected size of your User Group

Figure G 32: User Group Administrator — Surrogate User Group Information

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The names of input fields listed will vary slightly for the
Fl/Carrier/MAC community users.

Action:  Enter the Taxpayer Identification Number, TIN, or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the Surrogate User Group in
the TIN/SSN field. The TIN or SSN must be the one associated with the Legal
Business Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Note: The CMS Certification Number was previously known as the OSCAR
Number and pertains to Medicare Part A Institutional Providers. Enter
this number if the Surrogate User Group has one.

Note: Provide any required information for the Fl/Carrier/MAC community that is
requested by IACS. One example of this additional information would be
the Medicare Contractor ID number.
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Action:

Action:
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Enter the Legal Business Name of the User Group. The User Group nhame
must be unique within the Organization. The legal business name is the name
specified on the IRS CP-575 Form.

Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.

Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.

Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Select the Next button when you are done.

If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen.
The top part of the screen will be shown with warning messages informing you of data that
needs to be corrected or required fields that still need to be filled in.

For instructions on how to complete your registration, go to Section 3.2.4.

G 3.2.3 User Group Administrator — Associate to an Existing User Group

If you select Associate to an Existing User Group, the screen will refresh and display an
Organization Search input area as illustrated in Figure G 33.
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Each User Group must be associated with an Organization. To associate to an existing
User Group, you must first select the Organization to which the existing User Group is
associated. This is a simple two step process.

1. Search IACS to find the Organization.

2. Select the Organization.

Access Request
Community Type:  Provider/Supplier

[flRole:  User Group Administratar

] Action: " Create a Provider User Group € Create a Surrogate User Group @ Associate to an Existing User Group

il Organization Search

Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click 'Search' to select the Organization

[F TN SSh: |

[il Legal Business
Name:

*

Country: |Umled States j &

City: | State/Territory: - |*

Search | Hote: You must provide at least part of the Legal Business HName & State and then click 'Search’
You may also provide complete TIN'SSH (with hyphenidash in it) or partial city to narrow the search.

ok ;I
Justification for
Action:

* indicates a required field

Mext| Cancel

OMB: 0938-0989 Eﬁedivegslae

Figure G 33: User Group Administrator — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the New User Registration screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

You must provide, at a minimum, all or part of the Business Name of the Organization and
the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social

Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the

Business Name of the Organization and the Country and State/Province in the
Organization’s address.
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Action:  Select the Search button.
When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 34.

All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

Access Request
Community Type:  Provider/Supplier

[ilRole:  User Group Administrator

" Create a Provider User Grou " Create 3 Surrogate User Grou @ Associate to an Existing User Grou
[i] Action: ° g P 9 P
Organization Details

Selectthe Crganization under which the User Group you want to associate with exists, from the list below

Organization(s): |Selectan Organization 'I @ New Search | Click New Search’ to search for a new Organization

 Select an Organization
wess org (catonsville, MD}

ok ;I

Justification for
Action:

LI*

*indicates a required field

M Cancel |

Effective date
5/06

OMB: 0938-0989

Figure G 34: User Group Administrator — Select Organization
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Action:  Select the desired Organization from the drop-down list in the Organization field.
If you want to search for a different organization, select the New Search button.
When you select the desired Organization, the screen will refresh and display a User

Groups field containing a drop-down list of User Groups associated with the selected
Organization as illustrated in Figure G 35.

Access Request
Community Type:  Provider/Supplier
[ilRole: User Group Administrator

4 ¢~ Create a Provider User Group ¢ Create a Surrcgate User Group 8 Associate to an Existing User Group
[il action:

Organization Details

Selectthe Organization under which the User Group you want to associate with exists, from the list below

Organization(s): |'-.-vess org (catonsville, MD) j # MNew Search | Click Mew Search’ to search for a new Organization

[fuser Group{s): |Surr-:|gate - Dr.J Inc. (Washington, KSj:j *

Justification for
Action:
=l*
*indicates a required field
Nextl Cancel |
OMB- 0928-0939 Effective date:

506

Figure G 35: User Group Administrator — User Group Selection
Action:  Select the desired User Group from the drop-down list in the User Group field.

When you have finished selecting the desired Organization and User Group, you must enter
a justification statement indicating the reason you are requesting this action.
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Access Request
Community Type:  Provider/Supplier

[i/Role:  User Group Administrator

) " Create a Provider User Group ¢ Create a Surrogate User Group (% Associate to an Existing User Group
[il Action:

Organization Details

Selectthe Organization under which the User Group you wantto associate with exists, from the list below.

wess org (catonsville, MD) = | * MNew Search Click 'Mew Search'to search for a new Organization

[il User Group(s): |Surr-:|gate - Dr.J Inc. (Washington, KS) j *

Organization(s):

Require association with the ;I

selected user group for w
Justification for Fzeup

Action:

* indicates a required field

Next| cancel |

Effective date

OMB: 0938-0989 5108

Figure G 36: User Group Administrator — Justification for Action

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen.
The top part of the screen will be shown with warning messages informing you of data that
needs to be corrected or required fields that still need to be filled in.

For instructions on how to complete your registration, go to Section 3.2.4.
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IACS User Guide Attachment G

If the data entered during the registration process is valid and all the required fields have
been completed, the system will display a Review Registration Details screen in which you
can review the information that you have entered in the New User Registration screen.

An example of this screen, the Review Registration Details screen, is illustrated in Figure

G 37.
Note: Figure G 37 is only an example of the Review Registration Details screen. The
information on this screen will vary depending on your community and role.
Review Registration Details
The fallowing is the information you entered on the Mew User Registration Form
Please review the information below to verify correctness
- Tao modify any of the information, click "Edit'.
- Ifthe information is correct and you wish to proceed, click "Submit',
First Name: pxldf W LastName:
Social Security Number; ~ *=& 0005
Date of Birth: 07/06/2008
E-mail: bhsnor@zvsoza.com
Office Telephone: 857-100-0000 X858
Company Name: fhpoxe Company Telephone:
Country: United States
Address 1: drykan Address 2:
City: QWIMNW AZ  Zip Code:
UseriCommunity Type: Praviden'Supplier
Role: User Group Administrator
Action: Create Surrogate User Group
Organization: wess org (catonsville, MD)
User Group Type: Surrogate User Group
TIH I SSH: 86-8624472
CIS Certification Humber:
Legal Business Name: dvgold
Company Telephone: 862-863-8631 X86393 Company Fax: 864-863-8636 XBG37
Country: United States
Address 1: Ifctpe Address 2:
City: khhfna A7 Zip Code:
Expected Group Size: a7
Subrmit | Edit| Cancel
Figure G 37: Review Registration Details Screen
Action:  Select the Submit button when you are satisfied that your registration
information is correct. A Registration Acknowledgement screen will display as
illustrated in Figure G 38.
o Select the Edit button if there is registration information you want to modify. The

New User Registration screen will be redisplayed with all your information

populated in the appropriate fields. You may modify the information that you want
and, when you are done, select the Next button. You will again be presented with
the Review Registration Details screen.
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o If you select the Cancel button, the application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

U5 Departmentof Health & Human Services £ www.hhs.gov

s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

Your IACS request has been successfully submitted. -
~Print

The tracking number for your request is: REQ-1215448816445
Flease use this number in all correspondences concerning this request.

You will be contacted via e-mail after your request has been processed.

Click "OK' to close your browser window.

o]

Effective date:

OMB: 0938-0989 06

Figure G 38: Registration Acknowledgement Screen
The Registration Acknowledgement screen indicates your registration request has been
submitted successfully and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the Registration Acknowledgement
screen by selecting the Print icon.

Action:  Select the OK button.
Note: Your registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen and browser window will close and, the
system will return you to the Account Management screen.
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G 3.25 User Group Administrator — After Completing Your Registration

After you complete your IACS New User Registration, you will be sent an email confirming
that IACS has received your request and providing you with a Request Number. Figure G
23 presents an example of the email providing your Request Number. You should use that
request number if you need to contact your Help Desk regarding your request.

If you are registering in the Provider/Supplier community and this email notification is not
received within 24 hours after you register, please contact the External User Services, EUS,
Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their hours of
operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST. They may also be
contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when calling your Help Desk. If you email your Help Desk, please include the request
number.

Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 39: Request Number Email

Your Approver will be notified of your pending request via email. Once your request has
been approved and your account has been created, two separate email messages will
automatically be sent to you.

1. The first (Subject: FYI: User Creation Completed — Account ID Enclosed) will
contain your IACS User ID. This email is illustrated in Figure G 40.

2. The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of your initial password. You will be required to change your initial
password the first time you login. This email is illustrated in Figure G 41.
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Request for access to a Centers for Medicare & Medicaid Services' system has been approved
The tracking number of your request is REQ--<your request number will appear here>
To access the CMS Internet applications, use the following User ID: AAAAnnn

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 40: User ID Email

Note: The User ID will be in the following alphanumeric format AAAAnnn, where AAAA
are letters, and nnn are numbers.

The tracking number for your request is REQ-<your tracking number will appear here>

NS e s bomonn o v on ¢ oo o b s =] —..-..-..-...._-.—‘-l e l-l-..-. I —.-.l. l-. e] |...u‘._... P T P (4‘.1 I_-.Llu-.- R T T
Y QU iemoorary one i DSSSWI i ISUers O yourigsLr name == e le =1l
LU WCHHpLialy UHC UHIC passwoild s u VU TSI S U yOUTD Iast Haihhic | 1St iclch Uppet o

2nd - lower case) and the last 6 digits of your Soclal Security Number.
Please go to the link below to change your password.

PR R PR R T S Hhs.Gov
Nups./ dpDIILdLIUHb CITIS.MNnNs.gov

Read the Privacy Statement and select the Enter the CMS Applications Portal button.
Select the Account Management link on the top, and then the My Profile link.

Log into IACS using your User ID and password to change your password.

Figure G 41: Temporary One-time Password Email

Action:  Go to the First Time Login to IACS Section in this User Guide Attachment and
follow the steps for logging in and changing your password.
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G 3.3 Backup Security Official

In the Access Request portion of the New User Registration screen the Community Type,
Provider/Supplier or Fl/Carrier/MAC, and the Role that you selected, Backup Security
Official are displayed as illustrated in Figure G 42. The Organization Search input fields will
also display because to be a Backup Security Official you must associate with a specific
Organization.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The names of input fields listed will vary slightly for the
Fl/Carrier/MAC community users.

Access Request
Community Type:  Provider/Supplier
[ilRole: Backup Security Official
il Organization Search
Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click 'Search’to selectthe Organization.
EITinG ssn: |
[il Legal Business Il o
Name:
Country: |United States =*
City: | State/Territory: |MD | *
Search | Mote: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN'SSHN (with hyphenidash in it) or partial city to narrow the search.
Justification for
Action:
LI *
* indicates a required field
Mext| Cancel
Effective date:
OMB: 0938-0089 505

Figure G 42: Backup Security Official — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the New User Registration screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

You must provide, at a minimum, all or part of the Business Name of the Organization and
the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
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Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

Action: Select the Search button.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 43.

All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official's request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

G 53 September 2008



IACS User Guide Attachment G

Access Request
Community Type:  Provider/ Supplier

[i]Role:  Backup Security Official

Organization Details

Selectthe Organization you want to associate with, from the list below.

Organization(s): ISeIect an Organization 'I * Mew Search Click Mew Search'to search for a new Organization

[Select an Organization

wess org (catonsville, MD)

=
Justification for
Action:
LI *
*indicates a required field
Next| cancel |
OMB: 0938-0989 FrEenEian

5106

Figure G 43: Backup Security Official — Select Organization
Action:  Select the desired Organization from the drop-down list in the Organization field.
If you want to search for a different organization, select the New Search button.

When you have finished selecting the desired Organization you must enter a justification
statement indicating the reason you are requesting this action.

USET D,
Access Request
Community Type:  Provider/Supplier

[ilRole:  Backup Security Official

Organization Details

Selectthe Organization you want to associate with, from the list below.

Organization(s): |wess org (catonsville, MD) = | * New Search | Click Mew Search to search for a new Organization
Require access= to this ;I

Justification for organization for work.

Action:
=]*
*indicates a required field
M Cancel |
OMB: 0938-0989 Effective date

506

Figure G 44: Backup Security Official — Justification for Action
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Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen.
The top part of the screen will be shown with warning messages informing you of data that
needs to be corrected or required fields that still need to be filled in.

G331 Backup Security Official — Completing Your Registration

If the data entered during the registration process is valid and all the required fields have
been completed, the system will display a Review Registration Details screen in which you
can review the information that you have entered in the New User Registration screen.

An example of this screen, the Review Registration Details screen, is illustrated in Figure
G 45.

Note: Figure G 45 is only an example of the Review Registration Details screen. The
information on this screen will vary depending on your community and role.
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Individuals Authorized Access to the CMS Computer Services (IACS)

Review Registration Details

The following is the information you entered on the New User Registration Form.
Flease review the information below to verify correctness

- Tomaodify any of the infarmation, click "Edit’,

- Ifthe information is correct and you wish to proceed, click "Submit',

First Name: trent Ml Last Name: lott
Social Security HNumber;  ##*** 3498

Date of Birth: 01/01/1980

E-mail: tliott@wess.com

Office Telephone: 222-988-7171

Company Name: WESS €O Company Telephone:
Country: United States

Address 1: 212 westdr Address 2:

City: bethesda State/Territory: MD  Zip Code: 21248

UseriCommunity Type: Provider/Supplier

Role: Backup Security Official
Action: Associate to Organization
Organization: wess org (catonsville, MD)
Submit Editl Cancel
OME: 0938-0988 SRl

506

Figure G 45: Backup Security Official — Review Registration Details Screen

Action:  Select the Submit button when you are satisfied that your registration
information is correct. A Registration Acknowledgement screen will display as
illustrated in Figure G 46.

e Select the Edit button if there is registration information you want to modify. The
New User Registration screen will be redisplayed with all your information
populated in the appropriate fields. You may modify the information that you want
and, when you are done, select the Next button. You will again be presented with
the Review Registration Details screen.

o If you select the Cancel button, the application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.
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Ji5: Departmentof Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

Your IACS request has been successfully submitted. -
~Print
The tracking number for your request is: REQ-1215448816445

Flease use this number in all correspondences concerning this request

You will be contacted via e-mail after your request has been processed.

Click "OK' to close your browser window.

o]

: Effective date
OMB: 0938-0989 maE

Figure G 46: Registration Acknowledgement Screen

The Registration Acknowledgement screen indicates your registration request has been
submitted successfully and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the Registration Acknowledgement
screen by selecting the Print icon.

Action:  Select the OK button.
Note: Your registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen and browser window will close and, the
system will return you to the Account Management screen.

G332 Backup Security Official — After Completing Your Registration

After you complete your IACS New User Registration, you will be sent an email confirming
that IACS has received your request and providing you with a Request Number. Figure G
47 presents an example of the email providing your Request Number. You should use that
request number if you need to contact your Help Desk regarding your request.

If you are registering in the Provider/Supplier community and this email notification is not
received within 24 hours after you register, please contact the External User Services, EUS,
Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their hours of
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operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST. They may also be
contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when calling your Help Desk. If you email your Help Desk, please include the request
number.

Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 47: Request Number Email

Your Approver will be notified of your pending request via email. Once your request has
been approved and your account has been created, two separate email messages will
automatically be sent to you.

1. The first (Subject: FYI. User Creation Completed — Account ID Enclosed) will
contain your IACS User ID. This email is illustrated in Figure G 48.

2. The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of your initial password. You will be required to change your initial
password the first time you login. This email is illustrated in Figure G 49.

Request for access to a Centers for Medicare & Medicaid Services' system has been approved
The tracking number of your request is REQ--<your request number will appear here>
To access the CMS Internet applications, use the following User ID: AAAAnNN

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 48: User ID Email
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Note: The User ID will be in the following alphanumeric format AAAANnnn, where AAAA
are letters, and nnn are numbers.

The tracking number for your request is REQ-<your tracking number will appear ere>
Your temporary one time password is the first two letters of your last name (1st letter upper case,

2nd - lower case) and the last 6 digits of your Social Security Number.

- P Ry [Py S N B s - 4] _(‘ll [ m JUY Py | | Jouew oy [y W & ey
dllu selecl Uie Chner uie vwivio prlll..dl.l(_]llb FOridl DULLOT.
Select the Account Management link on the top, and then the My Profile link.

Log into IACS using vour User ID and password to change your password.

Figure G 49: Temporary One-time Password Email

Action:  Go to the First Time Login to IACS Section in this User Guide Attachment and
follow the steps for logging in and changing your password.
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G 3.4 Security Official

In the Access Request portion of the New User Registration screen the Community Type,
Provider/Supplier, and the Role that you selected, Security Official are displayed as
illustrated in Figure G 50. The Organization Information input fields will also display
because to be a Security Official you must register your Organization in IACS.

Note: The Provider/Supplier Community will be used as an example throughout this User
Guide Attachment. The names of input fields listed will vary slightly for the
Fl/Carrier/MAC community users.

Access Request
Community Type:  Provider/Supplier
[ Role:  Security Official

Organization Information
(&1 TIN / SSH: & i| CMS Certification Number: I

Legal Nome: | *  The Legal Business Name as specified in the IRS (Internal Revenue Service) CP575 Form

™ Please select if the Organization's Address and Telephone Number Information is same as the User's Address and Telephone Number

I;:'nr;'p;g * Ext: Valid Telephone Nurmber Format is J0000E000(

Company Fax: Ext: | Valid Fax Number Format is X0 0000000(

Country: [United States =

Address 1: | Address 2: |

*
city: | * StatefTerritory: -] Zip Code: L
[il Expected I—ZI -

Organization Size:

Justification for
Action:
LI *
* indicates a required field
Next [ Cancel
; Effective dal
OMB: 0938-0989 508

Figure G 50: Security Official — Organization Information

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to

further define your Organization.

Action:  Enter the Taxpayer Identification Number, TIN or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the Organization in the
TIN/SSN field. The TIN or SSN must be the one associated with the Legal
Business Name specified on the Internal Revenue Service, IRS, CP-575 Form.
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Note: The CMS Certification Number was previously known as the OSCAR
Number and pertains to Medicare Part A Institutional Providers. Enter
this number if the Organization has one.

Note: Provide any required information for the Fl/Carrier/MAC community that is
requested by IACS. One example of this additional information would be
the Medicare Contractor ID number.

Enter the Legal Business Name of the Organization. The legal business name
is the name specified on the IRS CP-575 Form.

If the Organization’s address and telephone number are not the same as your professional
address, take the following action.

Action:

Enter the correspondence information for the Organization in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.

Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Note: The valid input format of the telephone number, fax number, phone
extensions, and Postal Code will vary depending on the foreign country
selected.

After the Legal Business Name field there is a check box with the following message next to
it: Please select if the Organization’s Address and Telephone Number Information is the
same as the User's Address and Telephone Number.

Action:

Note: Select the Check Box if the address and telephone number of the
Organization you are creating is the same as your professional address
and telephone number. The system will automatically populate your
address and telephone number information in the appropriate
Organization Information fields.

Select the Expected Organization Size from the drop-down list in the Expected
Organization Size field. This field refers to the number of expected users to
register in IACS for the Organization.

Note: For the Expected Organization Size field, you have two options provided
in a drop-down selection box. If you select the information icon a
message will display. This icon is displayed as a graphic: a small blue

letter 7inside a white box. The options and messages are as follows:

1.) If you select the option: 1-9 users and select the information icon a message will

display that reads as follows:
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- This will be considered as a Small Organization. Small Organizations must
have a Security Official. If End Users will register in the Organization, then at
least one User Administrator must create a User Group for End Users to

register. User Group Administrators and End Users may also request
application access.

2.) If you select the option: 10 & above users and select the information icon a
message will display that reads as follows:

- This will be considered a Mid-sized to Large-sized Organization. Your
Organization must follow a hierarchy of one Security Official, User Group
Administrators), and End Users. The Organization may also have one or
more Backup Security Officials. User Group Administrators and End Users
may also request application access.

When you have completed providing the required Organization Information you must enter a

justification statement indicating the reason you are requesting this action as illustrated in
Figure G 51.

Access Request

Community Type:  Provider/Supplier
[ilRole:  Security Official

Organization Information

[il TIN/SSN: |22-5693999 - il CMS Certification Number: I

Legal [Hawell Medical Hospital
Mame:

The Legal Business Mame as specified in the IRS (Internal Revenue Service) CP575 Form

[T Please select if the Organization's Address and Telephone Number Information is same as the User's Address and Telephone Number
I;mm‘_’ 410-594-1110  *  Ext: Valid Telephone Number Format is Y0 300E000(

Company Fax: Ext: Valid Fax Number Format is J0CR0CE000

Country: |United States =1+
Address 1: [112 Howsll Bivd * Address 2: |
city: [Baltimore * Statemerritory: [MD =] * zipCode: [Z1706 | *+ -

I,i E;meueu 10 & above users > | *
Organization Size:

Request establishment of this ;I
Justification for organization and role.
Action:

= -

* indicates a required field

MNext | Cancel

OMB: 0838-0988

Effective date
506

Figure G 51: Security Official — Justification for Action
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Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen.
The top part of the screen will be shown with warning messages informing you of data that
needs to be corrected or required fields that still need to be filled in.

G341 Security Official — Completing Your Registration

If the data entered during the registration process is valid and all the required fields have
been completed, the system will display a Review Registration Details screen in which you
can review the information that you have entered in the New User Registration screen.

An example of this screen, the Review Registration Details screen, is illustrated in Figure
G 52.

Note: Figure G 52 is only an example of the Review Registration Details screen. The
information on this screen will vary depending on your community and role.
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*_ U.5.Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Review Registration Details
The following is the information you entered on the New User Registration Form
Please reviews the information below to verify correctness
- To modify any of the information, click 'Edit.
- Ifthe information is correct and you wish to proceed, click *Submit'.
First Mame: Mary 3 Last Name: Hopkins
Social Security Number: 1" 7]
Date of Birth: 10/01/1955
E-mail: mhapkins@howell com
Office Telephone: 410-584-1111
Company Name: Howell Medical Hospital Company Telephone:
Country: United States
Address 1: 102 Hughes Ave. Address 2:
City: Baltimare StateTerritory: MO Zip Code: 21224
User/Community Type: Provider/Supplier
Role: Security Official
Action: Create Organization
Organization Type: Provider Qrganizatian
Tin/SSH: 22-5698899 CMS Certification Nurnber:
Legal Business Name: Howell Medical Hospital
Company Telephone: 410-584-1110 Company Fax:
Country: United States
Address 1: 112 Howell Bivd Address 2:
City: Baltimore State/Territory: MO Zip Code: 21208
Expected Organization Size: 10 & above users
Submit ﬂl Cancel

Figure G 52: Security Official — Review Registration Details Screen

Action:  Select the Submit button when you are satisfied that your registration
information is correct. A Registration Acknowledgement screen will display as
illustrated in Figure G 53.

e Select the Edit button if there is registration information you want to modify. The
New User Registration screen will be redisplayed with all your information
populated in the appropriate fields. You may modify the information that you want
and, when you are done, select the Next button. You will again be presented with
the Review Registration Details screen.

o If you select the Cancel button, the application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.
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Ji5: Departmentof Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

Your IACS request has been successfully submitted. -
~Print
The tracking number for your request is: REQ-1215448816445

Flease use this number in all correspondences concerning this request

You will be contacted via e-mail after your request has been processed.

Click "OK' to close your browser window.

o]

: Effective date
OMB: 0938-0989 maE

Figure G 53: Registration Acknowledgement Screen

The Registration Acknowledgement screen indicates your registration request has been
submitted successfully and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the Registration Acknowledgement
screen by selecting the Print icon.

Action:  Select the OK button.
Note: Your registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen and browser window will close and, the
system will return you to the Account Management screen.

G34.2 Security Official — After Completing Your Registration

After you complete your IACS New User Registration, you will be sent an email confirming
that IACS has received your request and providing you with a Request Number. Figure G
54 presents an example of the email providing your Request Number. You should use that
request number if you need to contact your Help Desk regarding your request.

If you are registering in the Provider/Supplier community and this email notification is not
received within 24 hours after you register, please contact the External User Services, EUS,
Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their hours of
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operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST. They may also be
contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when calling your Help Desk. If you email your Help Desk, please include the request
number.

Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 54: Request Number Email

Note: In the Provider/Supplier community, in addition to the registration acknowledgement
email, you will receive a separate email request asking you to mail a hard copy of
your Organization’s Internal Revenue Service, IRS, CP-575 Form or other
documentation to CMS’ External User Services, EUS, in order to complete the
registration of your Organization in IACS.

This email contains EUS’ contact information and mailing address. An example of
the CP-575 Form — Request Email is shown in Figure G 55. The text of this email
may vary slightly from the example shown.
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Recipient: User requesting Security Official role

Subject: Information Needed for Processing IACS Request Number <Request Number of [ACS
Request>

This e-mail is in reference to your submitted IACS request with the following Request Number:
<Request Number of IACS Request>

In order to process your submitted |ACS request, a copy of your organization’s CP-575 form
from the Internal Revenue Services (IRS) is required. This form is available from the IRS and is
the letter received granting a Taxpayer Identification Number.

Mail a copy of the IRS CP-575 to CMS” External User Services (EUS) who will be facilitating
the registration process. EUS can be contacted at the following address and telephone number:

External User Services

PO Box 792750

San Antonio, Texas 78216
Phone: 1-806-484-8049
E-mail: EUSSupport@cgi.com

Thank you,

External User Services (EUS)

Figure G 55: CP-575 Form — Request Email

Your approver will also be notified of your pending IACS registration request via email.

Once your request has been approved and your account has been created, two separate

email messages will automatically be sent to you.

1. The first (Subject: FYI: User Creation Completed — Account ID Enclosed) will
contain your IACS User ID. This email is illustrated in Figure G 56.

2. The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of your initial password. You will be required to change your initial
password the first time you login. This email is illustrated in Figure G 57.
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Request for access to a Centers for Medicare & Medicaid Services' system has been approved
The tracking number of your request is REQ--<your request number will appear here>
To access the CMS Internet applications, use the following User ID: AAAAnnn

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 56: User ID Email

Note: The User ID will be in the following alphanumeric format AAAAnnn, where AAAA
are letters, and nnn are numbers.

The tracking number for your request is REQ-<your tracking number will appear here>

NS e s bomonn o v on ¢ oo o b s =] —..-..-..-...._-.—‘-l e l-l-..-. I —.-.l. l-. e] |...u‘._... P T P (4‘.1 I_-.Llu-.- R T T
Y QU iemoorary one i DSSSWI i ISUers O yourigsLr name == e le =1l
LU WCHHpLialy UHC UHIC passwoild s u VU TSI S U yOUTD Iast Haihhic | 1St iclch Uppet o

2nd - lower case) and the last 6 digits of your Soclal Security Number.
Please go to the link below to change your password.

PR R PR R T S Hhs.Gov
Nups./ dpDIILdLIUHb CITIS.MNnNs.gov

Read the Privacy Statement and select the Enter the CMS Applications Portal button.
Select the Account Management link on the top, and then the My Profile link.

Log into IACS using your User ID and password to change your password.

Figure G 57: Temporary One-time Password Email

Action:  Go to the First Time Login to IACS Section in this User Guide Attachment and
follow the steps for logging in and changing your password.
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G 4.0First Time Login to IACS

When you are ready to login to IACS for the first time, please take the following actions:

Action Using your IACS User ID and your temporary, one-time password that were sent
to you by email, login to the IACS system starting at
https://applications.cms.hhs.gov on the CMS website.

Action:  Read the contents of the CMS Applications Portal WARNING/REMINDER
screen, and agree by selecting the Enter CMS Applications Portal button. You
can refer to Figure G 1 for an illustration of this screen.

The CMS Applications Portal Introduction screen will display as illustrated in Figure G
58.

é U5 Depariment of Health & Human Services ) www.hhs.gov

M5/ Centers for Medicare & Medicaid Serices

Portal Home CMS FAQs Feedback Help OO Emall |« Print

Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centersz\for Medicare & Medicaid Services (CMS). CMS is a Federal

agency within the U.S. Department of Health and HumakServices. To learn more about CMS, visit the CMS
Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems
related to Medicare Advantage, Prescription Drug, and other CMS programs. This portal is in its initial
implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

+ Account Management - Registration and user management services required to access applications within
CMS' Applications Portal

+ Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the
Medicare Prescription Drug Plans

+ Providers - Providers that participate in the Medicare program such as Hospitals and Physicians
+ Data Services - Data Services for internal CMS users

Department of Health & Hmnan Services | Medicars goy | Firstgoy.g
Email Undates |Privacy Pobcy |F_-N-. jarn of [nforrmation Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure G 58: CMS Applications Portal Introduction Screen

Action:  Select the Account Management hyperlink in the menu bar towards the top of
the screen.
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The screen will refresh and display the Account Management screen as illustrated in
Figure G 59.

C ntof Health & Human Services £ www.hhs.gov.

CATS/ Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback | Help | &4 Email & print

Introduction | Account Management | Plans | Providers

Account Management

CMS has established a single system to provide user registration and user account self-service capabilities. The links below will launch the registration application for new
\ users to request access to the applications offered within the CMS Applications Portal and the self-service application for registered users.

s dlew User Registration - Apply for a CMS computer services account
» My Profile - Manage your CMS computer services account

* Computer Based Training (CBT) For Account Management

* Forgot Your User ID?

» IACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TTY/TDD at 1-866-523-4759 (Monday -
Friday 7am-7pm EST) or wia email at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct questions to the MCARE help desk at 1-866-440-3805 (phone), 1-615-238-0822 (fax) or via email
mcare@cms.hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concemns related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emailing help@pacdemo.rti.org or by calling 1-866-412-1510

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-227-8069 or via email at mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive Bidding Implementation Contractor at 1-877-577-5321 {(Phone) or via

e-mail CBIC.admin@palmettogba.com

B3

Figure G 59: Account Management Screen

Action:  Select the My Profile hyperlink in the Account Management screen.

The Login to IACS screen will display as illustrated in Figure G 60.
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S, Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACS User ID and Password to login.
If this is your first time logging in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enteryour User ID and Passwaord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD I

Fassword I

Login | Forgot Your Password? |

—

Figure G 60: Login to IACS Screen

Action:  Enter your new User ID.
Action:  Enter your temporary, one-time Password.

Action:  Select the Login button.

G 4.1 Change Password

The Change Password screen illustrated in Figure G 61 will display.

This screen will also display when you login after a password reset if you forget your password.
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partment of Health & Human Services 2 www.hhs.gov |

M Centers for Medicare & Medicaid Services —

R B L B L B L T O L S S M TS|
Individuals Authorized Access to the CMS Computer Services (IACS)

Change Password

@ Your password has expired for sccount AAAANNN on resource Lighthouse (Lighthouse). Please change it now.

New Password I ‘—
Confirm Mewr |— ‘—
Password
CMS Password Policy

- The password must be changed at least every 60 days

- The password must be 8 characters long

- The password must contain at least 2 letters and 1 number.

- Letters must be mixed case (i.e., you password must have at least 1 upper case letter and 1 lower case |etter).
- The passward must not contain your user UID

- The password must not contain 4 consecutive characters from any of your previous B passwords,

-The passwn?diﬁerenr frorn your previous 6 passwords

Change Password | Cancel |

il it

Figure G 61: Change Password Screen

Action:  Enter a New Password in the New Password field.
Action:  Re-enter your New Password in the Confirm New Password field as verification.

Action:  Select the Change Password button.

Note: The system will validate the composition of the password you entered before
proceeding to the next screen. If the password you entered complies with CMS
Password Policy, the My Profile screen will redisplay as illustrated in Figure G 63.

Your IACS password must conform to the following CMS Password Palicy:

e The password must be 8 characters long.

e The password must contain at least two letters and one number (no special
characters).

e Letters must be mixed case. Your password must have at least one upper case and
one lower case letter.

e The password must not contain your User ID.

e The password must not contain 4 consecutive characters of any of your previous 6
passwords.

e The password must be different from your previous 6 passwords.
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Passwords cannot begin with a number.

In addition;

You must change your password at least every 60 days

The password must not contain any of the following reserved words or number
combinations: PASSWORD, WELCOME, CMS, HCFA, SYSTEM, MEDICARE,
MEDICAID, TEMP, LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA,
RAVENS, REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY, FEBRUARY,
MARCH, APRIL, MAY, JUNE, JULY, AUGUST, SEPTEMBER, OCTOBER,
NOVEMBER, DECEMBER, SSA, FIREWALL, CITIC, ADMIN, UNISYS, PWD,
SECURITY, 76543210, 43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED

If the Change Password screen reappears, a password policy violation has occurred.
Read the warning message that is displayed at the top of the screen, as illustrated in Figure
G 62, and proceed accordingly.

Examples of password policy violation messages:

Note:

Password does not comply with CMS Password Policy. Minimum length is 8. New
password cannot contain more than 4 characters in sequence that are in any of the
previous 6 passwords for this account.

A new password cannot match any of the 6 previous passwords for this account.
The Confirm Password: and Password: fields do not match.

Passwords must have at least 2 alpha characters.

Passwords must have at least 1 upper case and 1 lower case alpha character.
Passwords must have at least 1 numeric character.

Passwords cannot begin with a number.

Passwords must be 8 characters in length.

You must change your password at least every 60 days, per CMS Password Policy.
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ﬂ,ﬁ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Change Password

To change your Daw&r and confirm a new password in the fields below, and then click Change Password

@ Password does not comply with CMS Password Policy: Minimurn length is 8. New password cannot contain more than 4 characters in sequence that are in any of the B previous
passwords for this account

MNew Password
Canfirm New ,—'
Passward
CMS Password Policy

- The password must be changed at least every B0 days

- The password must be 8 characters long.

- The passwaord must contain at least 2 letters and 1 nurmber.

- Letters must be mixed case (i.e.,your password must have at least 1 upper case letter and 1 lower case lefter)
- The password must not contain your user UID.

- The password must not contain 4 consecutive characters from any of your previous B passwords

- The password rmust be different from your previous B passwords,

Change Password J Cance\|
Logout Logged in as: CSRLIII

Figure G 62: Change Password Policy Violation Message Screen

Action: Enter a New Password in the New Password and Confirm New Password fields,
and again.

Action:  Select the Change Password button.

G 4.2 Change Answers to Authentication Questions

After you have successfully changed your password, the My Profile screen will redisplay as
illustrated in Figure G 63.

The screen will have only one option displaying, the Change Answers to Authentication
Questions hyperlink. You must select this link and answer at least two authentication
questions. Your answers will be used in the future to validate your identity should you forget
your password or your User ID.

You may answer more than two authentication questions, but you must answer a minimum
of two. IACS will not give you access to the system if you cannot answer correctly at least
two of your authentication questions when asked.

Note: The answer fields for the authentication questions are not case sensitive.
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partmentof Health & Human Services

£ www.hhis.gov

M Centers for Medicare & Medicaid Services R FEEH

Individuals Autharized Access to the CMS Computer Services (IACS)

My Profile

Welcome, ROJAG3Y. Please select one of these options:

» Change Answers to Authentication Questions A/

Figure G 63: My Profile — Change Answers to Authentication Questions Screen

Action:  Select the Change Answers to Authentication Questions hyperlink.

After selecting the Change Answers to Authentication Questions hyperlink the Change
Answers to Authentications Questions screen will display as illustrated in Figure G 64.
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Change Answers to Authentication Questions

P you farget your passeard, the system will promol you for [he sndwsers 10 30 athentic abon Questons 3ssociabed with your account
Efter new answers b one or mone of the Sollowang quesion s, and $hen chick See
Authentication Questions

Flease answar & ivast 2 of the falesng questans

Vhat = your
moliers’ maden
name’

Whit was the
mbrne of your
fiest pat?

What sz shoe
B0 Yo wesr?

What =5 your
favame o7

Vhat = your
froorte ceazon
of the yor?

What =

Fawnrte pefe

Legeout L gipeed i i CYNVRSS

Figure G 64: Change Answers to Authentication Questions Screen
Action:  Answer at least two of the ten Authentication Questions listed.

Action:  Select the Save button when you have finished answering the questions you
want to answer.

o If you select the Cancel button, your answers will be lost and you will be returned to
the My Profile screen as illustrated in Figure G 63.

The Change Answers Results screen will display listing the Authentication Questions you
have answered as illustrated in Figure G 65. The answers to the Authentication Questions
will be displayed to secure the information.
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1.5, Department of Health & Human Services £ www.hhs.gov

ﬂ,ﬁ Centers for Medicare S Medicaid Services T EETE

Individuals Authorized Access to the CMS Computer Services (IACS)

Change Answers Results
Attribute WValue Status

ROJAG39 on Lighthouse

o wrer
AuthenticationQuestions VWhat city were you bom in?

What year did you graduate from high school?7 ***

OK

Figure G 65: Change Answers Results Screen

Action:  Select the OK button to continue.

The My Profile screen will display with all the menu options available for your approved role
as illustrated in Figure G 66.

(. U5 Department of Health & Human Services £ www.hhs.gov

L =
M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, UGCWS44  Flease select one of these options:

» Modify User/Contact Infarmation
» Modify Account Profile
Depending on your role, you can:
# Change your Application Access
# Associate of Disassociate with an Organization/User Group

» Change Answers 10 Authenlication Questions
# Change Password

Logout Logged in as: UGCW514

Figure G 66: My Profile Screen

After your first time login to IACS the following will apply:

e The Change Password and Change Answers to Authentication Questions
hyperlinks only need to be selected if you want to change those values.

e If you have not logged into IACS for more than 60 days after the last time you
changed your password, you will be required to answer selected Authentication
Questions to change your password.
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e If you have not logged into IACS for more than 120 days after the last time you
changed your password, you will be required to provide the last four digits of your
SSN and your email address in addition to answering selected Authentication
Questions.

e If you have not logged into IACS for more than 180 days after the last time you
changed your password, you will be required to call your Help Desk for assistance
since your IACS account will be disabled.
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G 5.0Modify User or Contact Information

You may need to modify your existing IACS account profile to update your account’s user or
professional contact information, modify your User Community role, and/or request access
to other CMS Applications and User Communities.

This section describes how to modify the User or Contact Information that is in your IACS
Account Profile.

Note: To see how to modify your Access Request information, and/or request access to
other CMS Applications and User Communities, please go to Section G 6.0 of this
User Guide Attachment.

G 5.1Accessing the Modify User or Contact Information Hyperlink

The following steps and screens show you how to access your account profile in IACS to
make the desired modifications.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure G 67.

%‘Z Centers for Medicare & Medicaid Services

[
Portal Home |CMS |FAQs | Feedback | Help E‘JEmail 'S Print

s R R A A RN TN %% 88 A ok R

Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (S CFR 2635.704) do not permit the use of government
property, incuding computers, for other than authorized purposes, In addition, users must adhere to CMS Information Security
Policies, Standards, and Procedures,

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

sttt b o o offoteh sk oot U I T D E R, P ot o oottt b o oot

Sensitive Information
Do not file sensitive information {e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information,

Retention Of Records

Documents that vou create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be, Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule.

[ Enter CMS Applications Fortal ] [ Leave ]

=4 e

Figure G 67: CMS Applications Portal WARNING/REMINDER Screen

Action: Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.
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If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure G 68.

tment of Health & Human Services

%’Z Centers for Medicare & Medicaid Services

3 www.hhs.gov

Portal Home CMS  FADs Feedback |Help o Email & Print

Introduction | Account™ -gement | Plans

Providers

CMS Applications Portal Introduction \
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the 1.5, Department of Health and Human Services. To
learm more about CMS, visit the CMS Websita,

The CMS applications Portal is 3 gateway being offered to our Business Partners to access a number of systems related to Medicare aAdvantage, Prescription Drug, and other CM5
programs. This portal is in its indtial implementation stage with new capabilites being added on a regular basis.

To use the CMS Portal you must first register and then choose a role;

Account Management - Registration and user management services required to access applications within CMS' Applications Portal

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
Providers - Providers that participate in the Medicare program such as Hospitals and Physidans

Data Services - Data Services for internal CMS users

Department of Health & Human Services | Medicars,gov | Firstgov.gov
Email Updates |Privacy Police | Freedom of Information Act
Centers for Medicare & Medicaid Sarvices, 7500 Security Boulevard Baltimors, MD 21244

Figure G 68: CMS Applications Portal Introduction Screen

Action: Select the Account Management hyperlink in the menu bar towards the top of

the screen.

The Account Management screen will display as illustrated in Figure G 69.
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tof Health & Human Services D wwiw.hhs.gov

Centers for Medicare & Medicaid Services

Portal Home CMS FAQs  Feedback Help = Email = Print

Introduction | Account Management | Plans | Providers

Account Management

CMS has established a mingls system to provide user registrabon and user account sell-sarvice capablities. The links below will launch tha registration apphicatien for naw
\ users to request access to the applications offered within the CMS Applications Portal and the self-service application for regestered users.

Mew User Regetrabon - Apply for 2 CMS computer services account
My Profily « Manage your CMS computer senices account

Computer Based Traming (CFT) For Account Managemant

Ei ¥ W D7
IACS Commumity Adminstration Interface - For assisted user accounts management funcbons
Help Resources

-Provader Community users should dinect questions or concems to the External User Services (EUS) Help Desk at 1-866-484-8040, TTY/TDD at 1-866-523-4750 (Monday -
Friday 7am-7pm EST) or via emad at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI piot should direct questions to tha MCARE help desk at 1-B66-440-3805 {phone), 1-615-238-0822 (fax} of via amail
mearaficms,bhs.goy

-Participants in the Post Acute Care Pa'mnt feform Demonstration may direct questions and concems related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emading halpog 1.0rg o by caling 1-868-413-1510.

-Haalth Plans should drect quesbons or concems to MMAHelp desk at 1-B00-927-8069 or wia email at minabslp@cms bhs, goy

~Supphers for the Competive Budding Program should direct questions or concems to the Competitive Bidding Implementaben Contractor ak 1-877-577-5331 (Phone) or via
a-mail (BIC, admndpaimettogha.com

Figure G 69: Account Management Screen

Action:  Select the My Profile hyperlink.

Note: The bottom portion of the screen labeled Help Resources provides Help Desk
contact information.

The Login to IACS screen will display as illustrated in Figure G 70.
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;5. Department of Health & Human Services £ www.hhs.gov

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISKA) of 2002 requires that the local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACE UserID and Password to login.
Ifthis is your first time logging in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2008, your password will be set to expire every sidty days. In the event your password does expire, you will be prompted to change your passwaord. For further
assistance, contact your CHS help desk

Enteryour User ID and Passwaord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD I

Fassword I

Login | Forgot Your Password? |

Figure G 70: Login to IACS Screen
Action:  Enter your User ID
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will display as illustrated in Figure G 71. This screen contains the
following hyperlinks:

e Modify User/Contact Information — Provides access to the IACS functionality that
will allow you to request changes to your User and/or Professional Contact
Information. For additional information, see Section G 5.2 below.

¢ Modify Account Profile — Provides access to the IACS functionality that will allow
you to request changes to your IACS Account Profile such as adding CMS
application access or user communities. For additional information, see the Modify
Account Profile Section in this User Guide Attachment.

¢ Change Answers to Authentication Questions — Provides access to the IACS
functionality that will allow you to change or answer additional authentication
guestions. For additional information, see the First Time Login to IACS Section in
this User Guide Attachment.

e Change Password — Provides access to the IACS functionality that will allow you
change your IACS password. For additional information, see the First Time Login to
IACS Section in this User Guide Attachment.
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" U.5.Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, HAUA323 . Please select one of these options:

» Modify User/Contact Information

» Modify Account Profile

Depending on your role, you can:

+ Change your Application Access

* Associate or Disassociate with an Organization/User Group

» Change Answers to Authentication Questions
» Change Password

Logout Logged in as: HWUA323

Figure G 71: My Profile Screen

Action: Select the Modify User/Contact Information hyperlink and continue to Section G
5.2 below.

G 5.2 Using the Modify User or Contact Information Hyperlink

The Modify User/Contact Information hyperlink provides you with the option to modify the
User Information and/or Professional Contact Information you provided during your
IACS registration or updated later. If you change your telephone number or move to a
different address, you can update that information by selecting this hyperlink.

Note: When you select the Modify User/Contact Information hyperlink, the Modify
User/Contact Information screen displays as illustrated in Figure G 72. The User
Information fields are filled in with the information stored in IACS. The SSN field and
your social security number are not displayed.
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U.5.Department of Health & Human Services £ wiwwhhis.gov.

ﬂ/é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services {IACS)

Modify User/Contact Information

User Information

FirstName: [Michael L ] Last Name: [Mikhaylenko *
Date of Birth: 0311171868  *  Valid Date of Birth format is mmfddAsey
Email Address: ]MMMlke@netwnrk net i

Valid E-mail address format is usen@internetprovider domain. Examples of domain: com, net, gov, etc.

Professional Contact Information

Office Telephone: [228-100-1828 »  Ext: [a28 walid Telephane Murnber Format is XeGER0E000¢
Company Name: [Michiael Associates Company Telephone: [828-100-1628 Ext: [528
Country: [ United States = -
Address 1: [1932 N.Wilson * Address 2: |
city: [Paint * Stateerritory: [MO ¥ * Zip Code: [82802  * -
*indicates a required field
MNext | Cancel |

OME: 0838-0989 Effective date
508

Logout Logged in as: HWUA323

Figure G 72: Modify User/Contact Information Screen
Action:  Modify your User and/or Professional Contact Information as needed.
Action:  Select the Next button when you have completed making your changes.
Note: If you make changes to your email address, the screen will refresh when you leave
the Email field after making your change and a Confirm Email Address field will
appear in which you must confirm your new email address.

The following validation processes will apply on User Information changes:

e A First Name change will be validated against information on file at the Social
Security Administration, SSA.

e A Last Name change will be validated against information on file at the SSA.
o A Date of Birth change will be validated against information on file at the SSA.

e An Email Address change will be validated to be unique as stored in IACS.

When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure G 73.
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.5, Department of Health & Human Services

CN7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes o your profile.

To submit your request please click Submit button.
Ifyou want to edit your changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0932-0980

Figure G 73: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your modification request.

Note: Your modifications will not be completed unless the Submit button is selected.

e Select the Edit button to return and edit your changes.

e If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed. You must select
the OK button to confirm the action, exit that screen and, close the browser window.

When you select the Submit button, a Modification Request Acknowledgement screen
will display as illustrated in Figure G 74.
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alth & Human Services E2 www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement
Thank you for your request to modify registration. -
The tracking number for your request is: REQ-1214411452843 Print

FPlease use this number in all correspondences concerning this request.
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance.
Your Help Desk contact information is listed in the "Help Resources” portion
ofthe Account Management page in the CMS Applications Portal.

o]

E Effective date
OMB: 0938-0989 2106

Figure G 74: Modify Request Acknowledgement Screen

The Modify Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.

Action: Select the OK button to complete the Modify Account Profile process.

The Modify Request Acknowledgement screen will close and the system will return you to
the My Profile screen.
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G 6.0Modify Account Profile

You may need to modify your existing IACS account profile to update your account’s user or
professional contact information, modify your User Community role, and/or request access
to other CMS Applications and User Communities.

This section describes how to modify the Access Request information that is in your IACS
Account Profile.

Note: To see how to modify your User or Professional Contact Information, please go to
Section G 5.0 in this User Guide Attachment.

Note: When modifying your Access Request information, you may only request one
change to your profile or one additional application access at a time. You can,
however, submit one request and immediately re-enter the Modify Account Profile
functionality to submit another request.

G 6.1Accessing the Modify Account Profile Hyperlink

The following steps and screens show you how to access your account profile in IACS to
make the desired modifications.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure G 75.

C7s,

Centers for Medicare & Medicaid Services

-
Portal Home | CMS | FAQs | Feedback | Help | = Email | & Print

kb b e o koo g gy N ] NI 5% b b e b o oo o -

Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Titde 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (S CFR 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security
Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitaring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.

AR AR AR, REMINDER #5554 ook bk o4

Sensitive Information
Do naot file sensitive information (e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314 just as hard-copy records can be, Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule.

[ Enter CMS Applications Portal ] [ Leave ]

24 i

Figure G 75: CMS Applications Portal WARNING/REMINDER Screen
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Action:  Read the important information on this screen and indicate your agreement by

selecting the Enter CMS Applications Portal button.
If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure G 76.

*nt of Health & Human Services

%’Z Centers for Medicare & Medicaid Services

3 www.hhs.gov

Portal Home CM5  FAQs  Feedback |Help 0 Email | G Print
Introduction | Account™ -gement | Plans

Providers

CMS Applications Portal Introduction \
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the 1.5, Department of Health and Human Services. To
learm more about CMS, visit the CMS Websita,

The CMS applications Portal is 3 gateway being offered to our Business Partners to access a number of systems related to Medicare aAdvantage, Prescription Drug, and other CM5
programs. This portal is in its indtial implementation stage with new capabilites being added on a regular basis.

To use the CMS Portal you must first register and then choose a role;

Account Management - Registration and user management services required to access applications within CMS" Applications Portal

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
Providers - Providers that participate in the Medicare program such as Hospitals and Physidans

Data Services - Data Services for internal CMS users

Department of Health & Human Services Iwed Gare.na | Firstaov.goy
Email Updates | Privacy Policy | Freedom of Information Act
Centers for Medicare & Medicaid Sarvices, 7500 Security Boulevard Baltimors, MD 21244

Figure G 76: CMS Applications Portal Introduction Screen

Action: Select the Account Management hyperlink in the menu bar towards the top of

the screen.

The Account Management screen will display as illustrated in Figure G 77.
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tof Health & Human Services D wwiw.hhs.gov

Centers for Medicare & Medicaid Services

Portal Home CMS FAQs  Feedback Help = Email = Print

Introduction | Account Management | Plans | Providers

Account Management

CMS has established a mingls system to provide user registrabon and user account sell-sarvice capablities. The links below will launch tha registration apphicatien for naw
\ users to request access to the applications offered within the CMS Applications Portal and the self-service application for regestered users.

Mew User Regetrabon - Apply for 2 CMS computer services account
My Profily « Manage your CMS computer senices account

Computer Based Traming (CFT) For Account Managemant

Ei ¥ W D7
IACS Commumity Adminstration Interface - For assisted user accounts management funcbons
Help Resources

-Provader Community users should dinect questions or concems to the External User Services (EUS) Help Desk at 1-866-484-8040, TTY/TDD at 1-866-523-4750 (Monday -
Friday 7am-7pm EST) or via emad at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI piot should direct questions to tha MCARE help desk at 1-B66-440-3805 {phone), 1-615-238-0822 (fax} of via amail
mearaficms,bhs.goy

-Participants in the Post Acute Care Pa'mnt feform Demonstration may direct questions and concems related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emading halpog 1.0rg o by caling 1-868-413-1510.

-Haalth Plans should drect quesbons or concems to MMAHelp desk at 1-B00-927-8069 or wia email at minabslp@cms bhs, goy

~Supphers for the Competive Budding Program should direct questions or concems to the Competitive Bidding Implementaben Contractor ak 1-877-577-5331 (Phone) or via
a-mail (BIC, admndpaimettogha.com

Figure G 77: Account Management Screen

Action:  Select the My Profile hyperlink.

Note: The bottom portion of the screen labeled Help Resources provides Help Desk
contact information.

The Login to IACS screen will display as illustrated in Figure G 78.
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( U5, Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Infermation Security Management Act (FISMA) of 2002 requires thatthe local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an IACE UserID and Password to login.
Ifthis is your first time logaging in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2006, your password will be setto expire every sidy days. In the event your passward does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enteryour User ID and Password, and then click Login. If you cant remember your passward, click Forgot Your Password?

UserlD I

Password |

Login | Faorgot Your Password? |

L,

Figure G 78: Login to IACS Screen

Action:  Enter your User ID
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will display as illustrated in Figure G 79. This screen contains the
following hyperlinks:

o Modify User/Contact Information — Provides access to the IACS functionality that
will allow you to request changes to your User and/or Professional Contact
Information. For additional information, see Section G 5.0 in this User Guide
Attachment.

e Modify Account Profile — Provides access to the IACS functionality that will allow
you to modify the Access Request information in your IACS Account Profile. These
changes could include: adding new or additional access to CMS Applications or
User Communities. For additional information, see Section G 6.2, and following, in
this User Guide Attachment.

e Change Answers to Authentication Questions — Provides access to the IACS
functionality that will allow you to change or answer additional authentication
questions. For additional information, see the First Time Login to IACS Section in
this User Guide Attachment.

o Change Password — Provides access to the IACS functionality that will allow you
change your IACS password. For additional information, see the First Time Login to
IACS Section in this User Guide Attachment.
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" U.5.Department of Health & Human Services £ www.hhs.gov.

% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, HAUA323. Please select one of these options:

» Modify User/Contact Information
» Modify Account Profile
Depending on your role, you can:
+ Change your Application Access
+ Associate or Disassociate with an Organization/User Group

» Change Answers 1o Authentication Questions
» Change Password

Logout Logged in as: HWUA323

Figure G 79: My Profile Screen

Action: Select the Modify Account Profile hyperlink and continue to Section G 6.2
below.

The Modify Account Profile hyperlink provides you with the capability to request access to
CMS Applications integrated with IACS and to modify your role.

G 6.2 Using the Modify Account Profile Hyperlink

The Modify Account Profile hyperlink provides you with information about and options to
make modifications to your IACS profile in several ways:

e View details pertaining to your IACS Access Profile.
o Request access/Remove access to CMS applications integrated with IACS.

e Request access/Remove access to other CMS User Communities integrated with
IACS.

e Modify your role, or roles, if you have multiple roles.

When you select the Modify Account Profile hyperlink, the Modify Account Profile screen
will display and show the information in your account profile that is specific to your role. An
example of this is shown in Figure G 80.

In the Modify Account Profile screen, the User Information and Professional Contact
Information are displayed but cannot be modified.

In the Access Request portion of this screen, the following fields and information are
displayed when the screen first displays:
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e A Select Action field: the default selection in this field is View My Access Profile
which will display the data listed below:

- Community/Application: Role — Your current applications and communities,
and user role.

- Profile Summary — A summary of your IACS account profile and your role within
each application or community.

- Possible Actions — A listing of actions you can take in each of your approved
roles within your community. This list will vary in different communities and
with different roles.

Note: If you have a role in more than one application or community, each application or
community will be displayed in a separate row in the table.

Modify Account Profile

User Information
User ID:

First Name: [Fred » 1l Last Name: |Banks »

Date of Birth: f01:01-1EIT-'U * falid Date of Birth format is mm/ddhyyyy

E-mail: [thanks@gmail com "

valid E-mail address format is user@intemetprovider.domain. Examples of domain: com, net, gov, efc

Professional Contact Information

Office Telephone: 1212-900-1555 * Ext: I Valid Telephone Number Format is XO-300E-000

Company Name: JGre-;s o Company Telephone: | Ext: |
Country: ]Llniled States ¥
Address 1: ]212 main st * Address 2: |
City: ]Catons‘nlla *  StateTerritory: ll'ID— * Zip Code: W e ’—
Access Request
il Select Action: [View My Access Profile =l
Community/Application : Role Profile Summary Possible Actions

Organization / User Group (Role): As an End User.
Greg's co/ Accounting (End User) > View User Group Details

> Requestaccess to applications like CAREPSER

> Disassociate from User Group
View My Access

Profile: | providenSupplier - Provider user Additionally, you can

> Create an Organization profile
o Associate to an Organization
< Create a User Group

> Agsociate to a User Group

*indicates a required field

Cancel |

OHB: 0838-0989 5106

Figure G 80: Modify Account Profile Screen
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In the Access Request portion of the screen, the Select Action field provides a drop-down
list from which you can select the desired action. These are illustrated in the screen in
Figure G 81. Possible actions you can select are:

View My Access Profile — This is the default view which appears when the Modify
Account Profile screen first opens. This default view allows you to view your
existing IACS profile with all your roles displaying and provides a brief summary
specific to each role. If this is the action you want, it will display when the Modify
Account Profile screen opens.

Modify Provider/Supplier Profile or Modify Fl/Carrier/MAC Profile — Allows you
to modify your Provider/Supplier access profile. These modifications all fall within
your User Community. Select this to perform any of the actions available, such as
those listed below:

- Request access/Remove access for applications integrated with IACS and
available to your User Community.

- Organization Modifications
e Create a new Organization
e Associate to an Organization

e Disassociate from an Organization.

- User Group Modifications
o Create a new User Group
e Associate to a User Group

e Disassociate from a User Group.

Note: A similar Modify Fl/Carrier/MAC Profile action will appear for users in that
community. The modification options will be the same.

Add Application — Allows you to request access to a role in a CMS Application
integrated with IACS. This modification will be made outside your User
Community. You can only request access to a role in one application at a time.

Add Community — Allows you to request access to a role in a CMS User
Community. This modification will be made outside your User Community. You
can only request access to one community role at a time.
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Access Reques

[l selecyfction: |view My Access Profile j
Pravider/Supplier Prafile

e Summary Possible Actions

Organization | User Group (Role): | As an End User:

Greg's co / Accounting (End User) 2 View User Group Details

o Request access to applications like CARE/PS&R
o Disassociate from User Group

View My Access
Profile: | proiderSupplier: Provider user Additionally, you can
o Create an Organization profile
o Associate to an Organization
o Create a User Group
o Associate to a User Group

* indicates a required field

Cancel

Figure G 81: Select Action Drop-down List

Action: Select the Action you want to take from the drop-down list in the Select Action
field.

Detailed explanations of each action are provided in the following subsections.

G 6.3 View My Access Profile

If you select the action, View My Access Profile, the screen will refresh and you will be
presented with a screen where the Access Request portion is similar to the one shown in
Figure G 82. In the Access Request portion of the screen, all the applications and user
communities to which you are approved for access are listed in the View My Access Profile
table. There are no actions for you to take with this selection.

Note: This is the default view that appears when the Modify Account Profile screen first
opens. If the first action you select in the Select Action field drop-down list is the
View My Access Profile action, there will be no change in the screen.

G 94 September 2008



IACS User Guide Attachment G

Access Request

il select Action: [view by Access Profie |
Community Application ; Role Profile Summary Paossible Actions

Organization | User Group (Role): 45 an User Group Administrator
Hewell Medical Hospital | Hospice helpers (FORI User) > View/Edit User Group Details
Howell Medical Hospital | Hosplce helpers (User Group Admini: > Reqgues! access o applications like CAREIP
Howsll Medical Hospital | Obstetrica (User Group Adminisiratar > Disassociate from User Group

View My Access

Profie: | proyiderSupplier : Provider user Additionally, you can

> Croate an Organization profila

2 Asgociate to an Organization

> Create a Lser Group
Assoclale o a User Group

Y indicates a required field

Cancel

Figure G 82: View My Access Profile

Action:  Review the information displayed in the table and select another action or
select the Cancel button to exit and return to the My Profile screen.

If you have recently submitted a Modify Account Profile update request and the request is
still awaiting approval, a Pending Requests table will display immediately below the Access
Request label showing update requests you have submitted that are still awaiting approval.
An example of this table is illustrated in Figure G 83.

Access Reque

[il Pending | Application Request Number Role Type of Request
Requests: | ProviderSupplier | REQ-1217427895667-MODIFY | Security Official | Modify Application/Community

[i] select action: ~|
Community/Application : Role Profile Summary Possible Actions
Organization | User Group {Role): As an Individual Practitioner:
- I- {Individual Practitioner) o Request access to PORI application
View Iy Access Additionally, you can:

Create an Organization profile
Associate to an Organization
Create a User Group
Associate to a User Group

Profile: | proidensSupplier: Provider user

Q0 0o0

*indicates a required field

Cancel

Figure G 83: Pending Requests Table

Action:  Review the information displayed in the table and select another action, or select
the Cancel button to exit and return to the My Profile screen.

G 95 September 2008




IACS User Guide Attachment G

G 6.4 Modify Provider/Supplier Profile or Modify Fl/Carrier/MAC Profile

If you select the action, Modify Provider/Supplier Profile, the screen will refresh and you will
be presented with a screen where the Access Request portion is similar to the one shown in
Figure G 84.

Note: The actions and processes for the option, Modify Fl/Carrier/MAC Profile, are almost
identical to those that follow. In the rare instances that the actions or processes differ,
this has been addressed with detailed information in the User Guide Attachment.

Access Request

[il select Action: [Madify ProviderSupplier Profile |

Community Type:  ProvidenSupplier

[I My Current | Organization | UserGroup | Role Type Role Action

Access Profile: | Gregsco Accounting Community | End User I ;‘

Additional Access
Requestis): l ;I
Justification for
Action:
;I *
* indicates a required field
Nextl Cancel |
OME; 0935-0989 Eﬁem;g:*

Figure G 84: My Current Access Profile and Additional Access Requests

In the Access Request portion of the screen, a My Current Access Profile table will
display your access profile information that will be expanded to show the following:

The Organization with which you are associated

The User Group with which you are associated, if the user was approved for a role
of User Group Administrator or End User within a User Group

Your Role Type
Your Role within your Role Type

An Action field that indicates there is a drop-down list, although the default view in
this field is blank.
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The drop-down list of actions that you can select in the Action field depends on your roles
and any previous modifications you may have made to your IACS account profile.

Note: If you have a role in more than one organization or application, each role will be
displayed in a separate row in the table.

The Action field actions that are available are described in more detail with instructions on
how to complete each action in the following subsections in this User Guide Attachment.
Theses action options will be role-specific and can include:

e View User Group Details — for both User Group Administrators and End Users

- An edit function is available for User Group Administrators only.

¢ View Organization Details — for both Security Officials and Backup Security
Officials

- An edit function is available for Security Officials only.
o Disassociate from an Organization — for Backup Security Officials

Note: A Security Official must contact the Help Desk to disassociate from an
Organization, A Backup Security Official must be approved to assume the
role of Security Official prior to disassociating the Security Official from the
Organization.

o Disassociate from a User Group — for both User Group Administrators and End
Users

o Request Access to an Application — for applications within your User
Community for both User Group Administrators and End Users

Note: Access to additional CMS Applications, outside the Provider/Supplier User
Community can requested using the Add Application selection from the
Select Action drop-down list of actions. Please see the Add Application
Section in this User Guide Attachment for more details.

e Remove Access from an Application — for approved application roles within your
User Community for both User Group Administrators and End Users

An Additional Access Requests field and a Justification for Action field are also displayed.

The drop-down list of actions in the Additional Access Requests field is briefly described
below and illustrated in Figure G 85. Details on the roles, functions and responsibilities, and
instructions on how to complete these actions are available in Section G 6.0 of this User
Guide Attachment.

User Group Actions

- Create a new User Group — This action will require you to assume the role of
User Group Administrator as you create a User Group within an existing IACS
Organization.
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Associate to a User Group as an Administrator — This action will require you
to assume the role of User Group Administrator as you associate to a User
Group within an existing IACS Organization.

Associate to a User Group as an End User — This action will require you to

assume the role of End User for an existing User Group within an IACS
Organization.

Individual Practitioner Actions

Create an Individual Practitioner Profile — This action will use your IACS User
and Professional Contact Information to create an Individual Practitioner Profile

for you. Additional information on Individual Practitioners in IACS can be found
in the IACS User Guide Attachment F — Individual Practitioner.

Organization Actions

Create a new Organization — This action will require you to assume the role of
Security Official as you create an IACS Organization.

Associate to an Organization as a Backup Security Official — This action will

require you to assume the role of Backup Security Official for an existing IACS
Organization.

Access Request

[il select Action: |Modify PraviderBupplier Profile x|

Community Type:  Pravider/Supplier

Organization | User Group | Role Type | Role Action
Lilny current Greg's co Accounting | Community | End User | =l
Access Profile:
Greg's co Accounting | Application | CARE Read Only | j
Additional Access I
Requestis):

User Group Actions
Create 3 new User Group
Associate to a User Group as an Administrator
Associate to a User Group as an End User

Justification for |y, gjigyal Praciitioner Actions

Action: Create an Individual Practitioner Profile
Organization Actions
Create a new Crganization
Associate to an Organization as a Backup Security Official * indicates a required field
Nextl Cancel |

OMB: 0938-0989

Effective date
5/06

Logout

Figure G 85: Additional Access Requests Drop-down List

G 6.4.1 Modify Provider/Supplier Profile (or Modify Fl/Carrier/MAC Profile) — Actions in
the My Current Access Profile Table

The Current Access Profile table Action field has a drop-down list of actions for each role
that you have in IACS and will look like the example shown in Figure G 86.

G 98 September 2008




IACS User Guide Attachment G

Access Request

[i] Select Action : |r-.]-:dih-'Prw:ru'ider.w'SuppIierPr-:uﬂlej

Community Type: Frovider/Supplier

Organization | User Group | Role Type Role Action

[i] My Current
Access Profile: | Greg's co Accounting | Community | End User |

View User Group Details
Disassociate from this User Group
Request Access to Application

Additional Access
Request(s):

Justification for
Action:
LI #*
*indicates a required field
MNext | Cancel
Effective date:
OMB: 0938-0989 5108

_

Figure G 86: My Current Access Profile Table — Action Drop-down List

Action:  Select the Action you want to take.

G 6.4.1.1 View User Group Details — End Users

If you are an End User and select View User Group Details from the drop-down list of
actions illustrated in Figure G 86, the screen will refresh and display the appropriate
information fields as illustrated in the example in Figure G 87.

As an End User, you can only view the details of the User Group to which you are
associated.
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I—I T

Community Type:  Pravider/Supplier

Additional Access
Requestis):

User Group Information

Type: Provider User Group

[i My Current | Organization | UserGroup | RoleType | Role Action
Access Profile: | Greg's co Accounting | Community | End User | View User Group Details =l

[i]user Group Name: [Accounting

*

Country: [United States

*

Company Telephone: |222-767-9999  * Ext: | Valid Telephane Number Farmat is j00C00E0000
Company Fax: Ext | Valid Fax Number Format s }0E00E00

Address 1: IE‘IZ Wilsan Blvd

* Address 2: |

City: [Bethesda

[il Expected Group "
X 10
Size:
Cancel

OMB: 0938-0989

*  State/Territory: IHD g

Zip Code: IZD?EB &

*indicates a required field

Effective date
5106

Figure G 87: End User — View User Group Information Screen

Action:  Review the information displayed and select another action from the drop-down

list in the Action field or the Additional Access Requests field, or select the
Cancel button to exit and return to the My Profile screen.

Go to the appropriate section of this User Guide Attachment for information and instructions

if you select another action.

G 6.4.1.2 View/Edit User Group Details — User Group Administrators

If you are a User Group Administrator and select View/Edit User Group Details from the
drop-down list of actions in the My Current Access Profile table Action field, the screen will
refresh and display the appropriate information fields as illustrated in the example in Figure

G 88.

As a User Group Administrator, you can view and modify/edit the User Group Information.
Note: The same steps will be followed for both Provider User Groups (or Fl/Carrier/MAC

User Groups) and Surrogate User Groups.
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Access Request

(1) Salact Acdon: | Uodiy Providecd3upplsr Profle =

Comemunity Type:  ProviderSuppler

T by Currerit Drganizaton | User Group Rele Type | Role Ao

Access Profile: | fregs co Hiken e (Surmgate] | Communfy | User Sroup Adminstrator |[ViewEdil Lser Group Delals |

Addtional Avcess
Fegquasiis): ! |

User Group Information

Type:  Sumogalelser Sroup

T cu3 Cartincotion

Humber:

il egal Business
Hame:

Company Telaphone: [212-BEF-2363 * st ‘alid Talegnans Humbar Formal i Xo-H00e0e0
Compary Fax: Ext vaild Fax Humber Fommatis 00

Coumtry: [Uneed States =]+

[Fiwneo

Address 12 [21Z rogers ave = Address 2
Ciny: |ENEcod Ciy ®  SoeTerinng: |UD =] * Ip Come 21278 % -
3] Expected Groun =

Size:

A
Jusstification for
Action:

e

* Indicales 3 equired gk

Ht| Cancel

Figure G 88: User Group Administrator — View/Edit User Group Information Screen
Action:  View or Modify your User Group Information as needed.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Note: If you only wanted to view the information, you may select the Cancel button to exit
and return to the My Profile screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.3 View Organization Details —Backup Security Officials

If you are a Backup Security Official and select View Organization Details from the drop-
down list of actions in the My Current Access Profile table Action field, the screen will
refresh and display the appropriate information fields as illustrated in the example in Figure
G 89.

As a Backup Security Official, you can only view the details of the Organization to which you
are associated.
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[i] My Current | Organization UserGroup | RoleType | Rote | Action
Access Profile: | Howsll Medical Hospitsl | Mot Applicable | Community | Backup Security Official |[View Organization Details e
Additional Access [ =

Request{s):

Organization Information

Type: Frovider Organization
[i] CM$ Certification ]‘—'
Number:

[il Legal Business =

wiell Medical Hospital e

Mama:
Company Telephone: |222-555-3131 * ExL alid Telephons MumBer Farmat is 00000
Company Fax: | Ext | alid Fax Mumbes Format |5 J006 000000

Country: [United States w

Address 1: |222 boston st b Address 2: |

City: ]emlrnar:' ®  StateTerritory: |MD » Zip Code: [21224 .
L Expected gni "
Organization Size: Hh DAY HEAe

* indicates 2 required fisld

Cancal

Figure G 89: Backup Security Official — Organization Information Screen

Action:  Review the information displayed and select another action from the drop-down
list in the Action field or the Additional Access Requests field, or select the
Cancel button to exit and return to the My Profile screen.

Go to the appropriate section of this User Guide Attachment for information and instructions
if you select another action.

G 6.4.1.4 View/Edit Organization Details —Security Officials

If you are a Security Official and select View/Edit Organization Details from the drop-
down list of actions in the My Current Access Profile table Action field, the screen will
refresh and display the appropriate information fields as illustrated in the example in Figure
G 90.

As a Security Official, you can view and modify/edit the Organization Information.
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Organization Information

Type:  Provider Organization

ilCMS Certification Ii

Number:
[il Legal Business I estem mads "
Hame: ==
Company Telephone: |555-080-0202 * Ext E alid Telephaone Number Format is X0C-X000-0000
Company Fax: | Ext: i Valld Fax Mumber Fomat 15 X000
Country: |L=n-1e:1 States LI =
Address 1: [222 main st * Address 2 |
City: |mu= & ¥ StateTerritory: |VA "l ¥ Zip Code: [20611 . -

i. Expected Iﬂ—LI.‘
Organization Size: 18 users

Justification for
Action:
;J *
* indicates a required figld
Mext| Cancel I

Figure G 90: Security Official — View/Edit Organization Information Screen
Action:  View or Modify your Organization Information as needed.
Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Note: If you only wanted to view the information, you may select the Cancel button to exit
and return to the My Profile screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.5 Disassociate from this User Group — End Users

If you are an End User and wish to Disassociate from this User Group, select that action
from the drop-down list of actions in the My Current Access Profile table Action field:
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Access Request

[i select Action: [Wodify ProviderSupplier Profile |

Community Type:  Provider/Supplier
| Organization | User Group Role Type | Role | Action

Accounting Community | End User ||[{8EEEEECE IR ERVE M (b 'I

Additional Access
Request(s): | El

(4| My Current

Access Profile: | Gregs co

Confirm Action: [~ * | confirm that| wish to remaove myself fram the role of End User from User Group: Accounting

“

< B

Justification for
Action:

;I*

* indicates a required field

_Mext| cancel

- Effective date:
0lB: 0938-0989 5106

T ——————r—

Figure G 91: Disassociate from this User Group — Select and Confirm Action

Action:

Select Disassociate from this User Group from the My Current Access
Profile table Action field.

Note: If you do not have another role within the Organization, the Disassociate
from this User Group action will also disassociate you from the
Organization.

The screen will refresh and a confirmation message and check box will appear above the
Justification for Action field as illustrated in Figure G 91.

Action:

Action:

Action:

Note: The message text will read, | confirm that | wish to remove myself from
the role of <here your role will be inserted> from User Group <here the
User Group Name will be inserted>.

Select the Check Box to confirm that you want to disassociate from this User
Group.

Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.
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G 6.4.1.6 Disassociate from this User Group — User Group Administrators

There are two possible scenarios for this action, as described below:

1. User Groups — More than one User Group Administrator

If you are a User Group Administrator and wish to select Disassociate from this User
Group select that action from the drop-down list of actions in the My Current Access
Profile table Action field:

Access Request
[i] Select Action: | Madify Provider'Supplier Profile |
Community Type:  Provider/Supplier
[i] My Current Organization | User Group | RoleType | Role Action
Access Profile: | Greg's co Accounting | Community | End User | |BE et R A e 'I
Additional Access ﬂ
Request{s):
Confirm Action: [~ * | confirm that | wish to remove myself from the role of End User from User Group: Accounting
~ =
Justification for
Action:
;I L
* indicates a required field
MNext| Cancel
OlIB: 0938-0989 Elocio so%!

Figure G 92: Disassociate from this User Group — Select and Confirm Action

Action: Select Disassociate from this User Group from the My Current Access
Profile table Action field.

Note: If you do not have another role within the Organization, the Disassociate

from this User Group action will also disassociate you from the
Organization.

The screen will refresh and a confirmation message and check box will appear above the
Justification for Action field as illustrated in Figure G 92.

Note: The message text will read, | confirm that | wish to remove myself from
the role of <here your role will be inserted> from User Group <here the

User Group Name will be inserted>.
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Action: Select the Check Box to confirm that you want to disassociate from this User
Group.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

2. User Groups — Only One User Group Administrator

If you are the only User Group Administrator and select Disassociate from this User
Group from the drop-down list of actions in the My Current Access Profile table Action
field, the screen will refresh and a message will appear above the Justification for Action
field as illustrated in Figure G 93.

Note: The message text will read, At least one more User Group Administrator must
exist in your User Group <here the User Group Name will be inserted> to allow
yourself to be disassociated from the role of <here your role will be inserted>.

You will not be allowed to disassociate from a User Group until there is another User Group
Administrator for that User Group.
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Access Request

il select Action: |Modity ProwderSupplier Profile x|

Community Type:  ProvidenSupplier

T My Current | OT0anization | UserGroup | Rols Type | Role | Action
Access Profile: | gregs co Azcaunting

Community | User Group Administrator || veiate from this User Group

Additional Access I j
Requestisi:
Alleast one mare User Group Admirdstralor must esistin your User Group: Accounting
fo allow roursell o be disassociated from the role of User Growp Administrator

Justification for
Action:
_.J *
* indicates a required fiald
Next| Cancel !

Figure G 93: Disassociate from this User Group — Warning Message

Action:  Select another action from the drop-down list in the Action field or the Additional

Access Requests field, or select the Cancel button to exit and return to the My
Profile screen.

Go to the appropriate section of this User Guide Attachment for information and instructions
if you select another action.

G 6.4.1.7 Disassociate from this Organization — Backup Security Officials

If you are a Backup Security Official and wish to select Disassociate from this

Organization, select that action from the Action field in the My Current Access Profile
table.
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Country: [United States

Address1: [545 Boston St * Address 2: |
City: |E|a|1i.-n-:|e % StateTerritory: Ir.ID » Zip Code: |21224 % -

Access Request

i] Select Action ! |I.!c:|if_. ProviderSupplier Profile ;I

Community Type:  ProvidenSupplisr

£y Current | Organization | User Group | Role Type | Role | Action
Access Profile: | Hawall Medical Hospital | Not Applicable | Community | Backup Securty Oficial | |

View Organization Details

Additional Access
-
J Disassociate from this Crganization

Request(s):

Justification for
Action:

* Indicates a required fleld

Nani Cancel

Figure G 94: Disassociate from this Organization — Select Action

Action:  Select Disassociate from this Organization from the My Current Access
Profile table Action field as illustrated in Figure G 94.

The screen will refresh and a confirmation message and check box will appear above the
Justification for Action field as illustrated in Figure G 95.

City: |Ba|1im-:-rE *  StateTermitory: !r.ID " ZipCode: [21224 * -

Access Request

] Setect Action: [Modify ProviderSupplier Frafile =]

Community Type: ProvidanSupplier

Drganization | User Group Role Type | Role Action

[l my Currant |
Access Profile: | Howell Medical Hospital | Mot Applicable | Community | Backup Security Official |I:-isassr.=c1ale from this Oruani:ahor-ﬂ

Additional Access
Requestis): I -:-I

I *  iconfirmthat | willh to remove myself from the role of Backup Secunty Official from Organization” Howell Medical Hospital

=

Justification for
Action:

* Indicates a required figld

M Cancel

Figure G 95: Disassociate from this Organization — Confirm Action
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Note: The message text will read, | confirm that | wish to remove myself from
the role of <here your role will be inserted> from Organization <here the
Organization Name will be inserted>.

Action: Select the Check Box to confirm that you want to disassociate from this
Organization.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.8 Disassociate from this Organization —Security Officials

Note: This action does not appear in the Action field drop-down list but it has been added to
this User Guide Attachment to provide information and instructions on how to
proceed if this is the action that you wish to complete.

If you are a Security Official and want to disassociate from your Organization, you must
contact your Help Desk and request that they disassociate you from your Organization. A
Backup Security Official must be approved to assume the role of Security Official prior to
disassociating the Security Official from the Organization.

Contact the External User Services, EUS, Help Desk at 1-866-484-8049. The TTY/TDD
number is 1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time, EST. They may also be contacted by email at
EUSSupport@cagi.com.

G 6.4.1.9 Request Access to a Provider/Supplier or /FI/Carrier/MAC Application
If you wish to Request Access to Application take the following action:
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Community Type:  Pravider/Supplier

[i] My Current Organization | User Group | Role Type | Role Action
Access Profile: | Gregs co Accounting | Community | User Group Administrator IReuLlest Access to Application j
Additional Access ﬂ

Requestis):

Access to Applications

Request Access to Application far User Group: Accounting

Select Application: vl

|CARE (CARE Application)

PQRI (PQRI Application) —;l
P3&R (PS&R Application)

Justification for
Action:

*indicates a required field

M Cancel |

Figure G 96: Request Access to Applications — Select Application

Action:  Select Request Access to Application from the My Current Access Profile
table Action field.

The screen will refresh and display an Access to Applications area as illustrated in Figure
G 96. This area contains a Select Application and Justification for Action field.

Note: Application roles are only available to users with End User and User Group
Administrator roles.

Requesting access to an application in the Provider/Supplier and Fl/Carrier/MAC User
Communities is a simple two step process:

1. You must first select the application you want from the Select Application field
drop-down list.

2. You must then select your role within that application.

Action:  Select the Application you want from the Select Application field drop-down list.

The procedures for requesting access to the applications currently available in the
Provider/Supplier and Fl/Carrier/MAC User Communities can be found in the following
subsections. The list of applications available to you will depend on your specific
Organization and User Group approved roles.

e Section G 6.4.1.9.1 — CARE Application — Continuity Assessment Record and
Evaluation Application

e Section G 6.4.1.9.2 — PQRI Application — Physician Quality Reporting Initiative
Application

e Section G 6.4.1.9.3 — PS&R Application — Provider Statistical and Reimbursement
Application
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G 6.4.1.9.1 CARE Application

When you select the CARE application from the drop-down list in the Select Application field
the screen will refresh and display a Role field that contains a drop-down list of the roles in
CARE that are available to you. This is illustrated in Figure G 97.

The CARE application roles are:

- CARE Approver — Users who have been identified as approvers for the CARE
application.

- CARE Clinician — Users who perform CARE assessments on patients in a Provider
setting.

- CARE Data Entry Clerk — Users who enter paper based assessment information
into electronic media.

- CARE Finalizer — Users who perform CARE assessments on patients and finalize
assessments in a Provider setting.

- CARE Read Only — Users who search, view, and print assessments performed by
clinicians.

Note: The roles listed above are available at the time this User Guide Attachment was

completed. The list of roles in the screen may vary if listed roles have been modified
or other roles have been introduced.

[il select Action: [ladify ProviderSupplier Profile x|

Community Type:  Pravider/Supplier

[iMy Current | Or0anization | UserGroup | RoleType | Role Action
Access Profile: | Gregs co

Accounting | Cemmunity | User Group Administrator ||RequestAccess to Application = |

Additional Access ﬂ
Requestis):

Access to Applications
Request Access to Application for User Group: Accounting

Select Application:

CARE (CARE Application) =

Select Role: -I & Selectthe role within the application you want to request access to.
CARE Appraver
CARE Clinician ﬁ
CARE Data Entry Clerk

CARE Finalizer
CARE Read Qnly

Justification for
Action:

*indicates a required field

M Cancel |

Figure G 97: CARE Application — Select Role Drop-down List
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Action: Select the CARE Role you want from the Select Role drop-down list.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.9.2 PQRI Application

When you select the PQRI application from the drop-down list in the Select Application field
the screen will refresh and display a Role field that contains a drop-down list of the roles in
PQRI that are available to you. This is illustrated in Figure G 98.

Note: You may request access to the PQRI application only if your Organization
Information in IACS has a CMS Certification Number, CCN. If your IACS
Organization Information is missing a CCN, a message will display on screen asking
you to contact your Security Official to update your Organization Information in IACS.

The PQRI application roles are:

- PQRI Approver — Users who have been identified as approvers for the PQRI
application.

- PQRI User — Users who have been identified as the end users for the PQRI
application.

Note: The roles listed above are available at the time this User Guide Attachment was
completed. The list of roles in the screen may vary if listed roles have been modified
or other roles have been introduced.
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Access Request

[i] select Action : |I.-I-jdif:.-' Provider'Supplier Profile ﬂ

Community Type: Provider/Supplier

[£lMy Current | Ordanization | UserGroup | Role Type | Role Action
Access Profile: | Greg's co Accounting | Community | End User |[RequestAccess to Application =]
Additional Access
Request(s): ﬂ

Access to Applications

Renquest Access to Application for User Group: Accounting

Select Application: |F‘QRIujPORI."—'.ppIicat\-:mj: j*

Select Role: 'l # Selectthe role within the application you wantto request access to.

Justification for
Action;

*indicates a required field

M Cancel |

Figure G 98: PQRI Application — Select Role Drop-down List
Action: Select the PQRI Role you want from the Select Role drop-down list.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.9.3 PS&R Application

When you select the PS&R application from the drop-down list in the Select Application field
the screen will refresh and display a Role field that contains a drop-down list of the roles in
PS&R that are available to you. This is illustrated in Figure G 99.

G 113 September 2008




IACS User Guide Attachment G

Note: You may request access to the PS&R application only if your Organization
Information in IACS has a CMS Certification Number, CCN. If your IACS
Organization Information is missing a CCN, a message will display on screen asking
you to contact your Security Official to update your Organization Information in IACS.

The PS&R application roles are:

- PSR User Group Administrator — Users who have been identified as administrators
for the PS&R application.

- PSR User — Users who have been identified as end users of the PS&R application.

- PSR Approver — Users who have been identified as approvers for the PS&R
application.

Note: The roles listed above are available at the time this User Guide Attachment was
completed. The list of roles in the screen may vary if listed roles have been modified
or other roles have been introduced.

Access Request

[i] Select Action: | Modify Provider Profile

Community Type:  ProvideriSupplier

ﬂwc“rrem ‘ Organization User Group | Role Type | Role | Action

Access Profile: ‘ Howeell Medical Hospital | Hospice Helpers | Cormmunity | End User ||Ret|ueslALcesstnAppHcatlnn =
i Access
Requestis): J =]

Access to Applications

Request Access to Application for User Group: Hospice Helpers

Select Application: PSR (PS-R applicatian) =

Select Role: ~| *  Selectthe role within the application you want to request access to.

PSR User Group Admin
PSR User
PSR Approver

Justification for
Action:

* indicates a required field

Next | Cancel

Figure G 99: PS&R Application — Select Role Drop-down List
Action: Select the PS&R Role you want from the Select Role drop-down list.
Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.
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Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.10 Remove Access from a Provider/Supplier or Fl/Carrier/MAC Application

After you have been granted access to an application in the Provider/Supplier or
Fl/Carrier/MAC User Communities, the Access Request portion of your IACS Account
Profile will display that information.

This User Guide Attachment will now show how to remove access to an application in the
Provider/Supplier and Fl/Carrier/MAC User Communities from your IACS account profile
using the PQRI application to illustrate this.

Note: This process, however, is the same for all applications in the Provider/Supplier and
Fl/Carrier/MAC User Communities to which you have been given access.

When you select the Modify Provider/Supplier Profile (or Modify Fl/Carrier/MAC Profile)
action from the Select Action field drop-down list, the screen will refresh and display the My
Current Access Profile table with your User Community and Application roles as illustrated
in Figure G 100.

Access Request 1

il Select Action : |I.|cnIT_. ProviderSupplier Profile j

Community Type:  Providern Supplier
Organization User Group | Role Type Rode | Action
1 My Current Howell Medical Hespital | Hospice helpers Application PRI User |

Access Profile! | Howell Medical Hospital | Hospice helpers | Community | User Group Administrator || =]

Howall Kledical Hospital | Cbstetrics | Comrmunit | User Group Administrator | j

Additional Access | 3
Regquestis):

Justification for
Actiom

" ingicates a required field

_!l_gﬂ Cancel

. Effechive date.
OME: 09380289 e

Logout Logged in as: JCOHEG2 B

Figure G 100: My Current Access Profile Table — Community and Application Roles

Action: Review the My Current Access Profile table for the application role you wish to
remove.
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Note: The application role is specific to the User Group within your Organization. An End
User or User Group Administrator may have different roles for the same application
in different User Groups. When you select the action you want from the Action field
in the My Current Access Profile table please be careful to select the Action field
from the correct role as illustrated in Figure G 101.

Access Request i

il Select Action: [Modity ProviderSupplier Profile =]

Community Type:  Provider Supplier
Organization User Group | Role Type | Role | Action
'i'l.'lj RyEn Howell Medical Hespital | Hospice helpsrs l Application FORI User

Access Profile;

Howell Medical Hespital | Hospice helpers | Community | User Group Administrator | __vJ
Howefl Medical Hospital | Obstefrics | community | User Group Administrator | ﬂ
Additional Access 3
Request{s):
Justification for
ACtom:
=
* indicates a required field
Mext| Cancel
-OMB: 0935-0388 Effective date.

5i06

Logout Logged in as: JOOHE02 B

Figure G 101: Remove Access from PQRI Application — Select Action

Action: Select the Remove Access from PQRI action from the Action field drop-down list

in the row displaying the application role you wish to remove, in this example, the
PORI User role.

When you select the Remove Access from PQRI action, the screen will refresh and a

confirmation message and check box will appear above the Justification for Action field as
illustrated in Figure G 102.
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Access Request
il selectAction: |Kodify FroviderSupplier Frafiie |
Community Type: ProdderSupplier
 Organization User Group "Role Type | Role [ action
Howell ldedical Hospital | Hosplice helpars | Application | PQRIUser |[Remave Access from: FORI =
L My Current e 2 B = i - | — —!_
Access Profile. | Howell edical Hospital | Hospice helpers | Community | User Group Administrator || =l
Howall Medical Hospital | Obstetrics Community | User Group Administrator | 3
Additional Access I' P ‘__]
Reguestis): /
Confirm Action: b * | confiern that | wish 1o remigve mysell frem the role of PORI User from User Group: Hospice helpers
Regquired to ramove access. /
Justification for
Action:
;I "
* indicates a required field
Mext| Cancel |

|Fe ey A b

Figure G 102: Remove Access from PQRI Application — Confirm and Justify Action

Action: Select the Check Box to confirm that you want to remove yourself from the PQRI
User role.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.1.11 Associate this User Group to another Organization — Surrogate User Groups

You may notice minor differences in this type of modification to your IACS profile depending
on whether you are in the Provider/Supplier or Fl/Carrier/MAC community.
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Note: Please note that anytime IACS displays a role-specific Terms and Conditions screen
to you, you must accept in order to continue. A sample screen and the Actions you
need to complete is illustrated in Figure G 105 and following.

1. Modify Fl/Carrier/MAC Profile

The follow section applies to users In the Fl/Carrier/MAC User Community who select the
Modify Fl/Carrier/MAC Profile from the Selection Action field drop-down list.

If you are a User Group Administrator of a Surrogate User Group and select Associate
this User Group to another Organization from the drop-down list of actions in the My
Current Access Profile table Action field, the screen will refresh and display a new
Associate Group to Organization area with an Organizations field above the Justification
for Action field as illustrated in Figure G 103.

Professional Contact Information

Office Telephone: [053-100-0000 | * Ext: | valid Telephene Number Farmat is X3Ot-I00-X0
Company Hame: ,I-CSIHH— Company Telephone: l— Ext: l—
Country: [United States #*
Address 1: ,W @ Address 2: lsuilem—
city: [batimore *  statefTerritory: WD | * mpcode: 2322 % -[ |

Access Request

[1] Select Action: | Madify FI/Carrer/MAC Profile =

Community Type: Fl/CarrienMAC

Or User Group Role Type | Role Action
TESTORG1114-02 | NGC Test MAC (Surrogate Community | User Group Administrator -
[Tl My Current - d L e I H
Access Profile; | TESTORG1114-02 | National Heritage Insurance Company (So. CA) (Surrogate) | Community | User Group Administrator | j
TESTORG1114-02 | TEST GROUF (Surrogate Community | User Group Administrator |[ Associate this User Group to another Organization x|
Iditional Access
Request{gl J
Associate Group to Organization
[i] Organization(s): |Selec1 an Organization d <
Justification for
Action:
K

*indicates a required field

Mext| Cancel

Figure G 103: Fl/Carrier/MAC — Associate This User Group to Another Organization

Action: Select the Organization you want from the Organizations drop-down list.

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:  Select the Next button when you have completed your justification statement.
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Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

2. Modify Provider/Supplier Profile

The follow section applies to users In the Provider/Supplier User Community who select the
Modify Provider/Supplier Profile from the Selection Action field drop-down list.

If you are a User Group Administrator of a Surrogate User Group and select Associate
this User Group to another Organization from the drop-down list of actions in the My
Current Access Profile table Action field, the screen will refresh and a message will appear
above the Justification for Action field as illustrated in Figure G 104.

The message text will read, Please click Next to accept the Terms and Conditions.
Further information will be requested later. These Terms and Conditions will be for the
User Group Administrator role. This step is required because you will be assuming the role
of User Group Administrator in the new Organization.

Access Request

[i] select Action: [Hadify Provider/Supplier Profile =

Community Type:  Provider/Supplier

My Current | Organization | User Group Role Type | Role Action

Access Profile: | gregs co Hilton co (Surrogate) | Community | User Group Administrator | |eEleERuERYa NS

=

Please click Next to accept the Terms and Conditions. Further information will be requested later.

Additional Access
Requestis):

Bl
Justification for
Action:
=l*
*indicates a required field
Nextl Cancel
OME: 0933-0989 EiEEI R

506

Figure G 104: Provider/Supplier — Associate This User Group to Another Organization
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Enter a brief justification statement for the modification in the Justification for

Action field. This justification field must include the reason you are requesting
this action.

Select the Next button when you have completed your justification statement.

When you select the Next button the screen will refresh and a Terms and Conditions screen
for the User Group Administrator role will be displayed as illustrated in Figure G 105.

7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

n an Organizatio
access requests o
Bdministrator is approved by the Security

Official

User Group Administrator - Terms and Conditions

If you wantto print the text on this screen, selectthe Print icon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, select the | Accept the above
Terms and Conditions box, and then the | Accept buiton atthe bottom of this screen.

=l

L
=Z=Print

he User up prof

strators for the same User

|

To continue, you must accept the terms and conditions. f you decline, your registration will automatically be cancelled.

™ 1 Acceptthe above Terms and Conditiens

| Accept | | Decline Elackl

Action:

Action:

Action:

Action:

Figure G 105: User Group Administrator — Terms and Conditions Screen

Read all of the Terms and Conditions on the screen by moving down the
screen as needed.

Select the Print icon to the right of the text if you want to print this information.
Select the | Accept the above Terms and Conditions box.

Select the | Accept button.

Note: If you select the | Accept button without selecting the | Accept the above Terms

and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.
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Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser

window. The system will then return you to the Account Management screen as
illustrated in Figure G 2.

After you select the | Accept the above Terms and Conditions box and the | Accept
button, the screen will refresh and display a new Associate Group to Organization area

with an Organization Search section above the Justification for Action field as illustrated in
Figure G 106.

[E My Current | Oroanization | User Group Role Type | Role Action
Access Profile: | Greg's co

Hilton co (Surregate) | Community | User Group Administrator || Assaciate this User Group to anather Organization x|

Additional Access

Requestis): j

Associate Group to Organization
[il Organization Search

Search for the Crganization you wantto find the User Group in. Specify as many parameters below as possible, and then click "Search’ to select the Organization.

[E] TN 7 S5

[il Legal Business I
HName:

Country: [United States =]

City: | State/Territory: ~|*

Search Note: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN'SSH (with hyphenidash in it) or partial city to narrow the search.

ok? ;I
Justification for
Action:

* indicates a required field

_Next| Cancel |

Figure G 106: Associate Group to Organization — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the Modify Account Profile screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with those illustrated in Figure G 18.
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All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be approved
yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

Access Request

[il select Action : |r.w-:ucm-.'Pr-:uvmer.-'SuppherPraﬂle;l

Community Type:  ProviderSupplier

[i] My Current Organization | User Group Role Type Role Action
Access Profile: | Gregs co Hilton co (Surrogate) | Community | User Group Administrator |.Ass-3cwate this User Group to another Organization d
Additional Access =

Requestis):

Associate Group to Organization

Organization Details

Selectthe Organization under which the User Group you want to associate with exists, from the list below.

Organization({s). |Selectan Crganization vl i Mew Search I Click 'Mew Search'to search for a new Organization

Justification for
Action:
;I #
*indicates a required field
Nextl Cancel |
. Effective date;
QOMB: 0938-0989 5106
Logout

Figure G 107: Associate Group to Organization — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.

If you want to search for a different organization, select the New Search button.

Note: If more than one Organization is found, the drop-down list will display them all.
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[i] Select Action : | Madify Provider/Supplier Profile j

Community Type:  Provider/Supplier

[] My Current Organization | User Group Role Type Role Action
Access Profile: | gregs co Hilton co (Surrogate) | Community | User Group Administrator || Associate this User Group to anather Organization j
Additional Access ﬂ
Request{s):

Associate Group to Organization
Organization Details

Selectthe Organization under which the User Group you wantto associate with exists, from the list below.

Organization{s): |wess org (catensville, MDY} j * Mew Search Click Wew Search' to search for a new COrganization

his association to ;I

5 organization.
Justification for S '

Action:
j i

*indicates a required field

_Mext| cancel |

OMB: 0938-0989

Effective date]
506

Figure G 108: Associate Group to Organization — Justify Action

Action:  Enter a brief justification statement for the modification in the Justification for
Action field. This justification field must include the reason you are requesting
this action.

Action:

Select the Next button when you have completed your justification statement.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.
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G 6.4.2 Modify Provider/Supplier (or Fl/Carrier/MAC) Profile — Additional Access
Requests

The drop-down list of actions in the Additional Access Requests field is briefly described
below and illustrated in Figure G 109. Details on the roles, functions and responsibilities,
and instructions on how to complete these actions follow in this User Guide Attachment.

User Group Actions

Create a new User Group — This action will require you to assume the role of

User Group Administrator as you create a User Group within an existing IACS
Organization

Associate to a User Group as an Administrator — This action will require you
to assume the role of User Group Administrator as you associate to a User
Group within an existing IACS Organization.

Associate to a User Group as an End User — This action will require you to
assume the role of User Group Administrator as you assume the role of End
User for an existing User Group within an IACS Organization.

Individual Practitioner Actions

Note: This action is only available for users in the Provider/Supplier community.

Create an Individual Practitioner Profile — This action will use your IACS User
and Professional Contact Information to create an Individual Practitioner Profile
for you. Additional information on Individual Practitioners in IACS can be found
in the IACS User Guide Attachment F — Individual Practitioner.

Organization Actions

Create a new Organization — This action will require you to assume the role of
Security Official as you create an IACS Organization.

Associate to an Organization as a Backup Security Official — This action will

require you to assume the role of Backup Security Official for an existing IACS
Organization.
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Access Request
[il select Action : |I'.-1-:|d\f-, Provider/Supplier Profile j
Community Type:  Provider/Supplier
Organization | User Group | Role Type Role Action
i my Current Greg's co Accounting | Community | End User | =l
Access Profile:
Greg's co Accounting | Application | CARE Read Only | =l
Additional Access
Requestis):
[User Group Actions |
Create a new User Group
Associate to a User Group as an Administrator
! Associate to a User Group as an End User
Justification for Individual Practitioner Actions
Action: Create an Individual Practitioner Profile
Organization Actions
Create a new Organization
Associate to an Organization as a Backup Security Official *ndicates 2 required field
Nextl Cancel |
OMIB: 0938-0989 Efective date
Logout

Figure G 109: Additional Access Requests Drop-down List

Action:  Select the desired action from the Additional Access Requests field drop-down

list.

G6.4.21 Create a new User Group

If you select the Create a New User Group action, the screen will refresh and display two
options with radio buttons under the Additional Access Requests field as illustrated in Figure
G 110. The two options are: Create a User Group within your Organization and Create a
User Group outside your Organization. You must select one of these options.

G 125 September 2008



IACS User Guide Attachment G

Community Type:

[il my Current
Access Profile:

Additional Access
Request(s):

Logout

Access Request

ProvidenSupplier

[i] Select Action: |r.IDdih-'Pr-:'v'ider:'SLlppIierPr-:uﬂ\ej

Organization | User Group | Role Type | Role Action
Greg's co Accounting | Community | End User | =l
Greg's co Accounting Application CARE Read Only | j

| Create a new User Group

(™ Create a User Group within your Organization

[l Action:
Justification for
Action:
j #
Next| Cancel |
QMB: 0938-0989

H

" Create a User Group outside your Organization

* indicates a required field

Effective date]
506

Figure G 110: User Group Creation Options — Within or Outside your Organization

Action:  Select where you want to create the new User Group by selecting the radio
button next to the option you want.

Note: If you select Create a User Group within your Organization, these options are
presented as illustrated in Figure G 111.

Note: If you select Create a User Group outside your Organization, you will be
presented with Organization Search input fields as illustrated in Figure G 114.
These options will be presented after you find and select the new Organization.

Note: Regardless of where you are creating this User Group, the options to create a
Provider (or Fl/Carrier/MAC) or Surrogate User Group will always be presented to
you as explained above.
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Access Request

[il select Action : |I'.-1-:|d\f:.'Pr-:w'ider.-'SLlppI\erPrDﬁIej

Community Type:  Provider/Supplier

Organization | User Group | Role Type Role Action
(i my current Greg's co Accounting | Community | End User | |
Access Profile:

Greg's co Accounting | Application | CARERead only || =l

Additional Access . o -

Requestis): |Create anew User Group J
= Create a User Group within your Organization ¢ Create a User Group outside your Organization
[{] action: g £ 3 £

€ Create a Provider User Group € Create a Surrogate User Grou
[il Group Type: ! sroup g sroup

Justification for
Action:
LI *
* indicates a required field
Neﬂl Cancel |
. " Effective date,
OMB: 0938-0989 5108

Figure G 111: User Group Creation Options — Provider (or Fl/Carrier/MAC) or Surrogate User
Group

Action:  Select the type of new User Group you want to create by selecting the radio
button next to the option you want.

After you select the type of User Group you want to create, the screen will refresh and
display the appropriate input fields for the User Group Information. The input fields that
display will depend on the type of User Group being created and where the User Group is
being created.

The following subsections describe the procedures for each of the four possible
combinations available. They are:

Within Your Organization

1. Create a Provider (or Fl/Carrier/MAC) User Group within your Organization
(Section G 6.4.2.2)

2. Create a Surrogate User Group within your Organization (Section G 6.4.2.3)
Outside Your Organization

3. Create a Provider or (Fl/Carrier/MAC) User Group outside your Organization
(Section G 6.4.2.4)

4. Create a Surrogate User Group outside your Organization (Section G 6.4.2.5)

G 127 September 2008




IACS User Guide Attachment G

G6.4.2.2 Create a Provider (or Fl/Carrier/MAC) User Group Within Your Organization

If you select to create a Provider or (Fl/Carrier/MAC) User Group within your
Organization, the screen will refresh and display input fields for you to enter information on
the new Provider User Group as illustrated in Figure G 112.

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.

Please note that anytime IACS displays a role-specific Terms and Conditions screen to you,
you must accept in order to continue. A sample screen and the Actions you need to
complete is illustrated in Figure G 105 and following.

Provider User Group Information

EITIN 7 SSH:

User Group Hame: | #  Please provide a unigue Group Name

Company Telephone: l— * Ext: I— Valid Telephone Mumber Farmat is X KO
Company Fax: Ext: Valid Fax Mumber Format is JOCC00H-000

Country: [United States =]
Address 1: | & Address 2: |
City: | *  State/Territory: I 'I # Zip Code: # .
Expected Group Size: & Specify the expected size of your User Graup
Justification for
Action:
LI #
*indicates a required field
Nextl Cancel |
. " Effective date,
OMB: 0938-0989 05

Figure G 112: Provider User Group Information

Action: Enter the Taxpayer Identification Number, TIN, or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the User Group in the TIN/SSN
field. The TIN or SSN must be the one associated with the Legal Business
Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Action:  Enter the User Group Name in the User Group Name field. The User Group
name must be unique within the Organization. If the User Group has a unique
TIN, the User Group Name must be the Legal Business Name associated with
the TIN or SSN. The legal business name is the name specified on the IRS CP-
575 Form.

Action:  Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.
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Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Action:  Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.2.3 Create a Surrogate User Group Within Your Organization

If you select to create a Surrogate User Group within your Organization, the screen will
refresh and display input fields for you to enter information on the new Surrogate User
Group as illustrated in Figure G 113.

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.

Please note that anytime IACS displays a role-specific Terms and Conditions screen to you,
you must accept in order to continue. A sample screen and the Actions you need to
complete is illustrated in Figure G 105 and following.
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Surrogate User Group Information
(L1 TIN 7 S5M: # CMS Certification Number: I CMS Certification Number (formerly known as OSCAR Number) pertains to Medicare Part-A
Legal

Business | *  The Legal Business Mame as specified in the IRS (Internal Revenue Service) CPS75 Form
Name:

Company # . valid Te
Telephone: Ext I Valid Te
Company T vaid er Format s 1000
e Ext: alid Fax Number Format is ¥

ephone Number Farmat is Jo-00E00

Country: [United States = *
Address 1: | W Address 2: |
City: | *  State/Territory: I 'I * Zip Code: *
Expected # AT, T ] e e e
Group Size: Specify the expected size of your User Group.
Justification
for Action:
LI *

M Cancel |

OMB: 0938-0989

ﬁ

Figure G 113: Surrogate User Group Information

Action:  Enter the Taxpayer Identification Number, TIN or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the Surrogate User Group in
the TIN/SSN field. The TIN or SSN must be the one associated with the Legal
Business Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Note: The CMS Certification Number was previously known as the OSCAR
Number and pertains to Medicare Part A Institutional Providers. Enter
this number if the Surrogate User Group has one.

Note: Provide any required information for the Fl/Carrier/MAC community that is
requested by IACS. One example of this additional information would be
the Medicare Contractor ID number.

Action:  Enter the Legal Business Name of the User Group. The User Group name
must be unique within the Organization. The legal business name is the name
specified on the IRS CP-575 Form.

Action:  Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.

Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.
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Action:  Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G6.424 Create a Provider (or Fl/Carrier/MAC) User Group Outside Your
Organization

If you select Create a User Group outside your Organization, the screen will refresh and
display an Organization Search input area as illustrated in Figure G 27.

Please note that anytime IACS displays a role-specific Terms and Conditions screen to you,
you must accept in order to continue. A sample screen and the Actions you need to
complete is illustrated in Figure G 105 and following.

A Provider User Group must be associated with an Organization. Therefore, your first step
is to select the Organization to which your Provider User Group will be associated. This is a
simple two step process.

1. Search IACS to find your Organization.

2. Select the Organization for your Provider User Group.
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Greg's co Accounting Application

CARE Read Only vl |

| Create a new User Group |

Additional Access
Request(s):

" Create a User Group within your Organization ¢ Create a User Group outside your Organization
[i] action:

[il Organization Search
Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click ‘Search’ to select the Organization.

[Z] TN 7 s5M:

[il Legal Business
HName:

*

Country: [United States =]

City: | State/Territory: ~|*

Search Note: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN'SSH (with hyphenidash in it) or partial city to narrow the search.

=
Justification for
Action:

* indicates a required field

M Cancel |

Figure G 114: User Group Administrator — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the Modify Account Profile screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

You must provide, at a minimum, all or part of the Legal Business Name of the Organization
and the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 115.
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All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

[i] select Action; Iodify Provider'Supplier Profile j

Community Type: Provider/Supplier

Organization | User Group | Role Type Role Action

[il My Current

Greg's co Accountin Community | End User -
Access Profile: g g - I =l

Greg’s co Accounting Application CARE Read Only | j

Additional Access

Request(s): |Create anew User Group j

" Create a User Group within your Organization & Create a User Group outside your Organization
[il action: ? ! B * ? ! 2

Organization Details

Selectthe Organization under which the User Group you want to associate with exists, from the list below.

Organization(s): |Se|ect an Organization j * Mew Search | Click 'Mew Search'to search for a new Organization

55 org (catonsville, M

|
Justification for
Action:
=*
* indicates a required field
_Next| Cancel
OMB: 0938-0989 SrEehEiEE

5/06

Figure G 115: User Group Administrator — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.
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If you want to search for a different organization, select the New Search button.

After you select your Organization the screen will refresh and display additional options of
creating a Provider (or Fl/Carrier/MAC) or a Surrogate User Group as illustrated in Figure G
116.

Community Type: Provider/Supplier

Organization | User Group | Role Type Role Action

[l my Current

Greg's co Accountin Community | End User
Access Profile: g g I d

Greg's co Accounting Application CARE Read Only | j

Additional Access

Request(s); |Create anew User Group j

" Create a User Group within your Organization & Create a User Group outside your Organization
[i] Action: SEhe ! g E— ! 2

Organization Details

Select the Organization under which the User Group you wantto associate with exists, from the list below.

Organization(s): I'a\lESS org (catonsville, MD) j #* New Search | Click Mew Search’ to search for a new Organization

= Create a Provider User Group ¢ Create a Surrogate User Group

[i] Group Type:

Justification for
Action:
LI #
*indicates a required field
Nextl Cancel |

Figure G 116: User Group Creation Options — Provider (or Fl/Carrier/MAC) or Surrogate User
Group

Action:  Select the type of new User Group you want to create by selecting the radio
button next to the option you want.

Action:  Select the Create a Provider (or Fl/Carrier/MAC) User Group radio button.
After you select the type of User Group you want to create, the screen will refresh and

display the appropriate User Group Information input fields. The input fields that display will
depend on the type of User Group being created.
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[i] Group Type:

Provider User Group Information

[Z]TIN 7 SN

User Group Name: | *  Please provide a unigue Group Name

Company Telephone: & Ext: I Valid Telephone Number Farmat is X 0000
Company Fax: Ext: Valid Fax Nurmber Farmat is 00

Address 1:

Justification for
Action:

Country: |United States =
| ”‘ Address 2: |
City: | *  State/Territory: I 'I & Zip Code: W<
Expected Group Size: #* Specify the expected size of your User Group
=
=] *

_Next| Gancel |

— ——

@& Create a Provider User Group ¢ Create a Surrogate User Group

* indicates a required field

Figure G 117: User Group Administrator — Provider (or Fl/Carrier/MAC) User Group Information

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.

Action:

Action:

Action:

Action:

Enter the Taxpayer Identification Number, TIN, or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the User Group in the TIN/SSN
field. The TIN or SSN must be the one associated with the Legal Business
Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Enter the User Group Name in the User Group Name field. The User Group
name must be unique within the Organization. If the User Group has a unique
TIN, the User Group Name must be the Legal Business Name associated with
the TIN or SSN. The legal business name is the name specified on the IRS CP-
575 Form.

Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.

Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.
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Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.25 Create a Surrogate User Group Outside Your Organization
If you select Create a User Group outside your Organization, the screen will refresh and
display an Organization Search input area as illustrated in Figure G 118.

Please note that anytime IACS displays a role-specific Terms and Conditions screen to you,
you must accept in order to continue. A sample screen and the Actions you need to
complete is illustrated in Figure G 105 and following.

A Surrogate User Group must be associated with an Organization. Therefore, your first step
is to select the Organization to which your Surrogate User Group will be associated. This is
a simple two step process.

1. Search IACS to find your Organization.

2. Select the Organization for your Surrogate User Group.
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Greg's co Accounting Application

CARE Read Only vl |

| Create a new User Group |

Additional Access
Request(s):

" Create a User Group within your Organization ¢ Create a User Group outside your Organization
[i] action:

[il Organization Search
Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click ‘Search’ to select the Organization.

[Z] TN 7 s5M:

[il Legal Business
HName:

*

Country: [United States =]

City: | State/Territory: ~|*

Search Note: You must provide at least part of the Legal Business Name & State and then click 'Search’
You may also provide complete TIN'SSH (with hyphenidash in it) or partial city to narrow the search.

=
Justification for
Action:

* indicates a required field

M Cancel |

Figure G 118: User Group Administrator — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the Modify Account Profile screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

You must provide, at a minimum, all or part of the Legal Business Name of the Organization
and the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 119.
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All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

[i] select Action; Iodify Provider'Supplier Profile j

Community Type: Provider/Supplier

Organization | User Group | Role Type Role Action

[il My Current

Greg's co Accountin Community | End User -
Access Profile: g g - I =l

Greg’s co Accounting Application CARE Read Only | j

Additional Access

Request(s): |Create anew User Group j

" Create a User Group within your Organization & Create a User Group outside your Organization
[il action: ? ! B * ? ! 2

Organization Details

Selectthe Organization under which the User Group you want to associate with exists, from the list below.

Organization(s): |Se|ect an Organization j * Mew Search | Click 'Mew Search'to search for a new Organization

55 org (catonsville, M

|
Justification for
Action:
=*
* indicates a required field
_Next| Cancel
OMB: 0938-0989 SrEehEiEE

5/06

Figure G 119: User Group Administrator — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.
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If you want to search for a different organization, select the New Search button.

After you select your Organization the screen will refresh and display additional options of

creating a Provider (or Fl/Carrier/MAC) or a Surrogate User Group as illustrated in Figure G
120.

Community Type: Provider/Supplier

Organization | User Group | Role Type Role Action

[l My Current

Greg's co Accountin Community | End User -
Access Profile: |_° L . I =l

Greg's co Accounting | Application | CARE Read Only | |

Additional Access

Request(s); |Create anew User Group j

" Create a User Group within your Organization @ Create a User Group outside your Organization
[il Action: z d z B

Organization Details
Select the Organization under which the User Group you wantto associate with exists, from the list below
Organization(s): |-.\-ess org (catonsville, r.-IDj:j # Mew Search | Click Mew Search'to search for a new Organization

" Create a Provider User Grou ¢ Create a Surregate User Grou
[il Group Type: 3 J z

=l
Justification for
Action:
LI *
*indicates a required field
Nex‘tl Cancel |

Figure G 120: User Group Creation Options — Provider (or Fl/Carrier/MAC) or Surrogate User
Group

Action:  Select the type of new User Group you want to create by selecting the radio
button next to the option you want.

Action:  Select the Create a Surrogate User Group radio button.

After you select the type of User Group you want to create, the screen will refresh and
display the appropriate User Group Information input fields. The input fields that display will
depend on the type of User Group being created.

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to
further define the User Group.
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Surrogate User Group Information
[T1 TN 1 s5M: I i CMS Certification Number: I CME Certification Mumber (farmerly known as OSCAR Mumber} pertains to Medicare Part-4
Legal

Business | *  The Legal Business Mame as specified in the IRS (Internal Revenue Serice) CP573 Farm
Name:

Company # . valid Telenhane I arFo oo e
Telephone: | Ext.l Valid Telephone Mumber Format is {
Company l— . - ) I e

Fax: Ext: I valid Fax Mumber Format is 20

Country: |United States =l *
Address 1: | # Address 2: |
City: | *  State/Territory: | vl i Zip Code: | P |

Expected I # Specify the expected size of your User Group
Group Size:

=l
Justification
for Action:

M Cancel

OMB: 0938-0989
|

Figure G 121: User Group Administrator —Surrogate User Group Information

Action: Enter the Taxpayer Identification Number, TIN, or Social Security Number,
SSN, (if used for taxpayer reporting purposes) of the Surrogate User Group in
the TIN/SSN field. The TIN or SSN must be the one associated with the Legal
Business Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Note: The CMS Certification Number was previously known as the OSCAR
Number and pertains to Medicare Part A Institutional Providers. Enter
this number if the Surrogate User Group has one.

Note: Provide any required information for the FI/Carrier/MAC community that is
requested by IACS. One example of this additional information would be
the Medicare Contractor ID number.

Action:  Enter the Legal Business Name of the User Group. The User Group hame
must be unique within the Organization. The legal business name is the name
specified on the IRS CP-575 Form.

Action:  Enter the correspondence information for the User Group in the Company
Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.

Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
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change to allow the entry of foreign address information such as Province
or Postal Code.

Action:  Enter the number of people you expect to register in IACS for the User Group in
the Expected Group Size field.

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e |f you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.2.6 Associate to a User Group as an Administrator — Within your Organization

If you select Associate to a User Group as an Administrator, the screen will refresh and
display two options with radio buttons under the Additional Access Requests field as
illustrated in Figure G 122. The two options are: Associate to a User Group within your
Organization and Associate to a User Group outside your Organization. You must
select one of these options.

Note: Please note that anytime IACS displays a role-specific Terms and Conditions screen
to you, you must accept in order to continue. A sample screen and the Actions you
need to complete is illustrated in Figure G 105 and following.
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Access Request

[il Select Action: |odify Pravider/Supplier Profile x|

Community Type:  Praviden/Supplier

m My Current Organization User Group Role Type Role Action

Access Profile: | Gregs co Accounting | Community | User Group Administrator ([ =l

Additional Access [ - = P ——— -
Request(s): Associate to a User Group as an Administrator J
Associate to User Group

" Assoriate to a User Group within your Organization 0 Associate to a User Group outside your Organization
[il Action:

=
Justification for
Action:
LI *
* indicates a required field
_Next| Cancel |
OME: 0938-0989 EEEEIER

Logout
Figure G 122: Associate to a User Group — Within or Outside Your Organization

Action:  Select where your new User Group is located by selecting the appropriate radio
button.

Note: If you select Associate to a User Group within your Organization, the screen
will refresh and display as illustrated in Figure G 123.

Note: If you select Associate to a User Group outside your Organization, you will
be presented with Organization Search input fields as illustrated in Figure G
126.
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Access Request

[il select Action: [lodify Provider'Supplier Profile x|

Community Type:  Provider/Supplier

[f1My Current | Organization | UserGroup | RoleType | Role

Action

Access Profile:

Greg's co Accounting

Community | User Group Administrator | ;I

hddional flecess | 4ssociate to a User Group as an Administrator
Request(s):

Associate to User Group

» & Associate to a User Group within your Organization
[i] action: " g

[il User Group(s):

ect a roup
Surrogate - Hilton co (Ellicott City, WD}

Justification for
Action:

M Cancel |

OMB: 0938-0989

El

" Associate to a User Group outside your Organization

* indicates a required fleld

Effective date
5/06

e —————TT |
Figure G 123: Associate to a User Group — Select User Group

Action:

Select the User Group that you want from the User Groups field drop-down list.

When you select User Group its name will appear in the User Groups field as illustrated in

Figure G 124.
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Access Request

Community Type:

Provider/Supplier

[i) select Action: |Wodify Frovider/Supplier Frofile =]

Organization | User Group

Role Type | Role

Action

[i] My Current
Access Profile:

Greg's co Accounting

Community

User Group Administrator j

Additional Access
Request(s):

Associate to a User Group as an Administrator

Associate to User Group

[ Action: *(-‘ Associate to a User Group within your Organization

[{luser Group(s): |Surmgate - Hilton co (Ellicott City, MD) j i

OMB: 0938-0989

Figure G 124: Associate to a User Group — Justify Action

Meeded for work. ;I
Justification for
Action:
;I #
Ne}dl Cancel |

=

¢ Associate to a User Group outside your Organization

*indicates a required field

Effective date
5106

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal

Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.
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G 6.4.2.7 Associate to a User Group as an Administrator — Outside your Organization

If you select Associate to a User Group as an Administrator, the screen will refresh and
display two options with radio buttons under the Additional Access Requests field as
illustrated in Figure G 125. The two options are: Associate to a User Group within your
Organization and Associate to a User Group outside your Organization. You must
select one of these options.

Note: Please note that anytime IACS displays a role-specific Terms and Conditions screen
to you, you must accept in order to continue. A sample screen and the Actions you

need to complete is illustrated in Figure G 105 and following.

Access Request

[il select Action : |I'.-1-:|d\f:.'Pr-:w'ider.-'SLlppI\erPrDﬁIej

Community Type:  Provider/Supplier

|1|I'.’Iy Current Organization | User Group | Role Type Role Action

Access Profile: Greg's co Accounting Cammunity | User Group Administrator j

Additional Access [ - P P p—— =
Request(s): Associate to a User Group as an Administrator J
Associate to User Group

" Associate to a User Group within your Organization & Associate to a User Group outside your Organization
[ action: i ’ ¢ P ’ g

Justification for
Action:
;I *
*indicates a required field
Ne‘ﬂl Cancel |
5 ¥ Effective date,
OMB: 0938-0989 05

Logout

Figure G 125: Associate to a User Group — Within or Outside

Action:  Select where your new User Group is located by selecting the appropriate radio
button.
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Note: If you select Associate to a User Group within your Organization, the screen
will refresh and display as illustrated in Figure G 123.

Note: If you select Associate to a User Group outside your Organization, you will
be presented with Organization Search input fields as illustrated in Figure G
126.

Associate to User Group

" Associate to a User Group within your Organization % Associate to a User Group outside your Organization
[il Action: P ’ g . g

[il Organization Search

Search for the Organization you want to find the User Group in. Specify as many parameters below as possible, and then click 'Search’ to select the Organization.

Armossw: [
[il Legal Business I "
Name:
Country: |United States ="
City: | State/Territory; m *

Search Note: You must provide at least part of the Legal Business Name & State and then click "Search’
You may also provide complete TIN/SSH (with hyphenidash in it) or partial city to narrow the search.

| E

Justification for
Action:

* indicates a required field

Mext| cancel |

Figure G 126: Associate to a User Group — Organization Search

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the Modify Account Profile screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

You must provide, at a minimum, all or part of the Legal Business Name of the Organization
and the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.
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Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.

When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 127.

All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select from the desired
name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.
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Community Type:  Provider'Supplier

& My Current Organization | User Group | Role Type Role Action
Access Profile: | Greg's co Accounting | Community | User Group Administrator =l
Additional Access [ " p — =
Request(s}: Associate to 3 User Group as an Administrator J

Associate to User Group

. " Associate to a User Group within your Crganization % Associate to a User Group outside vour Organization
[il action:

Organization Details

Select the Organization under which the User Group you want to associate with exists, from the list below.

Organization(s): |Se|ec1 an Crganization j # Mew Search Click Mew Search’to search for a new Organization
wess org (catonsville
-
Justification for
Action:
=|*

*indicates a required field

M Cancel |

Figure G 127: User Group Administrator — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.

If you want to search for a different organization, select the New Search button.

When you select your Organization, the screen will refresh and display a User Groups field
containing a drop-down list of User Groups associated with the selected Organization as
illustrated in Figure G 128.
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Community Type:  FroviderSupplier

(£l My Curven | Oroanizaion | User Group | Role Type | Role. L hetion
Access Proflle: | wilcox supplies | Pharmacy Community | User Group Adminisirater I d
Additional Access =

ASS0C o a User Group as an Admin|strator -

Request(s): \ss0ciate 1o a User Group as an Administrato __]
Associate to User Group
[E] Action: " Associate to 3 User Group within vour Organization % Assaciale to a User Group outside your Organization
" -

Organization Details

Select the Organization undar which the User Group you wantio associale with exists, from the list below

QOrpanization|s): |Hmell ledical Hospital (Batimore =.II:::_] i New Search I Click Mew Search to search for a new Organization

a

|1l user Group({s): a User Group =| *
i roup
Hospica helpars
Obstetrics

Justification for
Action:

="

* indicates a reguired fiaid

M Cancel I

Figure G 128: User Group Administrator — Select User Group
Action:  Select the desired User Group from the drop-down list in the User Group field.

When you have finished selecting the desired Organization and User Group, you must enter
a justification statement indicating the reason you are requesting this action.

Access Request

[il select Action : ||":'|Udify Frovider/Supplier Profile j

Community Type: Provider/Supplier

[l My Current Organization | User Group | Role Type Role Action
Access Profile: | cregs co Accounting | Community | User Group Administrator =]

Additional Access
Request(s): |Assnmate to @ User Group as an Administrator j
Associate to User Group

. & Associate to a User Group within your Organization ¢ Associate to a User Group outside your Organization
[i] Action:

[l User Group(s): |Surrogate - Hilton co (Ellicott City, MD} j #

MNesded for work. A

Justification for
Action:

*indicates a required field

_Next| Cancel

Figure G 129: Associate to a User Group — Justify Action
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Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

o If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.

G 6.4.2.8 Associate to a User Group as an End User

If you select the Associate to a User Group as an End User, the screen that displays will
look like the screen illustrated in Figure G 122 except that the option shown in the
Additional Access Requests drop-down list will be Associate to a User Group as an End
User.

The procedures for associating to a User Group as an End User are the same as those for

associating to a User Group as an Administrator. Please refer to Section G 6.4.2.6 of this
document for steps involved in those procedures.
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G 6.4.29 Create a New Organization

If you select the Create a New Organization from the drop-down list of actions in the My
Current Access Profile table Action field, the screen will refresh and a message will appear
above the Justification for Action field as illustrated in Figure G 130.

The message text will read, Please click Next to accept the Terms and Conditions.
Further information will be requested later. These Terms and Conditions will be for the
Security Official role. This step is required because you will be assuming the role of Security
Official in the new Organization.

Note: If you choose to create a new Organization, you must accept the responsibilities
associated with the role of Security Official.

e The Security Official is the person who both registers the Organization in IACS
and who is responsible for managing that Organization. Managing the
Organization includes such activities as:

e Approving the access requests of Backup Security Officials

e Approving the access requests of User Group Administrators

e Approving the creation of User Groups within the Organization

e Approving access requests for various applications used within the Organization

e Updating, as needed, the Organization Information in IACS

Note: Additionally, CMS holds the Security Official fully accountable for the organizational
behavior of all IACS users in the Organization, both those they may have approved
as well as those users approved by other individuals.
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o e ST D =
Country: [United States *
Address 1: [212 wilson bivd " Address 2: |
city: [Bethesda *  StateTemitory: [WD | * Zipcode: poszs  * [

Access Request

1l Select Action : I|.!0.‘}If:. ProviderSupplier F‘rn'ileﬂ

Community Type:  ProviderSupplier

il My Current Organization | User Group | Role Type Role Action
Access Profile: | Grag's co Accounbng | Community | User Group Administrator )
Additional Access [= o~y e =
Hoaseaties [Create a new Orpanization =l
Please click Next to accep! the Terms and Conditians. Further infarmation will be requastad later
MNead. =
Justification for
Action:
=l*
*indicates a requirad fiald
Hext| Cancel |

Logout

Figure G 130: Create a New Organization

Action:  Enter a brief statement for the Justification for Action. This justification field
must include the reason you are requesting this action.

Action:  Select the Next button when you have completed your justification statement.

When you select the Next button the screen will refresh and a Terms and Conditions
screen for the Security Official role will be displayed as illustrated in Figure G 131.
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CN7s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Security Official - Terms and Conditions

Ifyou want to print the text on this screen, select the Printicon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, select the | Accept the above

Terms and Conditions box , and then the | Accept buttan at the bottom of this screen

. ; . . =] >
The Security Official is the person who can register the Organization in IACS 25Print
and update th ly one

y CMS

Organization profile information

1 for an Organization. The
guests of Backup S
Lpprovers. II
accountable by S for the behavior of those wh Vi ell as the

nd Users for the Organizatio The 50 may assist in the administration of User
Groups and user accounts in the Organi

A user may serve as a Security Official for more than one organization. In this
case, the user should only register IACS profile can be

modified to add their additional role in another organization.

=
Ta continue, you must accept the terms and conditions. If you decling, your registration will automatically be cancelled

7 1 Acceptthe above Terms and Conditions

| Accept | | Decline | Back

Figure G 131: Terms and Conditions — Security Official Screen

Action: Read all of the Terms and Conditions on the screen by moving down the
screen as needed.

Action:  Select the | Accept the above Terms and Conditions box.
Action:  Select the | Accept button.
Note: Select the Print icon to the right of the text if you want to print this information.

Note: If you select the | Accept button without selecting the | Accept the above Terms
and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.

Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser
window. The system will then return you to the Account Management screen as
illustrated in Figure G 2.

After you select the | Accept the above Terms and Conditions box and the | Accept
button, the screen will refresh and display a new Organization Information section above the
Justification for Action field as illustrated in Figure G 132.
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Access Request

[il select Action : |m-:|dwf-. Provider/Supplier Profile j

Community Type:  Provider/Supplier

[l My Current Organization | User Group | Role Type Role Action

Access Profile: | Greg's co Accounting Community | User Group Administrator j

Additional Access

Requestis): | Create a new Organization |

Organization Information

Elmini ssh: # [il cms certification Humber:

Legal Business I "
Hame:

I~ Please select if the Organization's Address and Telephone Humber Information is same as the User's Address and Telephone Number
Company Telephone: & Ext: I Valid Telephane Number Format is 300000000
Company Fax: Ext: I Valid Fax Number Farmat is J00-00E0000

Country: |United States =
Address 1: | * Address 2: |
City: | *  State/Territory; I vl e Zip Code; F oo

[il Expected l—Ll #
Organization Size:

The Legal Business Name as specified in the IRS (Intemal Revenue Senvice) CPS75 Form

Action:

Action:

Action:

Figure G 132: Organization Information Screen

Provide all required information. All required fields must be completed. Required fields are
indicated by an asterisk (*) to the right of the field. Providing optional information will help to

further define your Organization.

Enter the Taxpayer Identification Number, TIN, or Social Security Number,

SSN, (if used for taxpayer reporting purposes) of the Organization in the
TIN/SSN field. The TIN or SSN must be the one associated with the Legal
Business Name specified on the Internal Revenue Service, IRS, CP-575 Form.

Note: The CMS Certification Number was previously known as the OSCAR
Number and pertains to Medicare Part A Institutional Providers. Enter

this number if the Surrogate User Group has one.

Note: Provide any required information for the Fl/Carrier/MAC community that is
requested by IACS. One example of this additional information would be

the Medicare Contractor ID number.

is the name specified on the IRS CP-575 Form.

Enter the Legal Business Name of the Organization. The legal business name

If the Organization’s address and telephone number are not the same as your professional
address, take the following action.

Enter the correspondence information for the Organization in the Company

Telephone, Country, Address 1, City, State/Territory, and Zip Code fields.
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Note: If the Organization has a foreign address, when you select a country
other than the United States, the screen will refresh and input fields will
change to allow the entry of foreign address information such as Province
or Postal Code.

Note: The valid input format of the telephone number, fax number, phone
extensions, and Postal Code will vary depending on the foreign country
selected.

After the Legal Business Name field there is a check box with the following message next to
it: Please select if the Organization’s Address and Telephone Number Information is the
same as the User’'s Address and Telephone Number.

Note: Select the Check Box if the address and telephone number of the
Organization you are creating is the same as your professional address
and telephone number. The system will automatically populate your
address and telephone number information in the appropriate
Organization Information fields.

Action:  Select the Expected Organization Size from the drop-down list in the Expected
Organization Size field. This field refers to the number of expected users to
register in IACS for the Organization.

Note: For the Expected Organization Size field, you have two options provided
in a drop-down selection box. If you select the information icon a
message will display. This icon is displayed as a graphic: a small blue

letter 7inside a white box. The options and messages are as follows:

1.) If you select the option: 1-9 users and select the information icon a message will
display that reads as follows:

- This will be considered as a Small Organization. Small Organizations must
have a Security Official. If End Users will register in the Organization, then at
least one User Administrator must create a User Group for End Users to
register. User Group Administrators and End Users may also request
application access.

2.) If you select the option: 10 & above users and select the information icon a
message will display that reads as follows:

- This will be considered a Mid-sized to Large-sized Organization. Your
Organization must follow a hierarchy of one Security Official, User Group
Administrators), and End Users. The Organization may also have one or
more Backup Security Officials. User Group Administrators and End Users
may also request application access.
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When you have completed providing the required Organization Information check the
justification statement you entered earlier. If you need to adjust it, do no now indicating the
reason you are requesting this action as illustrated in Figure G 133.

OMB: 0838-0988 Effective date;

Access Request

Community Type:  Provider/Supplier
[flRole:  Security Official

Organization Information
[il TIN 7 SSM; |22-5699999 & il CMS Certification Number: |

Legal

Name: |Hawell Medical Hospital * The Legal Business Mame as specified in the IRS (Internal Revenue Service) CP575 Form

[ Please select if the Organization's Address and Telephone Number Information is same as the User's Address and Telephone Number

CUI"IW"V B - * .
Telephone: 410-594-1110 Ext: Walid Telephone Number Format is X004 00000

Company Fax: Ext: Valid Fax Number Format is 300000000

Country: |United States =]
Address 1: [112 Howsll Bivd » Address 2: |
city: [Baltimore * Statefferritory: [MD =] * zipcode: [21206 ¢+ - [ |

i Expected o e =]+

Organization Size:

Request establishment of this LI
Justification for organization and role.

Action:
i

*indicates a required field

Next | Cancel

506

Figure G 133: Create New Organization — Justify Action

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

o If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the

browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

When you select the Next button, the system will display the Modify Request
Confirmation screen as illustrated in Figure G 134.
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U.5. Department of Health & Human Services

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to vour profile.
To submit your request please click Submit button,

If you want to edit your changes please click Edit Button.
Ifyou want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0938-0989

Figure G 134: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

Select the Edit button to return and edit your changes.

If you select the Cancel button, your request will be cancelled and any modifications
you entered will be lost. A screen indicating this will be displayed.

When you select the Submit button, a Modification Request Acknowledgement screen

will display as illustrated in Figure G 135. You must select the OK button to complete your
account profile modification.
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U.5. Department of Health & Human Services E2 www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Thank you for your request to modify registration. -
The tracking number for your request is: REQ-1214411452843 =2=Print

FPlease use this number in all correspondences concerning this request
You will be notified via e-mail once your request has been processed.

Contactyour Help Desk if you need further assistance.
Your Help Desk contact information is listed in the "Help Resources” portion
ofthe Account Management page in the CMS Applications Portal.

0K|
z Effective date
OMB: 0938-0989 5106

Logout

Figure G 135: Modify Request Acknowledgement Screen

The Modify Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.
Action: Select the OK button to complete the Modify Account Profile process.

The Modify Request Acknowledgement screen will close and the system will return you to
the My Profile screen.

G 6.4.2.9.1 Create a New Organization — After Account Profile Modification

After you complete your IACS Modify Account Profile request, you will be sent an email
confirming that IACS has received your request and giving you a Request Number Figure G
136 presents an example of the email providing your Request Number. You should use that
request number if you need to contact your Help Desk regarding your request.

If you are registering in the Provider/Supplier community and this email notification is not
received within 24 hours after you register, please contact the External User Services, EUS,
Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their hours of
operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST. They may also be
contacted by email at EUSSupport@cgi.com.

Please have your request number from the Registration Acknowledgement screen available
when calling your Help Desk. If you email your Help Desk, please include the request
number.
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Please use the following Request Number when contacting CMS regarding this request:
The tracking number for your request is: REQ--<your request number will appear here>

Your request has been received by the Individuals Authorized Access to the CMS Computer
Services (IACS).

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 136: Request Number Email

For users in the Provider/Supplier community, in addition to the registration
acknowledgement email, you will receive a separate email request asking you to mail a hard
copy of your Organization’s Internal Revenue Service, IRS, CP-575 Form or other
documentation to CMS’ External User Services, EUS, in order to complete the registration of
your Organization in IACS.

This email contains EUS’ contact information and mailing address. An example of the CP-
575 Form — Request Email is shown in Figure G 137.

Recipient: User requesting Security Official role

Subject: Information Needed for Processing IACS Request Number <Request Number of [ACS
Request>

This e-mail is in reference to your submitted IACS request with the following Request Number:
<Request Number of IACS Request>

In order to process your submitted |ACS request, a copy of your organization’s CP-575 form
from the Internal Revenue Services (IRS) is required. This form is available from the IRS and is
the letter received granting a Taxpayer Identification Number.

Mail a copy of the IRS CP-575 to CMS” External User Services (EUS) who will be facilitating
the registration process. EUS can be contacted at the following address and telephone number:

External User Services

PO Box 792750

San Antonio, Texas 78216
Phone: 1-806-484-8049
E-mail: EUSSupport@cgi.com

Thank you,

External User Services (EUS)

Figure G 137: CP-575 Form — Request Email
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Note: The text of this email may vary slightly from the example shown.

Action: Mail the requested documentation to EUS.

Note: If your Organization does not have a copy of the IRS CP-575 Form, you may
obtain a copy from the Internal Revenue Service, IRS. Contact information can
be found at http://www.irs.gov on the IRS website.

G 6.4.2.10 Associate to an Organization as a Backup Security Official

If you select the Associate to an Organization as a Backup Security Official from the
drop-down list of actions in the My Current Access Profile table Action field, the screen will
refresh and a message will appear above the Justification for Action field as illustrated in
Figure G 138.

The message text will read, Please click Next to accept the Terms and Conditions.
Further information will be requested later. These Terms and Conditions will be for the
Backup Security Official role. This step is required because you will be assuming the role of
Backup Security Official in the Organization.

Note: If you choose to associate in this role to an Organization, you must accept the
responsibilities associated with the role of Backup Security Official.

The Backup Security Official is the person who assists the Organization’s Security Official
with approval and administrative tasks. The responsibilities of the Backup Security official
include such activities as:

e Approving the access requests of User Group Administrators
e Approving the creation of User Groups within the Organization
e Approving access requests for various applications used within the Organization

e Assisting IACS users in the Organization with IACS tasks.
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—mpn'mr‘an_ [westEmn mad - LWMJ EXL |
Country: [United States *'
Address 1: [222 rolling rd * Address 2; |
City: [catonsuille *  StateTerritory: ’III:— - Zip Code: W * . [—

Access Request

il select Action : Il.lozir_- ProvidenSuppligr F'ru:"lle_:l

Community Type:  ProvidenSupplier

1My Current | Organization | UserGroup | RoleType | Role | Action 3
Access Profile: | ywestern meds | billing Community | User Group Administrator || =l
Auulno;x:::& :i [#ssoriate to an Organization a5 @ Backup Security Ofical =)
Please click Next to acceptthe Terms and Conditions. Further information will be requestad later

Justification for

Action:

=l*
* indicates 3 required figld
Mext| Cancel I

Figure G 138: Associate to an Organization as a Backup Security Official

Action:  Enter a brief statement for the Justification for Action. This justification field
must include the reason you are requesting this action.

Action:  Select the Next button when you have completed your justification statement.

When you select the Next button the screen will refresh and a Terms and Conditions
screen for the Backup Security Official role will be displayed as illustrated in Figure G 139.
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#’Z Centers for Medicare & Medicaid Services '

Individuals Authorized Access to the CMS Computer Services (IACS)

Backup Security Official - Terms and Conditions

Ifyou want to print the text an this screen, select the Print icon to the right of the
text hefore taking any other action on the screen

To skip printing and continue with your registration, read the text, select the 1 Accept the above
Terms and Conditions box, and then the | Accept button atthe bottom of this screen

A Backup Security Official performs many of the sawe functions as a ZJecurity
Official in an Organization. There can be one or more Backup Zecurity
Officials in an Organization. The Backup Security Official can approve the
access regquest of User Group Administrators and Application Approvers, and
may aid the Security Official with the administration of User Groups and user
accounts in the Organization.

-
“Print

To continue, you must accept the terms and conditions. If you decline, your registration will automatically be cancelled

[ 1 Acceptthe above Terms and Conditions

OMA- NA3R-N9R4 Fffertive date: SR

Figure G 139: Backup Security Official — Terms and Conditions Screen

Action:  Read all of the Terms and Conditions on the screen by moving down the
screen as needed.

Action:  Select the | Accept the above Terms and Conditions box.

Action:  Select the | Accept button.

Note: Select the Print icon to the right of the text if you want to print this information.

Note: If you select the | Accept button without selecting the | Accept the above Terms

and Conditions box, a message will appear at the top of the screen indicating you
must select the box to proceed any further.

Note: If you select the | Decline button, a small window will appear with a message asking
you to confirm your decision to decline. If you confirm your decision, your
registration session is cancelled and a screen indicating this is displayed. You must
select the OK button to confirm the action, exit that screen and, close the browser

window. The system will then return you to the Account Management screen as
illustrated in Figure G 2.

After you select the | Accept the above Terms and Conditions box and the | Accept

button, the screen will refresh and display an Organization Search section above the
Justification for Action field as illustrated in Figure G 140.
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Access Request

[i] Select Action : Modify Provider Profile |~

Community Type: Provider/Supplier
[3] My Current | ‘Organization User Group Role Type Role Action
Access Profile: | St. Joseph (Balt., MD) | Ahin Associstes | Community | End User || =]

Additional Access

Associate to an Organization as a Backup Security Official =
Request{s) | g P L —I

Associate to Organization

i Qrganization Search

Search for the Organization you want to associate with. Specify as many parameters below as possible, and then click 'Search’ to select the Organization

3] TN 1SS

[i] Legal Busi | N
Hame:
Country: [United States = -
City: | State/Territony: | x| *
Search Hote: You must provide at least part of the Legal Business Name & State and then click 'Search’
Justification for
Action:
* indicates a required field
Next | Cancel
OME: 0938-0888 Effective date|

Figure G 140: Associate to Organization — Organization Search Screen

Action: Enter your Organization information in the fields provided in the Organization
Search portion of the Modify Account Profile screen. This information will be
used as search criteria by IACS to find your Organization.

Note: All required fields must be completed. Required fields are indicated by an asterisk
(*) to the right of the field.

Action: Select the Search button.

You must provide, at a minimum, all or part of the Legal Business Name of the Organization
and the Country and State/Territory in the Organization’s address. Providing optional
information such as the Organization’s Taxpayer Identification Number, TIN, or Social
Security Number, SSN, (if used for taxpayer reporting purposes) will help to focus your
search better.

Note: If the Organization has a foreign address, you must provide all or part of the
Business Name of the Organization and the Country and State/Province in the
Organization’s address.

When you select the Search button, the system will search for Organizations matching the
search criteria you have entered.
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When Organizations are found matching your search criteria, the screen will refresh and the
Organization Search fields will be replaced with an Organizations field as illustrated in
Figure G 141.

All Organizations matching your criteria will display in the Organizations field. This field
contains a drop-down list of the Organizations from which you can select the desired name.

Sometimes, however, the Organization Search does not find any Organization matching
your search criteria. There are several reasons that could result in no Organization being
found.

1. The Organization may not have been created yet.

a. The Security Official’s request to establish the Organization may not be
approved yet.

b. The Security Official did not submit the request to establish the Organization.
2. You may have entered your search criteria incorrectly.
3. The Organization may have been deleted from IACS.

Check with your Security Official if a or b apply; otherwise correct your search parameters.
If not, contact your Help Desk for assistance in finding your Organization.

Access Request

[i] Select Action: |Modify Provider Profile _+

Community Type:  Provider/Supplier

[i] My Current | Organization | user Group Role Type Role Action
Access Profile: | St Joseph (Balt, MD) | Abin Associates | Community | End User ] LI
Additional Access —
Requestis): JAssumaw to an Crganizafion as a Backup Securily Official LI

Associate to Organization

=] New Search Click "New Search' to search for a different Qrganization

[3] Organizationis): |

p . c
oseph (Balto, WMD)
Saint Joseph's Hospital (Towson, WMD)
S0 Co 1 (Columbia, MD)

Justification for
Action:

*indicates a required field

Next [ Cancel

; Effective datel
CME: 0938-0889 505

Logout Logged in as: UGCW544

Figure G 141: Associate to Organization — Select Organization

Action:  Select your desired Organization from the drop-down list in the Organizations
field.
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If you want to search for a different organization, select the New Search button.

After you have selected your Organization, you must enter a justification statement
indicating the reason you are requesting this action as illustrated in Figure G 142.

Access Request

il Select Action ; |*.I'=.1|f. FroviderSupplier Profile ﬂ

Community Type: ProviderSupplier

Organization

User Group | Role Type Role Action
Howell lMedical Hospital | Obstetrics Lpplication CARE Approver -
1! My Current d i i | o
Access Profile: | Howell Medical Hospital | Obstetrics | Community | End User [ =]
Howell ldedical Hospital | Obsletrics Application | PORI User | j
Additional Access [ e TN 3 ckup Securlty OMcia
Requestial Assaciate 1o an Organization a5 a Backup Security Official :j
Associate to Organization
[i] Organizationis): |.J:I-:0- supplies (catonsvile. MD ﬂ " MNew Search Click New Search' to search for 3 different Organization

Reguized k =1
Justification for
Action:

|-

® indicates a required figld
_Mest| Cancsl |
Figure G 142: Associate to Organization — Justify Action
Action:

Enter a brief justification statement in the Justification for Action field. This

justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:

Select the Next button when you are done.

If you select the Cancel button, your application request will be cancelled and all the

information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal

Introduction screen.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.
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G6.4.2.11 Create an Individual Practitioner Profile

If you select the Create an Individual Practitioner Profile from the drop-down list of
actions in the My Current Access Profile table Action field, the screen will refresh and
display the Individual Practitioner Terms and Conditions screen.

Note: Please note that anytime IACS displays a role-specific Terms and Conditions
screen to you, you must accept in order to continue. A sample screen and the
Actions you need to complete is illustrated in Figure G 139 and following.

After you have accepted the Individual Practitioner Terms and Conditions, the screen will
refresh and display as illustrated in Figure G 143.

IACS will create your Individual Practitioner profile from information you have already
provided in your User Information and Professional Contact Information when registering in
IACS.

Access Request

[i] Select Action : | Madify Pravider Profile = I

Community Type:  Provider/Supplier

[l My Current [ Organizatian | user Group Role Type Role Action

Access Profile: | St. Joseph (Balt., MD) | Alvin Associates | Community | End User ] ;I

Access
ReHuslsE | Creata an Individual Practifioner Profils =1
Justification for
Action:
E -
* indicates a required field

Next | Cancel |

Figure G 143: Create an Individual Practitioner Profile — Justify Action

Action:  Enter a brief justification statement in the Justification for Action field. This
justification field must include the reason you are requesting this action. For
example, Require for work, etc.

Action:  Select the Next button when you are done.

e If you select the Cancel button, your application request will be cancelled and all the
information you entered will be lost. A screen indicating this will be displayed. You
must select the OK button to confirm the action, exit that screen and, close the
browser window. The system will then return you to the CMS Applications Portal
Introduction screen.

Note: There are no further actions for you to take on this profile modification.

Go to Section 6.7 of this User Guide Attachment for information and instructions on how to
complete this Modify Account Profile process.
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G 6.5 Add Application

If you select the action, Add Application, the screen will refresh and you will be presented
with a screen where the Access Request portion is similar to the one shown Figure G 144.
The applications you will be able to add are those applications integrated with IACS and

outside your User Community. These are illustrated in Figure G 145.

Access Request

il Select Action : | View My Access Profile =

Modify Provider Profile
Add Application
rofile

ble  Profile Summary Possible Actions
Organization /User Group (Role): Asan E_nr.! User, -
Howell Medical Hospital / Hospice Helpers (End User) C View User Group Details

© Reguestaccess to applications like PECOSIPSR
© Disassoclate from User Group
View My Access

Profile: | provider : Pravider user Additionally, you can

© Create an Organization profile
© Associate 1o an Organization
© Create a User Group

O Associate 1o a User Group

Cancel

*indicates a required field

Figure G 144: Select Action — Add Application

The Select Application field contains a drop-down list of the CMS applications integrated

with IACS as illustrated in Figure G 145.

Access Request

i Sedect Action:

Sefect Applcation : |Se

Justification for
Action:

Net| Cancel

OHE: 0936-0089

. ,
indicates a requined field

Efiective date: 506
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Figure G 145: Select Application Drop-down List

Action:  Select the desired Application from the drop-down list.

Please refer to the procedures for requesting access to the various CMS applications, using
the Modify Account Profile option, which are provided in the following IACS help document
attachments:

o Attachment A — MA/MA-PD/PDP/CC — Medicare Advantage/Medicare Advantage-
Prescription Drug/Prescription Drug Plan/Cost Contracts

e Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative

e Attachment C — COB — Coordination of Benefits — VDSA and COBA Organizations

e Attachment D — HETS-UI — HIPPA Eligibility Transaction System User Interface

G 6.6 Add Community

If you select the action, Add Community, the screen will refresh and you will be presented
with a screen where the Access Request portion is similar to the one shown in Figure G
146.

Access Request

i| Select Action @ |r'-:ld Commurity ﬂ
Select Community: |Seleci Commundy = | *

Justification for

Action:
¥ indicates a required field
Next| Cancel
OMB: 01335-0889 Effeciive date:
506

Figure G 146: Select Action — Add Community

The Select Community field contains a drop-down list of the other CMS communities
integrated with IACS as illustrated in Figure G 147
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Note: The community names shown on the drop-down list may vary depending on the
number of CMS communities integrated with IACS and your current access profile.
Only those communities not already in your profile will be displayed.

Access Request

[i] select Action: [Add Community =]

*indicates a required field

_Next|  cancel

% Effective date:
OMB; 0938-0989 T sioe

Logout

Figure G 147: Select Community Drop-down List

Action:  Select the desired Community from the Select Community field drop-down list.

Please refer to the procedures for requesting access to the various CMS communities, using

the Modify Account Profile option, which are provided in the following IACS help document
attachment:

o Attachment E — DMEPOS Community

G 6.7 Generic — Complete the Modify Account Profile Process

When you select the Next button, the system will display the Modify Request
Confirmation screen as illustrated in Figure G 148.
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U.5. Department of Health & Human Services

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to vour profile.
To submit your request please click Submit button,

If you want to edit your changes please click Edit Button.
Ifyou want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0938-0989

Figure G 148: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

Select the Edit button to return and edit your changes.

If you select the Cancel button, your request will be cancelled and any modifications
you entered will be lost. A screen indicating this will be displayed.

When you select the Submit button, a Modification Request Acknowledgement screen

will display as illustrated in Figure G 149. You must select the OK button to complete your
account profile modification.
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U.5. Department of Health & Human Services E2 www.hhs.gov

%’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Thank you for your request to modify registration. -
The tracking number for your request is: REQ-1214411452843 =2=Print

FPlease use this number in all correspondences concerning this request
You will be notified via e-mail once your request has been processed.

Contactyour Help Desk if you need further assistance.
Your Help Desk contact information is listed in the "Help Resources” portion
ofthe Account Management page in the CMS Applications Portal.

OKl
= Effective date
QMB: 0938-0989 106
Logout

Figure G 149: Modify Request Acknowledgement Screen

The Modify Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.
Action: Select the OK button to complete the Modify Account Profile process.

The Modify Request Acknowledgement screen will close and the system will return you to
the My Profile screen.

G6.7.1 Generic — After Account Profile Modification

You will be sent an email confirming that IACS has received your request and providing you
with a Request Number. You should use that request number if you contact your Help Desk
regarding your request.

If an email notification is not received within 24 hours after you modify your profile, please
contact the External User Services, EUS, Help Desk at 1-866-484-8049. The TTY/TDD
number is 1-866-523-4759. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time, EST. They may also be contacted by email at
EUSSupport@cgi.com.

Please have your request number from the Modify Request Acknowledgement screen
available.
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G 7.0Additional IACS Procedures

G 7.1Forgot Your Password?

When you want to login to IACS, you are required to enter your User ID and Password on
the Login to IACS screen which is illustrated in Figure G 150. If, however, you have
forgotten your password, you can follow the actions listed below.

ﬁ U.5. Department of Health & Human Services £ www.hhs.gov
s

(77 A)

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the lecal system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an 1ACS User D and Password to login.
Ifthis is your firsttime logging in, please use the User ID and the one-time password that was e-mailed to you by 1ACS.

Effective September 29, 2008, your password will be setto expire every sixy days. In the event vour password does expire, you will be prompted to change your password. For further
assistance, contact your CMS help desk.

Enteryour User ID and Passwaord, and then click Login IfWememher your passwaord, click Forgot Your Password?

UserlD |

Passward |

Login | Forgot Your Password? (

Figure G 150: Login to IACS Screen

Action: Enter your User ID.

Try to remember your password and only use the Forgot Your Password button if you
have actually forgotten your password and cannot remember it. This feature will result in a
reset of your password and issue you with a temporary, one-time password, which you must
change when you login the next time.

Note: Your account will be locked if you try to enter your password three times, but enter
the incorrect password each time. If your account is locked, you will not be able to
access the Forgot Your Password? functionality. You must contact your Help Desk
to unlock your account and reset your password. When your Help Desk resets your
password, you will be sent an email with the temporary, one-time password which
you may then use to login to IACS where you will be prompted to change the
password.

Action: Select the Forgot Your Password? button if you have forgotten your Password.

A Security Questions screen will display as illustrated in Figure G 151.
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U.5. Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Security Questions

Please answer the following questions.

Last 4 digits of SSN: || * Please enter valid last 4 digits of your S8

E-mail: I * valid E-mail address formatis user@internetprovider.domain. Examples of domain: com, net, gov, etc.

*indicates a required field

M Cancel |

0OMB: 0938-0939 5/06

Figure G 151: Security Questions Screen

Action:  Enter the last four digits of your Social Security Number in the field provided.
Action:  Enter your email address in the field provided.

Note: The answer fields for the authentication questions are not case sensitive.

Action:  Select the Next button.

When you select the Next button, an Identify User screen will display as illustrated in
Figure G 152. Answer fields for the authentication questions you answered during your
initial login will be displayed. You must answer correctly at least two of the questions. If you

answer the guestions incorrectly three times in a row, your account will be locked. You must
call your Help Desk to have them unlock your account.
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;5. Departmentof Health-& Human Services

CA7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Identify User

Fleaze answer the following guestions. Answers will be automatically converted to upper-case.

[l Account D 123ABCD

What city were you born in | ‘————
What year did you graduate from high | ‘
schoal

<

Figure G 152: Password Identify User Screen
Action:  Answer each question with the exact answer provided previously.
Note: The answer fields for the authentication questions are not case sensitive.

Action:  Select the Login button.

The Login to IACS screen will display again with a message above the User ID field
indicating that a temporary, one-time password has been emailed to you. This is illustrated
in Figure G 153. This email notification contains a temporary, one-time password.
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ﬂ epartment ealth & Human Services

(¥, 7 A)

Centers for Medicare & Medicaid Services

12le Authorizad Accace to tha

The request for your IACS password reset has been submitted.

Please check your email for a one-time temporary password. If you do not receive the email in the next 30 minutes, please call the Helpdesk.

Login to IACS

The Federal Information Security Management Act (FISMA} of 2002 requires that the local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an 1ACS User ID and Password to login
If this is your first time logaing in, please use the User ID and the one-time password that was e-mailed to you by IACS.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enter your User ID and Password, and then click Login. If you can't remember your password, click Forgot Your Password?

User D |

Passwaord I

Login | Forgot Your Password? |

Figure G 153: Password Email Notification Screen

Action:  Go to your email and get your new password. This will be a temporary, one-time
password that you must change next time you log in.

Note: The email subject line will be: FYI: Your IACS Password Has Been Reset
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Figure G 154 illustrates a sample password notification email that you would receive.

Your temporary one-time password is -<your password will appear here>.
Please go to the link below to change your password.

Go to https://applications.cms.hhs.gov
Read the Privacy Statement and click the Enter CMS Applications Portal button.

Select the Account Management link on the menu bar, and then the My Profile link
Log into IACS using your User ID and password to change your password.

Thank you,
IACS

Please do not reply to this system-generated email.

Figure G 154: Password Notification Email

If you do not receive this email notification within 24 hours, please contact the External User
Services, EUS, Help Desk at 1-866-484-8049. The TTY/TDD number is 1-866-523-4759.
Their hours of operation are Monday-Friday 7am to 7pm Eastern Standard Time, EST.
They may also be contacted by email at EUSSupport@cgi.com.

Action:  Go to Section 4.0, in this User Guide Attachment, and follow the steps for logging
in and changing your password. You do not have to answer the authentication
guestions again unless you want to change your answers.

G 7.2Forgot Your User ID?

Please note that this functionality is currently available only to IACS users who were
required to enter their Date of Birth during their registration process.

Other users will need to contact their Help Desk for assistance if they forget their IACS User
ID.

When you login to IACS, you are required to enter your User ID and Password. If you have
forgotten your User ID, and were required to enter your date of birth during your
registration in IACS, you can select the Forgot Your User ID? hyperlink on the Account
Management screen as illustrated in Figure G 155.
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nt of Health & Human Services

M Centers for Medicare & Medicaid

Portal Home | CMS | FAQs | Feedback | Help LgEmail

Introduction | Account Management ‘ Plans | Providers

Account Management

CMS has established a single system to provide user registration and user account self-service capabilities. The links below will launch the registration application for new
users to request access to the applications offered within the CMS Applications Portal and the self-service application for registered users.

» New User Registration - Apply for a CMS computer services account

* My Profile - Mangge your CMS computer services account
* Computer d Training (CBT) For Account Management

* Forgot Your User ID?

* IACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TTY/TDD at 1-866-523-4759 (Monday -
Friday 7am-7pm EST) or via email at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct questions to the MCARE help desk at 1-866-440-3805 (phone), 1-615-238-0822 (fax) or via email
mcare@cms.hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emailing help@pacdemo.rti.ora or by caling 1-866-412-1510.

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via
e-mail CBIC.admin@palmettogba.com

Figure G 155: Account Management Screen — Forgot Your User ID? Hyperlink

Action:  Select the Forgot Your User ID? hyperlink.

The Forgot Your User ID? screen will display as illustrated in Figure G 156.
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C U5 Department of Health & Human Services

CATS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Forgot Your User ID?

Please enter the following information and your User 1D will be emailed to you after your account is validated:

Al First Name | ¥

il Last Narne | *
[i] Date of Birth | o ( mmifdadfyaey )

(i Social Security | *  Valid SSN Format is 3006300
Mumber

[ Email | *

MNext | Cancel I

Figure G 156: Forgot Your User ID? Screen

Action:  Your must complete correctly the following required fields:
1. First Name
2. Last Name
3. Date of Birth
4. Social Security Number

5. Email (address)

Note: The data you enter must match the information that currently exists in your IACS user
account profile.

Action:  Select the Next button when you are done.
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- Authentication screen will display as illustrated in Figure G 157.

This screen will display authentication questions you answered during your initial login. You
must provide correct answers to the authentication questions displayed.

If you answer incorrectly the questions three times in a row, your account will be locked.
You must then contact your Help Desk to unlock your account. For help desk contact
information, see Section G 8.5 Help Desk Information.

U5, Department of Health & Human Services

CA 7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

User ID Recovery - Authentication

Please answer the secret guestions below

What city were
yau borm in?

What vear did you

graduate from |

high school?

Back' Nextl Cancel |

Figure G 157: User ID Recovery - Authentication Screen

Action:  Answer each question that is displayed with the exact answer you provided

previously.

Action:  Select the Next button.

Note: When you select the Next button a Confirmation screen will display as illustrated in
Figure G 158. This screen informs you that your IACS User ID has been sent to the
email address on file in your IACS user account.

o If you need to go back to the previous screen to correct any information, select the

Back button.
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e If you select the Cancelbutton, your User ID Recovery request is cancelled and all
the information you entered will be lost. A screen indicating this will be displayed.
You must select the OK button to exit that screen.

C_ U.5;Department of Health & Human Services

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Confirmation

Your user ID was sent to the email address on file,

Close I

OME: 0938-0385

Figure G 158: User ID Recovery Confirmation Screen

Action: Select the Close button to close this browser window.

Figure G 159 illustrates an example of the email you will receive providing your IACS User
ID.

Your User ID for accessing IACS is: <your User ID will appear here>
Thank you,

IACS

Please do not reply to this system-generated email.

Figure G 159: User ID Email
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G 8.0 IACS Questions and Help

G 8.1 Frequently Asked Questions - FAQs

The CMS FAQ page is a resource for IACS information. Please go to the CMS FAQ page
as follows:

Action: Browse to: https://www.cms.hhs.gov/home/tools.asp on the CMS website.

Action: Under Site wide Tools and Resources, select Frequently Asked Questions.
Action: Do a Search for IACS.
Answers to many commonly asked IACS questions can be found through this process.

If you have further questions, please call your Help Desk. For help desk contact
information, see Section G 8.5 in this document.

G 8.2 Be Proactivel

A majority of the problems users of the IACS system face occur due to human error. Most of
these problems can be avoided if greater care is exercised during the registration and
approval process.

1. Please double-check information on your registration screen prior to submission.

2. If you are an approver, please double-check the access request information that your

users have provided, before approving or rejecting their request.

These two quick and simple steps will help get users into the IACS system as quickly as
possible.

G 8.3 Online Training — IACS Computer-Based Training — CBT
IACS provides selected Computer Based Training, CBT, units to help users understand

IACS processes and to walk them through sample, generic processes covering the functions

in IACS, including new user registration, first time login, modify account profiles, etc. This
online training is provided in both accessible, 508 compliant and non-compliant versions
which are updated on a regular basis.

Each training unit consists of a simulated walk-through of a relevant IACS task

supplemented by the IACS help documents such as this User Guide and the various
Attachments, and/or Quick Reference Guides that are available online. The CBT units walk
the learner thru the most common tasks and or processes that he or she will encounter.

There are no user tests associated with the IACS computer-based training.

To access the IACS CBT, go to the Account Management screen which is illustrated in
Figure G 160.
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Action:  Select the Computer Based Training (CBT) for Account Management
hyperlink.

“_ U.S, Department of Health & Human Services £ www.hhs.gov

CATS,

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback | Help QEmail Q‘Print
Introduction |Accuunt Management \ Plans | Providers

Account Management

CMS has established a single system to provide user registration and user account self-service capabilities. The links below will launch the registration application for new
users to request access to the applications offered within the CMS Applications Portal and the self-service application for registered users.

User Registration - Apply for a CMS computer services account
Manage your CMS computer services account

Computer Based Training (CBT) For Account Management

* Forgot Your User ID?

* IACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TTY/TDD at 1-866-523-4759 (Monday -
Friday 7am-7pm EST) or via email at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct questions to the MCARE help desk at 1-866-440-3805 (phone), 1-615-238-0822 (fax) or via email
mcare@cms.hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emailing help@pacdemo.rti.org or by calling 1-866-412-1510.

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via
e-mail CBIC.admin@palmettogba.com

Figure G 160: Account Management Screen — Computer-Based Training Hyperlink

The IACS Computer-Based Training (CBT) main menu screen will display as illustrated in
Figure G 161.

Note: The IACS Computer-Based Training main menu screen is a dynamic screen which
changes as and when new training is added for new or revised IACS functions. The
screen you see may display more selections than the one illustrated.
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£ www.hhisigov

~_ U5 Department of Health & Human Services

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

IACS Computer-Based Training (CBT)

CMS provides CBT on the various functionalities of the Individuals Authorized Access to CMS Applications
(IACS) Systern. The links below will either launch the training (New User Registration, Forgot My Password?,
and Forgot Your User ID?) or bring the user to a CBT training menu with additional training selections that
demonstrate how to manage your IACS account (Account Management)

8 CBT Menu for CMS Communities

The following training is desianed for the Provider, FifCarrienMAC User Communities:

» New User Registration » Accessible New User Registration
» Forgot My Password? » Accessible Forgot My Password?
» Forgot Your User ID? » Accessible Forgot Your User ID?

» Account Management » Accessible Account Management

8 CBT Menu for CMS Applications
The following training is designed for MA-PD/PDP/CC, CBOICSR. COB, or HETS Ul application(s}:

New User Registration » Accessible New User Registration

Forgot My Password? > A ible Forgot My Password?
» Forgot Your UserID? » Accessible Forgot Your UserID?
» Account Management » Accessible Account Management

For optimal viewing, the Shockwave Player, Flash Player and Flash Player with Active X plug-ins are
recommended. These plugins are available on the Adobe Downloads Page  If, when you open a CET unit, a
dialog box displays asking you to allow ActiveX controls and plug ins to run, select "Yes" to view the CBT

property.

To exit close this browser window.

Figure G 161: IACS CBT Main Menu Screen

The menu screen has links to training for both CMS Communities and CMS Applications.

Three CBT units for both areas are available from the main menu screen. They are:
o New User Registration — Standard and Accessible versions
e Forgot My Password? — Standard and Accessible versions
e Forgot Your User ID? — Standard and Accessible versions
In addition, selecting the Account Management link in both the CMS Communities and the

CMS Applications sections of the menu will bring you to additional computer-based training
units specific to those areas.

Action: Select the desired CBT unit from the main menu screen to access that CBT
training unit.

Action: Select the Account Management hyperlink to access additional CBT training
units.
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Note: If you want the accessible, 508 compliant, training units, please use the hyperlinks
indicated as Accessible in their titles.

G 8.4 Prepare Your Computer

To optimize your access to the IACS screens, please ensure that the following criteria are
met:

1. Screen Resolution: CMS screens are designed to be viewed at a minimum
screen resolution of 800 x 600.

2. Internet Browser: Use Internet Explorer, version 6.0 or higher.

3. Plug Ins: Verify that the latest version of JAVA and/or ActiveX is installed on
your PC.

4. Pop-up Blockers: Disable pop-up blockers prior to attempting to access the
CMS Applications Portal.

Contact your Help Desk if you have questions about any of the above criteria. For help desk
contact information, see Section 8.5.

G 8.5 Help Desk Information

The Help Desk associated with the Provider/Supplier Community is the External User
Services, EUS, Help Desk.

1. Their hours of operation are: Monday-Friday 7am to 7pm Eastern Standard
Time, EST.

2. Their telephone number is: 1-866-484-8049.
3. Their TTY/TDD number is: 1-866-523-4759.
4. Their email address is: EUSSupport@cgi.com.

5. Their mailing address is: Post Office Box 792750, San Antonio, Texas, 78216.
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G 9.0 Role Terms and Conditions Text

G 9.1End User — Terms and Conditions

An End User is trusted to perform Medicare business for the Organization. An End User
is part of a User Group within the Organization. End Users may belong to multiple User
Groups in one or more Organizations.

G 9.2User Group Administrator — Terms and Conditions

A User Group Administrator is the person who can register the User Group within an
Organization and update the User Group profile information in IACS. There can be
multiple User Group Administrators for the same User Group within an Organization.
The User Group Administrator is trusted to approve the access requests of End Users
for that User Group. The User Group Administrator is approved by the Security Official
or Backup Security Official.

G 9.3 Backup Security Official — Terms and Conditions

A Backup Security Official performs many of the same functions as a Security Official in
an Organization. There can be one or more Backup Security Officials in an Organization.
The Backup Security Official can approve the access request of User Group
Administrators and Application Approvers, and may aid the Security Official with the
administration of User Groups and user accounts in the Organization.

G 9.4Security Official — Terms and Conditions

The Security Official is the person who can register the Organization in IACS and update
the Organization profile information in IACS. There can be only one Security Official for
an Organization. The Security Official is trusted by CMS to approve the access requests
of Backup Security Officials, User Group Administrators and Application Approvers. The
Security Official is held accountable by CMS for the behavior of those who they approve
as well as the End Users for the Organization. The SO may assist in the administration
of User Groups and user accounts in the Organization.

A user may serve as a Security Official for more than one organization. In this case, the
user should only register once in IACS. Their IACS profile can be modified to add their
additional role in another organization.

G 9.4Individual Practitioner — Terms and Conditions

For purposes of IACS, an Individual Practitioner is a physician or a non-physician
practitioner who:

e will use IACS personally, and

¢ will not have employees who will use IACS.

A physician or non-physician practitioner and their staff using IACS must register as a
provider organization in IACS. For more information go to
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http://lwww.cms.hhs.gov/MLNMattersArticles/downloads/SEQ747.pdf on the CMS
website.

A user requesting the role of Individual Practitioner will be issued a temporary IACS
account to use until he/she is verified as an enrolled Medicare Supplier. If a provider
registers in IACS in order to enroll via the web, this should provide time to complete the
enrollment process.

If enroliment verification does not take place within 180 days, the temporary account will
be disabled.

End of IACS User Guide, Attachment G
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