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Important Note

The IACS User Guide Main Body contains information about
and instructions on how to complete procedures that are
applicable to all IACS users. You must have an understanding
of these procedures and information to understand what is
presented in this Attachment.

Please read the IACS User Guide Main Body before you
begin to use this Attachment. It can be found under General
User Guides and Resources at: www.cms.hhs.goVv/IACS

This IACS Help Document Attachment provides instructions on how to:

1. Complete the Access Request portion of the New User Registration screen for
HIPAA Eligibility Transaction System User Interface, HETS UI.

2. Modify your account profile.

3. Access your desired CMS application.
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D 1.0 HETS Ul Access Request Fields

When you began your registration process, you selected the New User Registration
hyperlink on the Account Management screen. The system then displayed the New User
Registration Menu screen illustrated in Figure D 1.

You then selected the hyperlink for the HETS Ul application and the New User
Registration screen opened.

You completed the User Information portion of this screen according to the instructions
provided in the IACS User Guide Main Body.

Up until this point, the information you provided was generic and identified you to IACS.
Now we will examine the information fields that are specific to the HETS Ul application.

partmentof Health & Human: Services £ www.hhs.gov

(&, 7 A)

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration Menu for CMS User Communities

Provider/Supplier Physician, Non-Physician practitioner, individual practitioner, institutional provider, supplier or
Community representative of one of those entities

FI/Carrier/MAC  Employed directly or indirectly by a Fiscal Intermediary (FI), Carrier or Medicare Administrative
Community Contractor {(MAC) as an End User of systems housed at an Enterprise Data Center (EDC) - #%*#**
COMING SOON **#%*

DMEPOS DMEPOS Competitive Bidding Community- the Durable Medical Equipment Prosthetics, Orthotics, and
Community Supplies (DMEPOS) Competitive Bidding Community includes suppliers of DMEPOS items and services

New User Registration Menu for CMS Applications

%,-’FI,\;'ID_AP—CC Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts
CBO/CSR Community Based Organization/Customer Service Representative

COB Coordination of Benefits

HETS UI HIPAA Eligibility Transaction System User Interface. This is a pilot with registration restricted to

those organizations that are pre-approved

Figure D 1. New User Registration Menu Screen

In the Access Request portion of the New User Registration screen, as illustrated in
Figure D 2, the User Type field will be pre-populated with the HETS Ul application selection
you made on the New User Registration Menu screen. A Role field and Justification for
Action field are also displayed.
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Justification for
Action:

*indicates a required field

Next [ Cancel

Figure D 2: HETS Ul — User Type Displayed

In the Access Request portion of the New User Registration screen, as illustrated in
Figure D 3, the User Type field will be pre populated with the HETS Ul application selection
you made on the New User Registration Menu screen. A Role field, RACF ID and
Justification for Action field are also displayed.

The Role field contains a drop-down list of Roles as illustrated in Figure D 3.

Access Request

User Type: HETSUI

il RACFID: |Security Official
Usenhpprover

UsedProvider -

MEIC Helpdesk

Justification for
Action:

*indicates a required field

Next [ Cancel

Figure D 3: HETS Ul — Role Drop-down List
You may select one of the following roles for the HETS Ul application:

e Security Official —This role represents the organization or facility in IACS. This role
registers the organization with IACS using an online version of the Electronic Data
Interchange Registration Forms, or EDI Form.

- There can be two Security Officials at a facility or organization — the primary
Security Official and a backup Security Official.

o User/Approver — This role will be able to approve new user requests for personnel
requesting access to the HETS Ul Application as User/Providers. Approvers also
provide the proper Billing Provider NPI to new users. This role is also known as an
External Point of Contact, or EPOC.

o User/Provider — This role will use the HETS Ul application to send Medicare
eligibility inquiries and read the responses.

e MEIC Helpdesk — This role will provide help desk assistance for the CMS Medicare
Eligibility Integration Contractor, or MEIC.

D2 September 2008
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D1.1 HETS Ul — User/Provider Role

When you select the role of User/Provider, the screen will refresh and the Billing Provider
NPI, Provider Type, and RACF ID fields will display under the Role field as illustrated in
Figure D 4. You must provide the required information to register.

e The Billing Provider NPI field, required, is a ten digit number that should be provided
to you by your Approver or EPOC. If your organization doesn’t have an Approver or
EPOC, you should check with your Security Official, who will be able to give the NPI
number to you.

- If you are not sure who your EPOC or Security Official is, contact your Help
Desk for assistance. This is the MCARE Help Desk. Their phone number is
1-866-440-3805. Their Fax number is 1-615-238-0822. Their email address
is: mcare@cms.hhs.gov.

e The Provider Type field, required, has a drop-down list that you can use to select
your provider type as illustrated in Figure D 5.

o The RACF ID field, optional, is provided for you to enter your RACF ID if you have
this ID number. This field is illustrated in Figure D 6.

Access Request

User Type: HETS UI

Role: IUSEIJvainer x|
[i] Billing Provider I— ®
NP
Provider Type: | =t

[i] RACF ID: I

Justification for
Action:

ﬁ[ Cancel

Figure D 4: HETS Ul User/Provider — Data Entry Fields
Action:  Select the User/Provider role from the Role field drop-down list.

Action:  Enter your Billing Provider NPI in the Billing Provider NPI field.
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Access Request

User Type:  HETS UI

Role: IUsellevmer x|
Tl“"“““p"""'::; | R Select your

Provider Type: [Wulti-Gpecially Clinic or Group Practice =]+ 4/ Provider Type

FIRACFID: [Ambulance Senvice Supplier
Ambulatory Surgical Center
Billing Service

Chiropractic

Clearinghouse

Clinical Laboraiory
Cammunity Mental Health Center
Critical Access Hospital
Diagnostic Testlab " .
Federally Qualified Health Centar ~ Indicates a reguired figld

Justification for
Action:

_Next|| Cancel

h Effective date]
OMB: 0936-0883 506

Figure D 5: HETS Ul User/Provider — Provider Type Drop-down List

Action:  Select your Provider Type from the Provider Type field drop-down list.

Access Request
User Type: HETS Ul

Role: IUsellewﬂer ~| "
T‘B""""p'""i:;'_ 1565545665 *

Provider Type: | Multi-Specialty Clinic or Group Practice =

5 RACFID: | <4—

Justification for
Action;

" indicates a required field

Next | Cancel

. Effective date!
OMB: 0938-0988 508
e S A et pipisiica

Figure D 6: HETS Ul User/Provider — RACF ID Field
Action:  Enter your RACF ID in the RACF ID field, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete the IACS New User
Registration screen and your role requires that you have one, the system will
automatically assign you a RACF ID once your request is approved.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you
register for IACS. IACS enforces this rule based on your Social Security Number,
SSN.
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Once you've been approved as an IACS user, your RACF and IACS passwords
will automatically be synchronized, as long as you use IACS for all future
password changes.

Changing your RACF password via EUA will NOT cause synchronization with
IACS to occur.

Access Request

User Type: HETS UI

e: |UserIF'mvider x| *
(il Billing pr“"‘:;’_ 4565545665

Provider Type: |Mulu-8pecialm8|imc or Group Practice ;] *

[il RACF ID: |

Request access for work.| LI

Justification for <
Action:

\ =

MNext | Cancel |

Raol

QmE: 0335-0989

Figure D 7: HETS Ul User/Provider — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure D 7. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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D12

HETS Ul — User/Approver Role

When you select the role of User/Approver, the screen will refresh and the Billing Provider
NPI, Provider Type, and RACF ID fields will display under the Role field as illustrated in
Figure D 8. You must provide the required information to register.

The

Billing Provider NPI field, required, is a ten digit number that should be provided

to you by your Approver or EPOC. If your organization doesn’t have an Approver or
EPOC, you should check with your Security Official, who will be able to give the NPI

num

ber to you.

If you are not sure who your EPOC or Security Official is, contact your Help
Desk for assistance. This is the MCARE Help Desk. Their phone number is
1-866-440-3805. Their Fax number is 1-615-238-0822. Their email address

is: mcare@cms.hhs.gov.

e The Provider Type field, required, has a drop-down list that you can use to select

your provider type as illustrated in Figure D 9.

e The RACF ID field, optional, is provided for you to enter your RACF ID if you have

this ID number. This field is illustrated in Figure D 10.

Access Request
User Type:  HETS UI

Role: |UserIApyrmrer vl X
] Billing Provider li -
HPL
Provider Type: | LI *

[i] RACF ID: |

Justification for
Action:

Next | Cancel |

Figure D 8: HETS Ul User/Approver — Data Entry Fields

Action:  Select the User/Approver role from the Role field drop-down list.

Action:  Enter your Billing Provider NPI in the Billing Provider NPI field.

D6
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Access Request

User Type: HETS Ul

Raole: IUSBI"ADDT’UUQT’ v
(i Biling p“’“‘l“‘;’_ 1505545655 | ¥

Provider Type: | Multi-Specially Clinic or Group Practice

Select your

. 4 | Provider Type

o«

[i]RACFID: [Ambulance Senice Supplier
Amnbulatory Surgical Center
Billing Service
Chiropractic
Justification for Clearinghouse

Action: | Clinical Laboratory
Community Mental Health Center
Critical Access Hospital
Diagnostic TestlLab " .
Federally Qualified Health Center ~ Indicates a reguired field

Next| Cancel

. Effective date
COME: 0938-0989 Si08

Figure D 9: HETS Ul User/Approver — Provider Type Drop-down List

Action:  Select the Provider Type from the drop-down list in the Provider Type field.

Access Request

User Type: HETS Ul

Role: |Userfpprover w| *
T‘Bi"i""p'""i:;; 565545055

Provider Type: |Multi-Epecialty Clinic or Group Practice =]
[i] RACF ID: 4?
Justification for
Action:
LI B
"indicates a required field
Next| Cancel
COMB: 0838-0988 Effective date:

5/06

Figure D 10: HETS Ul User/Approver — RACF ID Field
Action:  Enter your RACF ID in the RACF ID field, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete your IACS new user
registration and your role requires that you have one, the system will automatically
assign you a RACF ID once your request is approved.
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Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you
register for IACS. The IACS system enforces this rule based on your Social
Security Number, SSN.

Once you've been approved as an IACS user, your RACF and IACS passwords
will automatically be synchronized, as long as you use IACS for all future
password changes.

Changing your RACF password via EUA will NOT cause synchronization with
IACS to occur.

Access Request

User Type: HETS Ul

Role: |USe|1Appmuer -]
3] Billing Provider [roreeree— o
NP
Provider Type: [Multi-Specialty Clinic or Group Practice =l

[5] RACF ID: I
Recuire this access for work. ;I l
Justification for
Action:
El -

\ " indicates a required field

Next| Cancel

; Effective date|
OMEB: 0838-0988 508

Figure D 11: HETS Ul User/Approver — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure D 11. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration Section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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D 1.3 HETS Ul - Security Official Role, Primary and Backup

When you select the role of Security Official, the screen will refresh and the Billing Provider
NPI, Provider Type, and RACF ID fields will display under the Role field as illustrated in
Figure D 12. You must provide the required information to register.

e The Billing Provider NPI field, required, is a ten digit number. If you are not sure
what this number is, contact your Help Desk for assistance. This is the MCARE Help
Desk. Their phone number is 1-866-440-3805. Their Fax number is 1-615-238-
0822. Their email address is: mcare@cms.hhs.gov.

e The Provider Type field, required, has a drop-down list that you can use to select
your provider type.

e The RACF ID field, optional, is provided for you to enter your RACF ID if you have
this ID number.

Access Request

User Type: HETS Ul

Role: ISecurityOfﬁtia\ = I

(] Billng p‘m’ﬁ::_ | ™ If a Security Official with the same NP already exists, the ED| Registration details may not be modified.
Provider Type: I z| *
[i| RACF ID: !
Justification for
Action:
= -
* indicates a required field

Next || Cancel |

: Effective datej
OMBE: 0938-0989 5i06

Figure D 12: HETS Ul Security Official — Data Entry Fields

Action: Enter your Billing Provider NPI in the Billing Provider NPI field.

Note: When you enter your Billing Provider NPI, IACS will check to see if there is another
user registered as the primary Security Official for that Billing Provider NPI. If IACS
does not find anyone already registered, it will assign you the role of primary
Security Official. If there is a Security Official already registered in IACS for that
Billing Provider NPI, you will be assigned the role of backup Security Official.

e The Primary Security Official will be required to complete the EDI Registration
Form. The procedures for this are presented in Section D 1.3.1, below.
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o The Backup Security Official will be presented with a completed EDI registration
form after entering the Billing Provider NPI. This is presented in Section D 1.3.2 of
this document.

D 1.3.1 Primary Security Official
The primary Security Official is responsible for:

e Providing the proper Billing Provider NPI to new users (User/Providers and
User/Approvers) registering in IACS.

e Approving IACS registration requests for certain User/Approvers. Please go to
Section D 2.0, in this document, for more information on this item.

e Keeping the lists of Physicians, Physician NPIs, and Contractors associated with
your provider up to date.

When IACS identifies you as the primary Security Official, after it checks against the Billing
Provider NPI you entered, the screen will refresh and display an EDI Registration Form for
you to complete. This screen also contains messages regarding the EDI Registration
information. The screen is illustrated in Figure D 13.

Mo exsting Security Official found with Billing Provider NP1 4585545655, You may add your EDI Registration information below.
L P‘M”_ 4565545655  *  [f & Security Official with the same NPI already exists, the EDI Registration details may not be modified.

-

Provider Type: | =
[i] RACF ID: l—
EDI Registration Form
[i] Legal Billing | *
Name:
Contact Name: | &
E-mail: | *
] Telephone: | et | Walid Phane Number Format is 3006000000
lilFax: | et | Salid Fax Number Format is S0 00000
(] Py N::;? | Physician Last Mame: |
GlphysicianbP: | ] Submitter Number: [ Add Physician |
Contractor Name: | |

(5] Biling Provider Add Contractor | At least one Contractor Name and associated Billing Provider Nurnber is required

Humber:

EDI OME: 0838-0983 Effective date: B/06

Justification for
Action:

*indicates a recuired field

M Cancel

Figure D 13: HETS Ul Primary Security Official — Messages and EDI Registration Form

Action:  Read the system message displayed under the Role field.
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Role: | Sacurity Official x|

Mo exsting Security Official found with Billing Provider NP1 4585545655, You may add your EDI Registration information below.

i| Billing F'm\l:slr_ 'm *  If a Security Official with the same NPI already exists, the ED| Registration details may not be modified.

Provider Type: | ﬂ\
- RaCFD: \ Select your
EDI Registration Form i
g Enter a Provider Type

[i] Legal Billing |

Name: RACF ID
Contact Name: |
E-mail: |
[ Telephane: | x| Valid Phone Number Format is 3006200000
ilFax: | Ext | “alid Fax Mumber Format is 300000000
(] Py N::;? | Physician Last Mame: |
[i] Physician NPE: I— [i] Submitter Number: l— Add Physician |
Contractor Name: | |

[i] Billing zfuﬂn\:!:;r_ Add Contractor | At least one Contractor Name and associated Billing Provider Nurnber is required

EDI OME: 0838-0983 Effective date: B/06

Justification for
Action:

=l -

*indicates a recuired field

M Cancel

Figure D 14: HETS Ul Primary Security Official — Provider Type Drop-down List and RACF ID Field
Action:  Select the Provider Type from the drop-down list in the Provider Type field.
Action:  Enter your RACF ID in the RACF ID field, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete your IACS New User
Registration and your role requires that you have one, the system will automatically
assign you a RACF ID once your request is approved.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you
register for IACS. The IACS system enforces this rule based on your Social
Security Number, SSN.

Once you've been approved as an IACS user, your RACF and IACS passwords
will automatically be synchronized, as long as you use IACS for all future
password changes.

Changing your RACF password via EUA will NOT cause synchronization with
IACS to occur.

You must then complete all the required fields on the EDI Registration Form as illustrated
in Figure D 15.
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D 1.3.1.1Completing the EDI Registration Form

Role: |Security Official = | *

No existing Security Official found with Billing Provider NPI: 4565545655 You may add your EDI Registration information below.

il Billing Pm"':::_ [s5e5545855 | *  If a Security Official with the same NP already exists, the EDI Registration details may not be madified.

Provider Type: [Mum—Spec:anvCIm-c or Group Practice LI *
idracr: [
EDI Registration Form
1] Legal Biling |H\tkonfﬁssntlates *
MHame:

Contact Name: [Topaz Hickory

E-mall: [thickory@network net

il Telephone: [301-301-3344  *  Ext | Valid Phone Number Format is YX00(-X00¢-X000(
DFae [301-301-33866  *  Ext [ Walid Fax Nurber Format is 3006003000
il First -
o Ralph : |Beechnut
N [Ralp Physician Last Name: [Beechnu
(] Physician NPI: |3356798231| [£] Submitter Number: | Add Physician |
Contractor Name: | ;I
3! Billing ::"'::;r_ Add Contractor I At least one Contractor Name and associated Biling Provider Nurnber is required.
EDI OMB: 0938-0983 Effective date: 806
Justification for
Action:
*indicates a required field
MNext | Cancel |

Figure D 15;: HETS Ul Primary Security Official — EDI Registration Form Fields
Action:  Enter the Legal Billing Name of the Organization in the Legal Billing Name field.

Action:  Enter the Contact Name of an authorized contact person at this Organization in
the Contact Name field.

Action:  Enter the business Email address of this contact person in the Email field.
Action:  Enter the Telephone number of this contact person in the Telephone field.

Action:  Enter the Fax number of the Organization in the Fax field.

Note: To add a Physician on the EDI Registration Form, do the following:

Action:  Enter the Physician’s First Name in the Physician First Name field.
Action:  Enter the Physician’s Last Name in the Physician Last Name field.
Action:  Enter the Physician’s NPl Number in the Physician NPI field.

Action:  Enter the Physician’s Submitter Number in the Submitter Number field, if
applicable.
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Action:  Select the Add Physician button to record your entry.

The screen will refresh and display Physicians Added/Removed areas that contain the
Physician’s name, NPI, and, if appropriate, Submitter Number. This is illustrated in Figure D
16.

EDI Registration Form

il Legail Billing
MName:

|Hickory Associates

ContactName: [Topaz Hickory »

E-mail: ]lnicku ryi@network.net

il Telephone: [301-301-3344  *  Ext: | ‘alid Phone Nurmber Format is KxC:00000
lilfax: [301-301-3366 " Ext | Valid Fax Number Format is 000000
il Physician First I

Physician Last Name:
Name: b ]

[l Physician NPI: [i| Submitter Number: Add Physician |

Physicians Added
Hamy Elm: 9387606543

sicians Removed

>

<
bad
<<

li] Physicians
Added:

Contractor Name: | 00907-TraMTazer—h dB

(3] Billing Provder Add Contractor At least one Contractor Name and associated Billing Provider Mumber is required

Mumber:

EDI OME: 0938-0963 Effective date: 8/06

Justification for
Action:
=l -
" indicates a required figld
Next | Cancel

Figure D 16: EDI Registration Form — Physicians Added/Removed Areas
If you want to add another Physician, do the following:
Action:  Enter the Physician’s First Name in the Physician First Name field.
Action:  Enter the Physician’s Last Name in the Physician Last Name field.
Action:  Enter the Physician’s NPl Number in the Physician NPI field.

Action:  Enter the Physician’s Submitter Number in the Submitter Number field, if
applicable.

Action:  Select the Add Physician button to record your entry.

The screen will refresh and this physician will be added to the list in the Physicians Added
area giving the physician’s first and last name, NPI number, and, if appropriate, Submitter
number.

Repeat this process for each physician you want to add.

Note: Toremove a physician from the EDI Registration Form, do the following:

Action:  Highlight the name of the physician to be removed In the Physicians Added area.
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Action:  Select the button with the left-facing arrow.
The system will move the selected physician to the Physicians Removed area to the left.

e You can reverse the process and move the physician back to the Physicians Added
area by highlighting the physician’s name and selecting the button with the right-
facing arrow.

If you want to remove all the physicians in the Physicians Added area, select the button
with the double left-facing arrow.

e You can reverse the process and move all the physicians back to the Physicians
Added area by selecting the button with the double right-facing arrow.

When you have finished adding or removing physicians, continue completing the EDI
Registration Form.

Note: To add a Contractor on the EDI Registration Form, do the following:

Note: The EDI Registration Form must contain at least one Contractor Name and Billing
Provider Number.

EDI Registration Form
il Legal Billng |H\ckuryAssumales *
Mame:
Contact Name: [Topaz Hickory *
E-mail: [thickory@network.net *
[ Telephone: [301-301-3344  *  Ext: | Valid Phone Mumber Format is JoO0000
[lFax: [301-301-3366  *  Ext: | Walid Fax Nurnber Format is X000 000
(i] Physician First .
pall | Physician Last Name: [
[ Physician NPI: I [i] Submitter Number: Add Physician
Physicians Removed Physicians Added
Harry Elrn: 9367606543
li] Physicians 2
Added: £
>
<«

(3] Billing Provider (5001 0-CAHABA G BA Part A-Alabama = and associated Biling Pravider Number is required
Number: |00011-CAHABA GBA Part A-lowaiSouth Dakota
: D0020-Arkansas BC
EDI OMB: 0838-08 pgoz1-arkansas BC - RI
00030-Anizona BC
00080-FCE0-Florida A
o 00101-Georgia PatA
J"Stm“‘;‘"c"};f_ 001 30-AdminaStar Federal Part A (ncludes kY IL 1N OHy
(001 31-AdminaStar Federal Part Alllinois
00150-BCBS of Kansas Part A Y

i rlie ot racusirad fiale]

Figure D 17: EDI Registration Form — Contractor Name Drop-down List

Action:  Select the Contractor Name from the drop-down list in the Contractor Name
field as illustrated in Figure D 17.
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Note: The Contractor Name field information provides the Contractor Workload Identifier.
This identifies the contractor to whom you submit your claims for processing. All
such contractors should be identified.

Example: If you send Part B claims to First Coast Service Options (FCSO) , select
00590 FCSO B from the drop-down list and enter their Billing Provider
Number. If you also send Part A claims to Noridian, you would select
00320 Noridian A, and also enter a Billing Provider Number with that
contractor as well.

After you select a contractor name, the screen will refresh and add a Contractor Information
area label to the EDI Registration Form as illustrated in Figure D 18.

EDI Registration Form

[i] Legal Billing [egau wava
Name:

Contact Name: |brltay swking

E-mail: |d;isdl@wims.cum "
il Telephone: [439-487-4574 +  Ext: | “Valid Phone Mumber Format is 30000
lFax: [497-490-4901 % Ext: | Valid Fax Number Format is Jo0e000000
il Physician First 2
i | Physician Last Name: |
[ Physician NPI: [ Submitter Number: l Add Physician
Physicians Removad Physicians Added:
v . > || Wxneei Schvoq: 4923492349: P918491543
'i| Physicians

Added: .t
22>

<<

Contractor Information

Contractor Name: [ 00320-Noridian A =]

filSiling :::\nﬁ:;'_ [ans7agzzs0] Add Contractor At least one Contractor must be added
Justification for
Access:

*indicates a required field

Figure D 18: EDI Registration Form — Contractor Billing Provider Number
Action:  Enter the Billing Provider Number in the Billing Provider Number field.

Note: The Billing Provider Number can be from two to ten alphanumeric characters long.
This number should be your organization’s legacy Medicare Provider ID number.
That is the Medicare Provider number your organization used prior to obtaining an
NPI number.

Action:  Select the Add Contractor button to record each contractor and billing provider
number entry.

The screen will refresh and display Contractor Added/Removed areas that contain the
Contractor Name and Billing Provider Number as entered in the Contractor Information area
of the screen and illustrated in Figure D 19.
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EDI Registration Form

[il Legal Billing

[Hickory associates
Name:

Contact Name: [Topaz Hickory

E-mail: [thickory@network.net «

lil Telephone: [301-301-3344 % Ex|:|

GlFax [301-301-3366  + Ext |

li| physician First !
Name:

(7] Physician NPk

Physicians Removed:

Valid Phone Number Format is 33000000

Walid Fax Number Format is Xo000000(

Physician Last Name: |

[i] Submitter Number: Add Physician

Physicians Added

> | |Hamy Elm: 9387606543

il Physicians < | |[Peiph Beechnut 3356738231
Added:
3>
£<
Contractor Name: I .L]

(il Biling :T::;r [ AddContractor

At least one Contractor Name and associated Billing Provider Nurmber is reguired

ontractors Removed:

Contractors Added:

[i] contractors
Added:

> | |009071-Trailblazer - Mandand B: 0098765789
00902-Trailblazer - Delaware B: 44657606934
00903-Trailblazer - Distict of Columbia B: 112

<1 | _"

EDI OME: 0938-09

Justification for
Action;

M Cancel

* indicates a required field

Figure D 19: EDI Registration Form — Contractors Added/Removed Areas

If you want to add another Contractor, do the following:

Action:

Select the Contractor Name from the drop-down list in the Contractor Name

field as illustrated in Figure D 17.

Action:

Action:
number entry.

Enter the Billing Provider Number in the Billing Provider Number field.

Select the Add Contractor button to record each contractor and billing provider

The screen will refresh and this contractor will be added to the list in the Contractors

Added area.

Repeat this process for each contractor you want to add.

If you want to remove a contractor from the EDI Registration Form, do the following:

Action:
area.

Action:

Highlight the name of the contractor to be removed In the Contractors Added

Select the button with the left-facing arrow.
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The system will move the selected contractor to the Contractors Removed area to the left.

You can reverse the process and move the contractor back to the Contractors Added area
by highlighting the contractor’'s name and selecting the button with the right-facing arrow.

If you want to remove all the contractors in the Contractors Added area, select the
button with the double left-facing arrow.

You can reverse the process and move all the contractors back to the Contractors Added
area by selecting the button with the double right-facing arrow.

When you have finished adding or removing contractors, continue the registration process.

EDI Registration Form

1l Legal Billing ]chkwy Associates b
Mame:
Contact Name: ]Tupaz Hickory *
Email: [thickory@network.net #
[il Telephone: [301-301-3344  *  Ext: | Valid Phone Nurnber Format is 300000000
il Fax: ]301—]01—33&6 * Ext | Walid Fax Number Format is JOO00E000(
[i] Physician First o -
“silnid | Physician Last Name: |
i Physician NPI: [i] Submitter Number: Add Physician
Phiysicians Removed: Physicians Added
e S > | [Hamy Elm: 9987606543
il Physicians < | [Felph Beechnut 3356798231
Added;
>
<&
Contractor Name: ] _l.l
[l Biting :;m;'_ | Add Contractor | Af least one Contractor Name and associated Billing Provider MNumber is required
Confractors Removed Contractors Added:
m > | |00801-Trailblazer - Maryland B: 0096765765
1 Contractors < ||00902 Trailblazer - Delaware B: 4455768934
Addesd: = 00303-Trailblazer - Distict of Columbia B: 112
« |4l | =l

EDI OMB: 0938-0983 Effective date: B/06

Recquest this registration for ;I

Justificationfor 7% k. ‘

Action:

=+

*indicates a required field

Next | Cancel |

Figure D 20: HETS Ul Primary Security Official — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure D 20. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
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with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.

D 1.3.2 Backup Security Official

The backup Security Official is responsible for:

Note:

Approving IACS registration requests for certain User/Approvers, as an additional
approver. For more information on this item, see Section D 2.0, in this document.

During the absence of the primary Security Official, the backup Security Official is
responsible for:

- Keeping the lists of Physicians, Physician NPIs, and Contractors associated
with your provider up to date.

- Providing the proper Billing Provider NPI to new users (User/Providers and
User/Approvers) registering in IACS.

If you are ever required to assume the role of primary Security Official, you must call
the MEIC Help Desk and request that they change your status from backup to
primary Security Official. The help desk should also change the status of the
primary Security Official so that he or she can no longer act as Security Official while
you are acting in that role.

When the former primary Security Official is ready to reassume the duties of that
role, you must call the MEIC Help Desk and request that they change your statuses
again.

The MEIC Help Desk phone number is 1-866-440-3805. They can also be contacted
by email at MCARE@cms.hhs.gov.

Note: There should only be one Security Official for your provider organization at any

time.
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IACS will identify you as the backup Security Official, after it checks against the Billing
Provider NPI you enter.

The screen will refresh and display an EDI Registration Form that has already been
completed by the primary Security Official. You cannot modify the information on this EDI
Registration Form.

This is illustrated in Figure D 21.

Role: | Security Official = | *

A Primary Security Official with Billing Provider NPI: 4565545655 already exists. The EDI Registration information is populated below and cannot be modified

(] Billing P'“":':I'_ 4565645656 7 If a Security Official with the same NP already exists, the EDI Registration details may not be modified.

Provider Type: | zl 2
LLRACEID.

EDI Registration Form

(3] Lega Biling [Hickory Associates *
Name:

Contact Name: [Topaz Hickory @
E-mail: [thickory@network.net "

[il Telephone: [301-301-3344  *  Ext: |

GlFax: [301301-3366 = Ext: |
il pPhysicians  Harry Elm: 3987608543
Added: Ralph Beechnut 3356788231

00901-Trailblazer - Maryland B: 0098785789
00802-Trailblazer - Delaware B: 4465768934
00903-Trailblazer - District of Columbia B: 1127461278

EDI OME: 0938-0983 Effective date: 8/06

[i] Contractors
Added:

Justification for
Action:
* indicates a required field
Next | Cancel
OME: 0938-0988 Effective date:

5/08

Figure D 21: HETS Ul Backup Security Official Screen with Completed EDI Registration Form

Continue with your registration as illustrated in Figure D 22.
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Role: |Security Official v | *
A Primary Security Official with Billing Provider MPI: 4565545655 already exists. The EDI| Registration information is populated below and cannot be modified.

il giling P’Wrslr_ 4565545655 " If & Security Official with the same MPI alreacly exists, the EDI Registration details may not be modified

Provider Type: |Mu\tl—Spemalhf’ Clinic or Group Practice ZI \
(£ RACF ID: \ Select your
EDI Registration Form i
9 Enter a Provider Type

[i] Legal Billing
Moo [Hickory Assotiates RACF ID

Contact Name: [Topaz Hickory

E-mail: [thickory@network.net "

[ Telephone: [301-301-3344  *  Ext: |

AlFax: [3013013368  *  Ext |

il physicians  Harry Elm: 9987606543
Added: Ralph Beechnut 3356798231

- 00901-Trailblazer - Mandand B: 0098765789
& CoMTaO"S 00802 Trailblazer - Delaviare B: 4465760934
©  00803-Trailblazer - District of Calumbia B: 1127461278

EDI OME: 0938-0983 Effective date: 8/06

Justification for
Action:
*indicates a required field
Next [ Cancel
OME: 0538-0888 Effective date

5/08

Figure D 22: HETS Ul Backup Security Official — Provider Type Drop-down List and RACF ID Field

Action:  Select the Provider Type from the drop-down list in the Provider Type field.
Action:  Enter your RACF ID in the RACF ID field, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete your IACS new user
registration and your role requires that you have one, the system will automatically
assign you a RACF ID once your request is approved.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you register for
IACS. The IACS system enforces this rule based on your Social Security Number, SSN.

Once you've been approved as an IACS user, your RACF and IACS passwords will
automatically be synchronized, as long as you use IACS for all future password changes.

Changing your RACF password via EUA will NOT cause synchronization with IACS to
occur.
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Access Request

User Type: HETS Ul

Role: iSscumyOfﬁmal -I X

A Primary Security Official with Billing Provider NPI: 4565545655 already exists. The EDI Registration information is populated below and cannot be modified

[i] gilling PiW:::_ [1565545685  *  If & Security Official with the same NP1 already exists, the EDI Registration details may not be modified
Provider Type: |Multi-Specialty Clinie or Group Practice ==
[i] RACF ID: ]

EDI Registration Form

[i] Legal Billing

Hickory As il ji2

Mame: i ickory Associales

Contact Name: iTupaz Hickory +
Email: [thickory@network.net *

[l Telephone: [301-301-3344 *  Ext |

ilrax 013013386 ¢ Exe |
il Physicians  Harry Elm: 8987606543
Added: Ralph Beechnut 3356798231

00801-Trailblazer - Maryland B: 0098785789
00802-Trailblazer - Delaware B: 4465768934
DOB03-Trailblazer - District of Calumbia B: 1127461278

EDI OME: 0838-0983 Effective date: 8/06

[i] Contractors
Added:

Require this access for work. j

Justification for 4_
Action:
;l *
*indicates a required field
Next| Cancel |
: Effective date;
OME: 0838-0989 508

Figure D 23: HETS Ul Backup Security Official — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure D 23. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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D14 MEIC Help Desk Role

When you select the role of MEIC Help Desk, the screen will refresh and a RACF ID field
and Justification for Action field will display as illustrated in Figure D 24.

The MEIC Help Desk is responsible for:

e Approving IACS registration requests for certain User/Approvers and Security
Officials, as described in Section D 2.0, in this document.

e Maintaining the status of an organization’s primary and backup Security Officials to
ensure that there is only one active primary Security Official, at any time.

e Validating and/or correcting invalid information provided by Security Officials during
registration.

¢ Identifying small organizations, that is, providers with less than ten personnel.
¢ Revoking and Restoring access privileges for HETS Ul registrants.

e Producing specified reports.

Access Request
User Type: HETS UI
Role: [WEIC Helpdesk =] *
aracrin: |
Justification for
Action:
* indicates a required field
Mext|  Cancel |
: Effective date;
OME: 0838-0988 =

Gl
Figure D 24: MEIC Help Desk — Data Entry Fields

Action:  Select the MEIC Helpdesk role from the drop-down list in the Role field.
Action:  Enter your RACF ID in the RACF ID field, if you have one.

Note: The RACF ID should be entered in all UPPER case characters. If you have forgotten
your RACF ID, STOP and call your Help Desk to obtain your RACF ID information.

If you do not have a RACF ID at the time you complete your IACS new user
registration and your role requires that you have one, the system will automatically
assign you a RACF ID once your request is approved.

Attention Existing CMS System Users: If you have already been assigned a RACF ID to
access CMS systems, for example, HPMS, you must enter this ID when you
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register for IACS. The IACS system enforces this rule based on your Social
Security Number, SSN.

Once you've been approved as an IACS user, your RACF and IACS passwords
will automatically be synchronized, as long as you use IACS for all future
password changes.

Changing your RACF password via EUA will NOT cause synchronization with
IACS to occur.

Access Request

User Type:  HETS Ul

Role: |MEIC Helpdesk = | *

[i] RACF ID:
Require this access for work. |
Justification for ‘
Action:
LI %
\ * indicates a required field
OME: 0938-0589 (Bt i

Figure D 25: MEIC Help Desk — Justification for Action Field

Action:  Enter a brief justification statement for your request in the Justification for Action
field that is illustrated in Figure D 25. This field must include the reason you are
requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

When you select the Next button, the system will validate the data you have entered in each
of the fields on the New User Registration screen. If there is any invalid data or there are
any required fields not filled in, the system will redisplay the New User Registration screen
with a warning message at the top of the screen informing you what data needs to be
corrected or of required fields that still need to be addressed.

When the data in all fields is valid and all required fields have been completed, the system
will display a Review Registration Details screen in which you can review the information
you entered in the New User Registration screen.

Go to the Completing Your New User Registration section in the IACS User Guide Main
Body, for an example of the Review Registration Details screen. This section also
explains how to complete the IACS new user registration process.
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D 2.0 HETS Ul Approval Processes

D 2.1 Typical Approval Process

After the IACS registration process is completed as described in the Completing Your New
User Registration section in the IACS User Guide Main Body, your registration request is
submitted for approval.

For all HETS Ul roles, the actual approver will depend on the role selected and the
requester’s organization.

The approval process illustrated in Figure D 26 represents the typical approval process for
larger provider organizations in which there are sufficient personnel for the role of
User/Approver, or EPOC, to be a viable role.

Approves

Approves Approves Approves
CMS MEIC Help EPOC » End User

Security
Authorizer Desk " Official

Figure D 26: Typical HETS Ul Approval Process

In the typical approval process, a CMS Authorizer will approve the MEIC Help Desk user.
After the MEIC Help Desk user is approved, he or she has the authority to approve HETS Ul
users at all other levels.

The MEIC Help Desk is the only approval authority of the Security Official. The Security
Official approves User/Approvers, or EPOCS, who in turn, approve User/Providers, or
End Users.

D 2.2 Special Approval Process

In smaller provider organizations, with fewer than ten personnel, in which the
User/Approver, or EPOC, role is not a viable role, a special approval process is followed.
This special approval process is illustrated in Figure D 27.
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CMS
Authorizer

Approves

MEIC Help
Desk

Approves

Approves

End User

Security
Official

Figure D 27: Special Approval Process

The MEIC Help Desk approves the Security Official.

The MEIC Help Desk approves User/Providers, or End Users.

The Security Official, in this special approval process, has no approval authority, since

their role only has approval authority for User/Approvers, or EPOCs.

Note: All provider organizations must have a Security Official within the organization, no
matter how few individuals work there.
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D 3.0 Modify Account Profile

You may need to modify your IACS account profile to request a role in another IACS
integrated CMS Application or CMS User Community. All HETS Ul users can request these
modifications.

However, only primary Security Officials can directly modify information provided in the EDI
Registration Form.

o All other HETS Ul users must contact the MEIC Help Desk to make changes to
their HETS Ul related account profile information.

Note: The Help Desk phone number is 1-866-440-3805. Their Fax number is 1-615-
238-0822 and their email address is: mcare@cms.hhs.gov.

For primary Security Officials, modifying their account profile information can involve:
e Adding physicians or contractors to their current lists.
e Removing physicians or contractors from their current lists.

¢ Changing information on the EDI Registration Form such as contact names and
telephone numbers.

For all HETS Ul users, modifying their account profile information can involve:
e Requesting access to a CMS application integrated with IACS.

¢ Requesting a role in a CMS User Community integrated with IACS.

The following steps and screens show you how to access your profile account in IACS to
make desired modifications.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure D 28.
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2 www.hhs.gov.

artment of Health & Human Services

CA7S/ Centers for Medicare S Medicaid Services

Portal Home |CMS |FAQs | Feedback |Help = Email

o kR sk Rk R U RINTING o o sk ek sk ek sk ok ok

Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United
States Code, Section 1030, fraud and related activity in connection with computers.,

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch {5 CFR 2635.704) do not permit the use of
government property, including computers, for other than autharized purposes, In addition, users must adhere to CMS
Information Security Policies, Standards, and Procedures,

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to
any and all monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Managerment Act (FISMa) of 2002 requires that the local system used to access CMS
Computer Systems has up to date operating system patches and is running anti-virus software.

Aok ko kA ko REMINDER %% # kbbb ok ook ok oo

Sensitive Information
Do not file sensitive information (e.g., information concerning an individual) in electronic files in a way that allows
unauthorized persons to access the information,

Retention Of Records

Documents that you create electronically, including electronig mail, may be governed by the Federal Records Act (Title 44
United States Code 2314) just as hard-copy records can bgf, Do not destroy electronic records that are subject to the
Act except pursuant to an approved records disposition edule.

Enter CMS Applications Portal | Leawve |

Figure D 28: CMS Applications Portal WARNING/REMINDER Screen

Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.

If you do not want to proceed any further and you want to exit, select the Leave button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure D 29.
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C U5 . Department of Health &Human Services £ www.hhs.gov

CATS,

Centers for Medicare & Medicaid Services

CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centers\for Medicare & Medicaid Services (CMS). CMS is a Federal

agency within the U.S. Department of Health and Human Services. To learn more about CMS, visit the CMS
Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems
related to Medicare Advantage, Prescription Drug, and other CMS programs. This portal is in its initial
implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

+ Account Management - Registration and user management services required to access applications within

CMS' Applications Portal

-

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the
Medicare Prescription Drug Plans

.

Providers - Providers that participate in the Medicare program such as Hospitals and Physicians
« Data Services - Data Services for internal CMS users

Department of Health & Hurnan Services | Medicare.gov | Firstgov.gov
Email Updates |Privacy Policy |Freedom of Information Act
Centers for Medicare 8 Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure D 29: CMS Applications Portal Introduction Screen

Action: Select Account Management hyperlink in the menu bar toward the top of the
screen.

The Account Management screen will display as illustrated in Figure D 30.

Hyperlinks on this screen will allow users to access IACS registration, login functions, the
Forgot Your User ID? functionality, and the IACS Community Administration Interface.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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ww.hhs.gov

Portal Home | CMS | FAQs | Feedback | Help LgEmail

Introduction | Account Management ‘ Plans | Providers

Account Management

CMS has established a single system to provide user registration and user account self-service capabilities. The links below will launch the registration application for new
users to requestdccess to the applications offered within the CMS Applications Portal and the self-service application for registered users.

Registration - Apply for a CMS computer services account
» My Profile - Manage your CMS computer services account

* Computer Based Training (CBT) For Account Management

* Eorgot Your User ID?

* IACS Community Administration Interface - For assisted user accounts management functions

Help Resources

-Provider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TTY/TDD at 1-866-523-4759 (Monday -
Friday 7am-7pm EST) or via email at EUSSupport@cgi.com

-Medicare providers participating in the HETS UI pilot should direct questions to the MCARE help desk at 1-866-440-3805 (phone), 1-615-238-0822 (fax) or via email
mcare@cms.hhs.gov

-Participants in the Post Acute Care Payment Reform Demonstration may direct questions and concerns related to the CARE application and the PAC-PRD demonstration to
the RTI helpdesk by emailing help@pacdemo.rti.org or by calling 1-866-412-1510.

-Health Plans should direct questions or concerns to MMAHelp desk at 1-800-927-8069 or via email at mmahelp@cms.hhs.gov

-Suppliers for the Competitive Bidding Program should direct questions or concerns to the Competitive Bidding Implementation Contractor at 1-877-577-5331 (Phone) or via
e-mail CBIC.admin@palmettogba.com

I3

Figure D 30: Account Management Screen
Action:  Select the My Profile hyperlink.

The Login to IACS screen will display as illustrated in Figure D 31.
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U5, Department of Health & Human Services £ www.hhs.gov

CMTS/ (Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CM3 Computer Systems has up to date operating system patches
and is running anti-virus software.

‘You must have an IACS User ID and Password to login.
Ifthis is your first time logging in, please use the User ID and the cne-time password that was e-mailed to you by IACE.

Effective September 29, 2008, your password will be set to expire every sixty days. In the event your password does expire, you will be prompted to change your password. For further
assistance, contact your CMS help desk.

Enter your User ID and Passwaord, and then click Login. If you can't remember your password, click Forgot Your Password?

UserlD I

Fassword I

Login | Forgot Your Password? |

—

Figure D 31: Login to IACS Screen

Action:  Enter your User ID.
Action:  Enter your Password.
Action:  Select the Login button.

The My Profile screen will be displayed as shown in Figure D 32.

~. U5 Department of Health & Human Services £ www.hhs.gov.

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, DBER93? . Please select one of these options:

» Modify Account Profile
» Change Answers fo Authentication Questions
* Change Password

Logout Logged in as: DBER937

Figure D 32: My Profile Screen — Modify Account Profile Hyperlink

Action:  Select the Modify Account Profile hyperlink.
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The Modify Account Profile screen will display. Selected User Information fields will be
filled in with information you previously provided during the registration process, however,
the information in these fields cannot be changed. Also, the SSN field is not displayed.

Sample User Information fields in a Modify Account Profile screen are illustrated in Figure
D 33.

In the Access Request portion of the Modify Account Profile screen a Select Action field
and a View My Access Profile table display. Both are illustrated in Figure D 35: The View
My Access Profile table contains the following information:

o Community/Application: Role — Displays your current applications or communities
and your role within each application or community.

e Profile Summary — Displays a summary of your IACS account profile.

o Possible Actions — Displays a listing of possible actions that you can take based on
each of your approved roles.

Note: If you have a role in more than one application or community, each application or
community will display in a separate row in the table.

" U5 Department of Health & Human Services £ www.hhs.gov

C7s,

Centers for Medicare & Medicaid Services PR TS

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

User Information

First Name; ]Tupaz LA Last Name: |Hickory

[i] E-mail Address:  [thickory@network.net

HOMce 1303013333

Telephone:

[i] Company Name: [Hickory Associates il Company Telephone: [301-301-3344
[i] address 1: [13133 N Wiliams Address 2: |
ciy: [Faint StatefTerritory: [MD Zip Code: 759711

Access Reques
: | view My Access Profile v

Community/Application : Role  Profile Summany Paossible Actions

View My Access b Billing Provider NPl 4565545655 As a Security Officlal:
Profile:  HETS Ul: Security Official Provider Type: Multi-Specialty Clinic or Group Practice © Approve appropriate access ragquasts

Cancel

Figure D 33: HETS Ul Security Official — Modify Account Profile Screen

The Select Action field provides a drop-down list of actions you can take when modifying
your account profile. This list is illustrated in Figure D 34.
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The default view is View My Access Profile.
The Select Action field drop-down list provides the following actions for you to select from:

e Modify HETS Ul Profile — Allows a HETS Ul primary Security Official to modify his
or her HETS Ul account profile. Select this option if you want to add or remove
physicians or contractors from the profile or change other organization information.
For users in other HETS Ul roles, selecting this option will allow you to view
information about your role and organization. You cannot, however, make any
changes to your HETS Ul account profile. If this is the action you want to take, go to
Section D 3.1.

e Add Application — This option is available to all HETS Ul users and allows you to
select an application to which you want to request access. You can only request
access to one application at a time. Select this option if you want to request access
to applications other than HETS UI. If this is the action you want to take, go to
Section D 3.2.

e Add Community — This option is available to all HETS Ul users and allows you to
select a CMS Community to which you want to request access. You can only
request access to one community role at a time. If this is the action you want to take,
go to Section D 3.3.

o View My Access Profile — This option is available to all HETS Ul users and allows
you to view your existing IACS profile with all roles and provides a brief summary of
entities specific to each role. If this is the action you want to take, go to Section D
3.4.

Access Request

i select Action : [View My Access Profile = |

Modify HETS Ul Profile
Add Application
Add ¢ it

Vi . Profile Summarny Possible Actions
View My Access Billing Provider NPI: 4565545655 Ag a Securlty Officlal:
Profile: | Hi |5 Ul Securty Officia Provider Type: Multi-Specialty Clinic or Group Practice =~ © Approve appropriate access requests

Cancel

Figure D 34: Modify Account Profile — Select Action Drop-down List
Action:  Select the Action you want to take.

D 3.1 Modify HETS Ul Profile

When you select the action of Modify HETS Ul Profile and your role is that of HETS Ul
Security Official the screen will refresh and you will be presented with a screen similar to
the example shown in Figure D 35.

In the Access Request portion of the screen, the small table showing your current
application and role is no longer displayed. Your user type, role, Billing Provider NPI
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number, provider type, and RACF ID, if you have one, are displayed but cannot be
modified.

The fields of the EDI Registration Form are displayed and contain the information you
entered during your new user registration process. These fields can be modified, and you
may add or delete physicians and/or contractors.

You can change the Legal Billing Name, Contact Name, Email address, Telephone number,
and Fax number.

Access Request

[i] select Action : |r.-l-3clif;.-'HETS Ul Prafile vl

Type of Userr HETS UI
Role:  Security Official

Billing Provider 2RE425
NEL: 0987554321

Provider Type:  Billing Service
RACF ID:
EDI Registration Form

[i] Legal Billing

IHickDr\/ Associates
Hame:

Contact Name: ]Tu paz Hickory

E-mail: Ilhltkuw@nelwurk net -
il Telephone: [301-301-3344  *  Ext: | Valid Phone Number Format is 30030000
[ Fax: [301-301-3366  *  Extc | Valid Fax Nurnber Farmat is 3600000
[i] Physician First . )
Name: I Physician Last Name: |
[i] Physician NPI: [i] Submitter Number: Add Physician
Physicians Removed Physicians Added
] . 5 | [Hemy Eim 9387608543
Tl Physicians < | |[Retph Beechnur 3356798231
Added:

>
£<

Contractor Information

Contractor Name: I zl
(i Billing ::."“‘:::';'_ Add Contractor Al least one Contractor and associated Billing Provider Murnber is required in your profile.
Contractors Removed: Confractors Added:
_ 5 | |008071-Trailblazer - Maryland B: 0096765783
[i] Contractors < | [00902-Trailblazer - Deleware B: 4465766934
Added: = 00903-Trailblazer - Distict of Columbia B: 112
<« | [
EDI OME: 0938-0983 Effective date: 8/06
Justification for
Action:
LI -

Figure D 35: HETS Ul Primary Security Official: Modify HES Ul Profile Screen

Action:  If necessary, change the Legal Billing Name of the Organization in the Legal
Billing Name field.

Action:  If necessary, change the Contact Name of an authorized contact person at this
Organization in the Contact Name field.

Action:  If necessary, change the business Email address of this contact person in the
Email field.
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Action:  If necessary, change the Telephone number of this contact person in the
Telephone field.

Action: If necessary, change the Fax number of the Organization in the Fax field.

Note: To add a Physician, do the following:

Action:  Enter the Physician’s First Name in the Physician First Name field.
Action:  Enter the Physician’s Last Name in the Physician Last Name field.
Action:  Enter the Physician’s NPl Number in the Physician NPI field.

Action:  Enter the Physician’s Submitter Number in the Submitter Number field, if
applicable.

Action:  Select the Add Physician button to record your entry.

The physician will be added to the list in the Physicians Added area. Repeat the above
process to add additional physicians.

Note: Toremove a physician, do the following:

Action:  Highlight the name of the physician to be removed In the Physicians Added
area.

Action:  Select the button with the left-facing arrow.

The system will move the selected physician to the Physicians Removed area to the left.

You can reverse the process and move the physician back to the Physicians Added area
by highlighting the physician’s name and selecting the button with the right-facing arrow.

If you want to remove all the physicians in the Physicians Added area, select the button
with the double left-facing arrow.

You can reverse the process and move all the physicians back to the Physicians Added
area by selecting the button with the double right-facing arrow.

If you want to add a Contractor, do the following:
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Action:  Select the Contractor Name from the drop-down list in the Contractor Name
field.

Action:  Enter the Billing Provider Number in the Billing Provider Number field.

Action:  Select the Add Contractor button to record each contractor and billing provider
number entry.

The contractor will be added to the list in the Contractors Added box. Repeat the above
process to add additional contractors.

If you want to remove a contractor, do the following:

Action:  Highlight the name of the contractor to be removed In the Contractors Added
area.

Note: The EDI Registration Form must contain at least one Contractor Name and Billing
Provider Number.

Action:  Select the button with the left-facing arrow.
The system will move the selected contractor to the Contractors Removed area to the left.

You can reverse the process and move the contractor back to the Contractors Added area
by highlighting the contractor’s name and selecting the button with the right-facing arrow.

If you want to remove all the contractors in the Contractors Added area, select the
button with the double left-facing arrow.

You can reverse the process and move all the contractors back to the Contractors Added
area by selecting the button with the double right-facing arrow.

When you have finished adding or removing contractors, continue the modify account profile
process.

Action:  Enter a brief justification statement for your request in the Justification for Action
field. This field must list the changes you made to your account profile and the
reason you are requesting them.

Note: No approval processing is required if the only maodification you made to your profile
was to remove physicians and/or contractors.

Action:  Select the Next button when you have completed entering your justification
statement.
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When you select the Next button, the system will display the Modify Request Confirmation
screen as illustrated in Figure D 36.

U.5. Department of Health & Human Services

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modify Request Confirmation

You made changes to your profile.

To submit your request please click Submit bution.
Ifyou want to edit vour changes please click Edit Button.
If you want to cancel the changes, which you made please click Cancel button

submit | Edit| Cancel |

OMB: 0932-0989

Figure D 36: Modify Request Confirmation Screen

Action:  Select the Submit button to submit your maodification request.

Note: Your modifications will not be completed unless the Submit button is selected.

To return and edit your changes, select the Edit button.

e If you select the Cancel button, your request will be cancelled and any modifications

you entered will be lost. A screen indicating this will be displayed.

When you select the Submit button, a Modification Request Acknowledgement screen
will display as illustrated in Figure D 37.
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of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Modification Request Acknowledgement
Thank you for your request to modify registration. -
The tracking number for your request is: REQ-1214411452843 - Print

Please use this numberin all correspondences concerning this request.
You will be notified via e-mail once your request has been processed.

Contact your Help Desk if you need further assistance
Your Help Desk contactinformation is listed in the "Help Resources” portion
ofthe Account Management page in the CHS Applications Portal.

o]

= Effective date:
ONMB: 0938-0989 5106

RS,

Figure D 37: Modify Request Acknowledgement Screen

The Modify Request Acknowledgement screen indicates your request has been
successfully submitted and provides a tracking number for your request. Record this
tracking number and use it if you have questions about the status of your request.

Note: You can print the information contained on the screen by selecting the Print icon.

Action: Select the OK button to complete the Modify Account Profile process.

The Modify Request Acknowledgement screen will close and the system will return you to
the My Profile screen.

D 3.1.1After Account Profile Modification

You will be sent an email confirming that IACS has received your request and providing you
with a Request Number. You should use this request number if you contact your Help Desk
regarding your request.

If an email notification is not received within 24 hours after you modify your profile, please
contact your Help Desk.

If your Role is that of HETS Ul User/Approver, HETS Ul User/Provider, or MEIC Help
Desk there are no specifics for you to change using the Modify HETS Ul Profile function.
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If you select the Modify HETS Ul Profile action, screen will refresh and display your user
type, role, Billing Provider NPI number, provider type, and your RACF ID, if you have one.
This information cannot be modified.

No action can be taken for these roles in the Modify HETS Ul Profile functionality.

D 3.2 Add Application

When you select the Add Application action, the screen will refresh and you will be
presented with a screen similar to the one illustrated in Figure D 38. This action will allow
you to request access to other CMS applications integrated with IACS.

In the Access Request portion of the screen, the View My Access Profile table showing
your current applications and roles is no longer displayed.

A new field is displayed entitled Select Application along with the Justification for Action
field.

Note: This functionality is the same for all HETS Ul roles.

Access Request

i] Select Action: |Add Application ]

Select Application: | Select Application | *

Justification for
Action:

Mext | Cancel |

Figure D 38: Modify HETS Ul Profile — Add Application

The Select Application field has a drop-down list of the other CMS applications integrated
with IACS as illustrated in Figure D 39.

Note: Your current applications would not be listed because you may only have one role in
an application.
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Access Request

il Select Action: | Add Application -]

ation LI *

Select Application : | Select Applic

iB cation
tAmA-POPDRICC

CHOCER
coB ;]
Justification for
Action:
= -

Next| Cancel |

Figure D 39: Add Application — Select Application Drop-down List

Action:  Select the desired Application from the drop-down list.

Please refer to the procedures for requesting access to the various CMS applications, using

the Modify Account Profile option, which are provided in the following IACS Help Document
Attachments:

¢ Attachment A — MA/MA PD/PDP/CC — Medicare Advantage/Medicare Advantage
Prescription Drug/Prescription Drug Plan/Cost Contracts

o Attachment B — CBO/CSR — Community Based Organization/Customer Service
Representative

e Attachment C — COB - Coordination of Benefits — VDSA and COBA Organizations

D 3.3 Add Community

When you select the Add Community action, the screen will refresh and you will be
presented with a screen similar to the one illustrated in Figure D 40. This action will allow
you to request a role in a CMS User Community.

In the Access Request portion of the screen, the View My Access Profile table showing
your current applications and roles is no longer displayed.

A new field is displayed entitled Select Community along with the Justification for Action
field.
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Access Request

] Select Action: | Add Community ]

Select Community @ |Salect Community = | *

Justification for
Action:

MNext| Cancel |

Figure D 40: Modify HETS Ul Profile — Add Community

The Select Community field has a drop-down list containing the available CMS user
communities as illustrated in the example in Figure D 41.

Access Request

il Select Action : | Add Community =]

Select Community @ J Select Commun
i
Provider
FUIC: arrienhl AC

by

Justification for
Action:

Mext [ Cancel |

Figure D 41: Add Community — Select Community Drop-down List

Action:  Select the desired Community from the drop-down list.
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Please refer to the procedures for requesting access to the various CMS User Communities,
using the Modify Account Profile option, which are provided in the following IACS help
document attachments:

e Attachment E — DMEPOS Community — Durable Medical Equipment, Prosthetics,
Orthotics & Supplies (DMEPOS) Competitive Bidding System (DBidS) Community

e Attachment F — Provider/Supplier — Individual Practitioner

e Attachment G — Provider/Supplier and Fl/Carrier/MAC Communities

D 3.4 View My Access Profile

With the View My Access Profile action selected, the screen will look similar to the
example shown in Figure D 42. In the Access Request portion of the screen, a table
showing your current applications and roles is displayed. All of the applications and/or
community roles for which you are approved for access are listed in this table.

There are no actions for you to take if you select View My Access Profile.

Note: This is the default view that appears when the Modify Account Profile screen first
displays. If you then select the View My Access Profile action from the Select Action field,
the screen will not change.

Access Request

il Select Action: |View My Access Profile = |

Modify HETS Ul Profile
Add Application

ibie  Profile Summary Possible Actions
View My Access Billing Provider NPL: 4565545655 Az a Securlty Officlal:
Profile: | HE |5 Ul Secunty Othioia Provider Type: Multi-Specialty Clinic or Group Practice =~ © Approve appropriate access requests
Cancel

Figure D 42: View My Access Profile Table on Screen

However, if you have recently submitted a Modify Account Profile update request and the
request is still awaiting approval, a Pending Requests table will display immediately below
the Access Request label and contain all the requests you have submitted that are still
awaiting approval. This table is illustrated in Figure D 43.
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[i] pending
Requests:

Role

Type of Request
REQ-1186671700402-MCDIFY | UserTransmitter

Modify Application/Community

3] Select Action : iView My Access Profile = ¥

HETS UI: Security Official fion : Role Profile Summary Possible Actions
View My Access Billing Provider NP 4565545655
Profile : |HETS Ul Security Official

As a Security Officlal:
Provider Type: Multi-Specialty Clinic or Group Practice

O Approve appropriate access requests

Cancel |

Figure D 43: Pending Requests Table on Screen
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D 4.0 Loginto HETS Ul

Once you have been approved and provisioned in IACS, you will want to access the screens
for the plans you will be working on. When you login to IACS the system will verify your
identity and authorize you to access the desired plan. You will then be presented with the
opening screen for the plan you are accessing.

The following steps and screens show you how to access your desired plans through IACS.

Action: Browse to https://applications.cms.hhs.gov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure D 44.

1.5, Department of Health & Human Services 2 www.hhs.gov.

CAT5/ (Centers for Medicare & Medicaid Services

Portal Home |cMs | FAQs | Feedback | Help | = Email | & Print

sokskof s ek ook ok stk Rk gLE Y RINTINIG % sk ek sk s ek shof ok

Unauthorized Access
Unauthorized access ta this United States Government Computer System and software is prohibited by Title 18 United
States Code, Section 1020, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (S CFR 2635.704) do not permit the use of
government property, including computers, for other than authorized purposes. In addition, users must adhere to CMS
Information Security Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to
any and all monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS
Computer Systems has up to date operating system patches and is running anti-virus software.

ok sk ok ek ok sk ok s ek ko ok ko ek RE M TINIDIE IR F sk o sk ok sk b o ke sk o

Sensitive Information
Do not file sensitive information {e.g., inforrna_lt\on concerning an individual) in electronic files in a way that allows

unauthorized persons to access the information,

Retention Of Records
Documents that you create electronically, including electronig mail, may be governed by the Federal Records Act (Title 44
United States Code 3314) just as hard-copy records can bgf, Do not destroy electronic records that are subject to the
ACt except pursuant to an approved records disposition edule.

Enter CMS Applications Portal | Leave |

Figure D 44; CMS Applications Portal WARNING/REMINDER Screen

Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Application Portal button.

If you do not want to proceed any further and you want to exit, select the Leave button.
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The CMS Applications Portal Introduction screen will display as illustrated in Figure D 45.

C .5 Department of Health & Human Services £ www.hhs.gov

CATS,

Centers for Medicare & Medicaid Services

Portal _CMS | FAQS  Feedback  Help Email | & Print
Introduction | Account Management | Plans | Provid

CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centers for Medicare & Medjcaid Services (CMS). CMS is a Federal

agency within the U.S. Department of Health and Human Services. Ta learn more about CMS, visit the CMS
Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems
related to Medicare Advantage, Prescription Drug, and other CMS programs. This portal is in its initial
implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:

+ Account Management - Registration and user management services required to access applications within

CMS' Applications Portal

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the
Medicare Prescription Drug Plans

Providers - Providers that participate in the Medicare program such as Hospitals and Physicians
« Data Services - Data Services for internal CMS users

Department of Health & Hurnan Services | Medicare.gov | Firstgov.gov
Email Updates |Privacy Policy |Freedom of Information Act
Centers for Medicare 8 Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244

Figure D 45: CMS Applications Portal Introduction Screen

Action:  Select the Providers hyperlink in the menu bar toward the top of the screen.

The screen will change to the Providers screen as illustrated in Figure D 46.

Hyperlinks on this screen will allow users to access selected Provider items and the IACS
Community Administration Interface.

The bottom portion of the screen provides Help Resources with Help Desk contact
information and email hyperlinks.
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sartment of Health & Human Services £ www.hhs.gov

CATS/ (Centers for Medicare & Medicaid Services

Portal Home CMS | FAQs | Feedback |Help | = Email

Introduction | Account Management | Plans ‘ Providers

Providers

The following app% is available for Medicare health care providers:

» HETS U1 HIPAA Eligibility Transaction System User Interface. - This is a pilot with registration restricted to those organizations that are pre-approved.

» Provider Statistical & Reimbursement System (PS&R) application currently unavailable
"

1ACS Community Administration Interface - For assisted user accounts management functions

» HETS Provider GUI (HPG

* CARE - Continuity Assessment Record & Evaluation - Use of this application is restricted to pre-approved providers participating in the Medicare Post-Acute
Care Payment Reform Demonstration.

Help Resources

Please direct questions or concerns relating to the HETS Provider GUI (HPG) to the MCARE Help Desk at 1-866-324-7315 {phone), 1-615-235-0822 (FAX) or via email
mcare@cms.hhs.gov

Prowider Community users should direct questions or concerns to the External User Services (EUS) Help Desk at 1-866-484-8049, TT7/TDD at 1-866-523-4759 (Monday - Friday
Fam-7pm EST) or via email at EUSSupport@cgi.com

Participants in the Post Acute Care Payment Reform Dermonstration may direct questions and concerns related to the CARE application and the PAC-PRD dermonstration to the RTI
helpdesk by emailing help@pacdemo.rti.org or by calling 1-866-412-1510,

Departrment of Health & Hurnan Services | Medicare.qov | Firstgov.qov
Ernail Updates | Privacy Policy | Freedom of Information Act
Centrrs for Medicare & Medicaid Services. 7500 Seenrity Rnolevard Ralfirmare, MO 21244 ]

Figure D 46: Providers Screen

Action:  Select the HETS Ul HIPAA Eligibility Transaction System User Interface
hyperlink.

The Login to IACS screen will display as illustrated in Figure D 47.
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U'S. Department of Health & Human Services £ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Information Security Management Act (FISKA) of 2002 requires that the local system used to access CMS Computer Systems has up to date operating system patches
and is running anti-virus software.

You must have an [ACS User ID and Password to login.
Ifthis is your first time legging in, please use the User ID and the one-time passwaord that was e-mailed to you by [ACS.

Effective September 29, 2006, your password will be setto expire every sidy days. In the event your passward does expire, you will be prompted to change your passwaord. For further
assistance, contact your CMS help desk.

Enteryour User ID and Password, and then click Login. If you cant remember your passward, click Forgot Your Password?

UserlD I

Password |

Login | Forgot Your Password? |

—

Figure D 47: Login to IACS Screen

Action:  Enter your User ID.
Action:  Enter your Password.

Action:  Select the Login button.

Note: If you have forgotten your IACS password, select the Forgot Your Password?
button. Instructions on how to use this function are provided in the IACS User Guide
Main Body which can be found under General User Guides and Resources
at:www.cms.hhs.qov/IACS .

When you login with your IACS User ID and Password:
1. The IACS system will verify your identity

2. Notify your plan application software that you are authorized to access the
application

3. The application will then open the first screen for you to begin your work.

End of Attachment D
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