








IACS User Guide for Approvers

Note: If you do not process an access request (new user registration or account profile

Note:

modification) for an End User role within 12 calendar days of the request
submission, the request is automatically cancelled and the individual will receive an
email notification to this effect. The user will then have to resubmit the registration or
account profile modification request.

If you do not process an access request (new user registration or account profile
modification) for an Approver, MEIC Help Desk person, Security Official, or
Authorized Official within 24 calendar days of the request submission, the request
is automatically cancelled and the individual will receive an email notification to this
effect. The individual will then have to resubmit the registration or account profile
modification request.

4.2 Accessing IACS
The following steps and screens show you how to begin the approval process in IACS.

Action: Browse to https://applications.cms.hhs.qov on the CMS website.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure 15.
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Unauthorized Access
Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Code,
Section 1030, fraud and related activity in connection with computers.

Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (S CFR 26325.704) do not permit the use of government
property, incuding computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security
Policies, Standards, and Procedures,

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all
monitoring and recording of their activities.

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer
Systems has up to date operating system patches and is running anti-virus software.
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Sensitive Information
Do not file sensitive information (e.g., information concerning an individual) in electronic files in a way that allows unauthorized
persons to access the information.

Retention Of Records

Documents that vou create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States
Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an
approved records disposition schedule.

[ Enter CM3 Applications Fortal ] [ Leave ]

Figure 15: CMS Applications Portal WARNING/REMINDER Screen
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Numbers each of you will receive a request with both Contract Numbers in the
request.

IACS will update those requests with the actions you or the other approver take.
Some approval scenarios that could follow are:

Approval Scenario 1 — You approve or reject both Contract Numbers. The
request will be removed from the pending approval queues of both
approvers.

Approval Scenario 2 — You approve one Contract Number and take no action
on the other. That request will remain in both of your pending approvals
gueue awaiting action and your approval will be visible to both
approvers.

Approval Scenario 3 — You reject one Contract Number and take no action on
the other. That request will remain in both of your pending approvals
gueue awaiting action and your rejection will be visible to both
approvers.

The following steps and screens show you how to process your pending approvals if you are
an approver for the MA/MA-PD/PDP/CC or CBO/CSR applications.

When you have selected a Pending Approval item to work on, it will display in the
Application for Access to the CMS Computer Systems screen as illustrated in Figure 22.

The User Information and Required Access portions of the screen will display information
specific to the user and their access request. At the bottom of the screen, the type of
request is identified and the Contract Numbers or Call Centers to be approved for access
are displayed.

Note: This type of grouping will also be applied to CBO/CSR Call Center requests,
when multiple access requests by a user are combined on a single pending
approval for a specific approver.

The following request/approval grouping scenarios are possible, depending on the number
of Contracts the user requested and the number of those Contracts which you are
authorized to approve:

Request/Approval Scenario 1 — The user requested one Contract Number and
you are authorized to approve the requested Contract Number. Then,
only one Contract Number will appear on the list.

Request/Approval Scenario 2 — The user requested two or more Contract
Numbers and you are authorized to approve all the requested Contract
Numbers. Then, all requested Contract Numbers will appear on the list.
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Request/Approval Scenario 3 — The user requested two or more Contract
Numbers and you are authorized to approve only one requested Contract
Number. Then, only one Contract Number will appear on the list.

Request/Approval Scenario 4 — The user requested two or more Contract
Numbers and you are authorized to approve some of the requested
Contract Numbers. Then, only the Contract Numbers which you are
authorized to approve will appear on the list.

Request/Approval Scenario 5 — The user requested one or more Contract
Numbers and you are NOT authorized to approve any of the requested
Contract Numbers. Then, this request will not be displayed in your
Pending Approvals list and you don’t have an action to take.

After you have reviewed the requester’s information, you can make a determination as to

what actions you will take on this request. Be sure to double-check the information the user
has entered, before making your decision.

You can select the appropriate radio button to Approve, Reject, or Defer each Contract
Number in this grouped request.

Note: The default radio button selection when the screen displays is: Defer.

Figure 22: Pending Approval Screen: Grouped Iltems
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7.0 Helpful Hints

7.1

7.2

Registering in IACS

1. When entering your email address, please be very careful to type the correct email
address. If your email address is entered incorrectly, you will not receive your new
User ID and Password. This email address should be the business email address at
which you may be contacted. Do not use publicly available email services such as
Yahoo or Hotmail.

2. Once an approver completes his/her registration in IACS, the appropriate approver
will receive an email prompting them to approve the access request. Follow up with
your Approver, EPOC, or Supervisor to ensure this step is completed.

3. If you have not received an email with a confirmation of your request within 24 hours
of registration, please call your Help Desk. For help desk contact information, see
Section 7.2.

4. Do not respond to system-generated emails.

Help Desk Information
There are multiple Help Desks supporting IACS registrants where users can go to for help
with login or other questions.

Note: For an updated list of Help Desks and their contact information, refer to the Help
Resources portion of the Account Management screen on the CMS website.

The Help Desk associated with CARE is the RTI Help Desk. The phone number is 1-866-
412-1510. They can be contacted at help@pacdemo.rti.org .

The Help Desk associated with the DMEPOS Community is the Competitive Bid
Implementation Contractor, CBIC, Help Desk. The phone number is 1-877-577-5331.

The Help Desk associated with HETS Ul is the MCARE Help Desk. The phone number is 1-
866-440-3805. The Fax number is 1-615-238-0822. They can be contacted at
mcare@cms.hhs.gov.

The Help Desk associated with Medicare Advantage/Prescription Drug Plans is the MMA
Help Desk. The phone number is 1-800-927-8069. They can be contacted at
mmahelp@cms.hhs.qov.

The Help Desk associated with the Provider/Supplier Community is the External User
Services, EUS, Help Desk. The phone number is 1-866-484-8049. The TTY/TDD number
is 1-866-523-4759. Their email address is EUSSupport@cgi.com. Their hours of operation
are Monday-Friday 7am to 7pm Eastern Standard Time, EST.
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8.0 Acronyms

This section defines acronyms used in this document.

Acronym Definition
AO Authorized Official
BAO Backup Authorized Official
BSO Backup Security Official
CA Carrier
CARE Continuity Assessment Record and Evaluation
CBIC Competitive Bid Implementation Contractor
CBO Community Based Organization
CBSS Competitive Bidding Submission System
CC Cost Contracts
CMS Centers for Medicare & Medicaid Services
COB Coordination of Benefits
COBA Coordination of Benefits Agreement
CSR Customer Service Representative
DBidS DMEPOS Competitive Bidding System
DME Durable Medical Equipment
DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies
EIRS Eligibility Inquiry and Response System
EPOC External Point of Contact, Organizational IACS Approver
EST Eastern Standard Time
EUA End User Administration
EUS External User Services
FAQ Frequently Asked Questions
HETS Ul HIPAA Eligibility Transaction System User Interface
HIPAA Health Insurance Portability and Accountability Act
HPMS Health Plan Management System
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Acronym Definition
IACS Individuals Authorized Access to the CMS Computer Services
ID Identification
MA Medicare Advantage
MAC Medicare Administrative Contract
MA-PD Medicare Advantage — Prescription Drug
MARX Medicare Advantage Prescription Drug
MBD Medicare Beneficiary Database
MEIC Medicare Eligibility Integration Contractor
MMA Medicare Modernization Act
NPI National Provider Identity
NSC National Supplier Clearinghouse
PDP Prescription Drug Plan
RACF Resource Access Control Facility
RAPS Risk Adjustment Processing System
SO Security Official
SSA Social Security Administration
SSN Social Security Number
UGA User Group Administrator
ID User ID
VDSA Voluntary Data Sharing Agreement

End of IACS User Guide for Approvers
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