HTTP End User Screen Shots

Guidance Only

Some screens (i.e. mailbox) names will appear differently in
production mode. For example, Marx or Plan enroliment

mailboxes will be configured by Contract Number.

End User will only see mailboxes for which they have been
granted access.



2 Yahoo! - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help ?
@Back A \-) @ @ /;j "ﬁJ Search *Favarites @ 8* =t E <
= @ f— lw-..ﬁ
Favarites C »
Address btk franans, CMS WEB SITE ﬁ 1 Pavorites | v |4 Go  Links

Get vahoo! Toolbar with Anti-Spy -

Finance Music Travel M il My Tahaoo! Me=zz|haer

Select Search Categony: m Images | “ideno | Directary | Local | Mews | Shapping

PN

- Advanced

‘ Search the Web: | | _¥ahoo! Search | R

Yahoo! Search - “isit our home page: search. yahoo.com. Simple, clean, easy. Go there now.

,}*”J__.X Check your mail status: Sign In Free mail: Sign Up T—— ————
Autos Horoscopes Movies Feal Estate ] o
Chat HaotJobs M Wusic Shopping = Londan _hu:uml:nng suspect studied in LS.
Finance ids My Yahoo! Sports = Rehnguist says he'lll stay on Supreme Court
Sames hail Mews Travel = Support for bin Laden falls in Muslim countries
Sealities Maps Feople Search TV = Baghdad area mourns kids killed in blast
Sroups Messenger Fersonals Yellow Pages = Appeals court overturns ban on Canada beef
Health fohile Fhotos All Y1 Servicas... = YWarning issued about cancer drug mix-up
= 'Housewives' Emmy bid as comedy debated
= British Open - Tour de France - NHL - MLE
Mews - Popular - Sports - Stocks
Search Yahoo! Travel Guides:

|Enter a city name | Search | Weather and Traffic
Todav's Travel Neals Erter City ar .5, Zip Code 2

@ .. & Internet
1 - Enter WEB site provided by CMS

Internet — https://gis.cms.hhs.gov:3443/mailbox
Extranet — https:gis.cmsnet:3443/mailbox

2 — Click ‘GO’




Microsoft Internet Explorer EI

" AW AR NIMNGH W AR NIMNGH W AR MINGH*
LY

UMNAUTHORIZED ACCESS TO THIS COMPUTER. IS PROHIBITED BY LAWY (REFEREMCE
TITLE 15 U.5.C., SECTION 1030).

This is a Centers for Medicare & Medicaid Services (CM3) (Operating Division of the
Department of Health and Human Services) computer syskem, M3 compuker systems
are provided for the processing of Official .S, Government information. &l data
contained on CMS computer syskems is owned by the CMS and may, for the purpose of
protecting the rights and property of CM3, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by autharized
personnel, If wou are not authorized access to this syskem wou must immediately exik,
Federal, state, andfaor local laws may provide criminal penalties For any person illegally
accessing or using a Government owned or operated compuker syskem.

SECURITY REQUIREMEMTS FOR AUTHORIZED USERS of CMS' COMPUTER SYSTEMS
If wou are authorized access to a CMS compuker system, wou are subjeck to the
requirements of the Office of Information Services' Security Handbook, The Security
Handbook incorporates Article 35 of the 2004 CMS/AFGE Master Labor Agreement,
effective June 9, 2004, which governs bargaining unit employees,

THERE I3 MO RIGHT OF PRIVACY IM THIS S¥STEM, Swstem security personnel may give
ko laww enforcement officials any pokential evidence of crime found on CMS compuker
swskems,

SE OF THIS 3¥3TEM BY AMNY USER, AUTHORIZED OR UMALUTHORIZED, CONSTITUTES
COMSENT TO THIS MOMNITORING, INTERCEPTION, RECORDING, READIMG, COPYING
OR CAPTURING AND DISCLOSURE,

FEN AR MINGH* W ARNIMNGH W ARNING**

Review Warning Information, then click ‘OK’ button



Security Alert

"

i

|nformation wou exchange with thiz zite cannot be viewed or
changed by others. Howewer, there iz a problem with the zite's
secLrty certificate,

ﬂ The secunty certificate i from a trusted certifping autharity.

Certificate Example Only

ﬂ The secunty certificate date iz walid.

The name on the secunty certificate iz invalid or does not
match the name of the zite

Do wow want to proceed’?

ves || Mo

Click the ‘View Certificate’ button.



Certificate

General | Details | Certification Path

‘.e-u-\.@'h.
Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote compuker

Certificate Example Only

Issued ko: GBZEBE

Issued by: EZE

Yalid from &/25/2005 bo &f28/2007

e (instai Certficate ] [ Issuer Statement

o< |

Click ‘Install Certificate...” button



Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate krosk
lists, and certificate resocation lisks From wour disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation af wour identity and conkains information
used bo prokeck daka or to establish secure network:
connections, & certificate store is the system area where
cerkificates are kept,

To conkinue, click Mext,

]

nmse | Cancel

Click the ‘Next >’ botton




Certificate Import Wizard

Certificate Store
Zerkificate skores are syskem areas where certificates are kepk,

Windows can automatically select a certificate store, or wou can specify a location For

() Place all certificates in the Following store

1 — Verify that this option is selected, if not click in the circle.

2 - Click the ‘Next >" button



Certificate Import Wizard

Completing the Certificate Import
Wizard

You hawve successfully completed the Certificate Inmpork
wizard.,

You hawe specified the following setkings:

Zertificate Store Selected  Automatically determined by t
Zonkenk Zerkificate

Click the ‘Finish’ button



Certificate Import Wizard [E|

- | ,} The import was successful,

Click the ‘OK’ button



3 Login - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help

Q Back

'\___;J @ @ {;j ﬁﬁearch "-E?E‘Faw:urites @ E:_;_%' 'j;: K \_AJ

Address @ https:ifgis.cms. hhs.gov: 34435 mailbowxgjspflogin. jsp - G0 Links **
- w S
CINTIRY dor BTV o SO g] REFPCTS
File/ Transfer
dser ID
| h 1
Passwaord
| L e
3
A% A TN
b
@ Lone é ﬂ Inkernet

1 — Enter ‘Unique Identifier’
2 — Enter ‘Password’
3 - Click ‘Sign In’



A Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help #

oﬁack i 0 EJ @ @ pSearch *Favnrites @ @, tf_i\; x| D

address | @] hktps:{{ais.cms.hhs.gov: 3443 mailbox ispMBILagin w Go  Links *

CAA7TS

CENTERS for MEDICARE & MEDICAID SERVICES

2|
Iy Mailbox Search <
(¥) welcome TEST123 _
Search Options
Mailbox Search _ Mailbme | v| )
Mailbox Send T
Log Out Message Mame: | |
Refresh Mailboxes Message IO | |
Help
Creation Date:
From: 20050713 | (319 | |PM |
T 20050714 | (319 | |[PM v -
&) Done 8 % mtermet

‘Mailbox Search’ screen allows you to view files in mailboxes that are
defined to your Unique Identifier’



Malilbox View

Procedure to view all or individual mailboxes



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help #

Q- ©- A @ G| Pows ferwms @3- B & - [

Address @https:,l',l'gis.u:ms.hhs.gu:-v:3443,l'mai||:unx,l'jsp,l'MBILu:ugin b GD Links **

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

. - |
Search Options -
[IEnnnnnmmie
M ilkyos
(¥) Welcome TEST123 1
Message Mame: MDeadletter
TEST123
Mailbox Search Message 1D TEST12341M
Mailbox Send TEST123/0UT
Log Out Creation Date:
Refresh Mailboxes . =
From: 20050713 | [3:19 | |PM v
Help
Too ope07-14 | (319 PM v
> 2
~
2l B mternet

To View ‘All’ mailboxes accessible with your ID

1 - Click ‘All’ from the mailbox drop down list
2 — Click the ‘GO!" button



) Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help #

eﬁa‘k i O B @ @ pSearch *Favnrites @ @, tf_f;g =) D

fddress @https:,|',|'gis.cms.hhs.gu:uv:3443,l'maill:unx,l'j5p,l'ME=ILngin w | = Go Links **

CENTERS for MEDICARE & MEDICAID SERVICES

[Ny Mailbox Search Results

(¥) welcome TEST123

Extract Message Hame Created Mailbox Extact Policy
T By g TEST OB DATA B a1 2005-07-14 21:03:56.0 |24 TEST1230UT  [Caount
Muilbox Send g TEST OB DATA B 45 2005-07-14 16:25:46.0 |28 TEST1 230M Count
PRSI lterns 1 - 2 of 2

Refresh Mailboxes
[terns per page: 5 10 25 506 100

i| 11T ] i|

@ Done | [ | [ | é ﬂ Internet

‘All’ mailbox view



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘Wiew Favorites  Tools  Help #

Q- OB B G P ereons @3- & B - J

Address | @] hetps:{igis.cms.hhs.gov: 3443 mailbazjsp/MEILogin v GD Links **

& A

CENTERS for MEDYCARE & MEDVCAID SERVICES

. |
Search Options y
LU
Mailbo | TEST123AM v
(®) Welcome TEST123 {an
Message Name: fDeadlLetter
Mailbox Search Mes=age ID: AESTZ 1
Mailbox Send MEST1Z30UT
Log Out Creation Date:
Refresh Mailboxes ) =
s From: pogsa71a | [31s | [PMv] <G 2
o [oosoras | 319 | [PM v <G 3
<= Y
v
B @ nternet

To view data ‘Inbound’ to your ‘Mailbox’

1 — Select mailbox ‘/Unique Identifier/IN’
2 — Select desired beginning date

3 — Select desired ending date

4 — Click the ‘OK’ button



<3 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help #

OBack i O @ @ @ ,O Search *Favurites @ @v tf_;g x| D

Address @https:,l',l'gis.u:ms.hhs.gu:w:3443,l'maill:uu:ux,l'jsp,l'MEiILu:ugin W GD Links *

& A

CENTERS for MEDICARE & MEDICAID SERVICES

[nnmmey- Mailbox Search Results

(¥) welcome TEST123
Extract Mes=age Name Size Mailbox Extact Policy

% TEST OB DATAB 45 2005-07-14 16:25:46.0 (25 TEST1 230N Count

Mailbox Search

Mailbox Send [te 1-10of1

Log Out
[ter per page: 5 125 50 100
Refresh Mailboxes

4 3 2 1

£ | 11l] ] l|
@ Done | | | | | é ﬂ Inkernet

1 — Current ‘MailboX’ (inbound) 3 —‘Message Name’ (filename)
2 — Message ‘ID’ 4 — ‘Extract’ (download) button



Recelve Inbound Data

Procedure to extract data inbound to your
Mailbox Identifier



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘Wwiew Fawvorites Tools  Help

Peack - () Ia @ @ pSearch *Favnrites & @v ,,{} & -

Address @ htkps: ) fgis.cms, hhs, goy: 3443 mailboc: jspMEILogin

CENTERS for MEDICARE & MEDICAID SERVICES

[Ty Mailbox Search Results

(%) welcome TEST123

Extract Message Name Created Size Mailbox
Mailbox Search lg_g' TEST OB DATA 45 20058-07-1416:25:46.0 |25 TEST1230M
Mailbox Send lte 1-1af1
Log Out

[ter perpage: 51 50 100
Refresh Mailboxes

2 1

< Il |

& 8 @ mtermet

1 — Locate desired ‘Message Name’ (filename)
2 - Move Arrow over object in ‘Extract’ box
until it becomes a a pointing hand, then click.




File Download

Do you want to open or save thiz file?

Marne: TEST OB DATA, Exk
Type: Text Document, 25 bytes

From: gis.cms. bhs.goy

Do ] |

YWehile files from the [ntermet can be uzeful, zome filez can patentially
harm your computer. [F pouw do not tust the source, do not open or
save this file. What s the ngkY

Click ‘Save’ button to download data



My Recent
Documents

—

[

Desktop

i,

My Documents

8

tdw Cormputer

./

ey Metwark:,

I CMS Inbound Data  ~<G— 1

Qo

il

Marme Size | Twpe

Date Maodified

File name: TEST B DATA, <=

Save

Save as type: Text Document

Cancel

1 — Select desired location
2 — Enter desired filename
3 —Click ‘Save’




Download complete

Diowwnload Complete

Saved:
TEST OB DATA.Exk From gis.cms. hhs, gow

Diownloaded: 25 bvkes in 1 sec
Diowwnload ko C:\Documents and .. ATEST IE DATA, Exk
Transfer rate; 25 bytes/Sec

] l Open Falder ] [ Cloze

‘SuccessfUl Download Ngessage’
Chose desired option

Open — This will open file using software that edits .TXT files
Open Folder — This will display file in folder that it was placed
Close — This will close the Download box



Sending Data to CMS

Procedure for sending data to CMS



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help

Q- ©- A @ G| Pows ferwms @3- B & - [

Address @ https: figis.cms. hhs. gov: 3443 mailboxg jsp/MEBILogin

v Go  Links *

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

ITTRANEER Wi "l Uil Wil

|
LLLTLLLLELELEREEHETET T g

Search Options

(¥) Welcome TEST123

hfailb o |_ w |

Message Mame: | |

Mailbox Search

Log Out Message ID: | | =
Refresh Mailboxes
Help Creation Date:
From: 20050713 | 613 | |[PM v|
Tooos07-14 | B3 | (PM v

@ https: figis, cms.hhs.gov: 3443 mailboxjisp/MEISend. jsp [ [ [ [ [

| é ﬂ Internet

Click ‘Mailbox Send’ option



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help #

Qe - () E’J @ @ p Search *Favnrites & @, t{_# & - L)

Address @https:,l',l'gis.u:ms.hhs.gu:-v:3443,l'mai||:unx,l'jsp,l'MBILu:ugin b GD Links **

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

[NTnmmmmey - Mailbox Send

(¥) Welcome TEST123

Mailbox Send
HI?Ihux!enrl:h Mailbox [ TESTIZ30UT v _ 1
fsiBeSEnd Fil fDeadletter
Log Out IEname | rEsT123 ( Browse... |
Refresh Mailboxes MESTTZ3/N

[TEST123/0UT <= 2

@ Dane | | | | | é ﬂ Internet

1 — Click on the ‘Mailbox’ drop down menu
2 — Click mailbox ‘/Mailbox ID/Out’



Choose file

My Recent
D ocuments

F‘ —
I
Deszkiop

w7,

My Documents

by Compliter
fedp M ebwark:
Places

[JHTTPTESTOBDAT: <Gemsm | ~| & @k E-

|E:IHTTF' TEST IE DATA
IZ] TEST OB DATA
S\§ M5 Supplied file name (skrockure)

File name: |EMS Supplied file name [stucture] <G — 3 ﬂ

Files of type: |l Files [ =

1 — Select desired folder (path)
2 — Click desired file OR

3‘ Entered deSIFGd fllename (Files sent to CMS must adhere to the
4 — Click ‘Open’

file naming convention provided by CMS)

Open

Cancel




) Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help #

OBBCk i O B @ @ /O Search *Favarites & @, & x| D

Address @https:,l',l'gis.u:ms.hhs.gu:-v:3443,l'mai||:unx,l'jsp,l'MBILu:ugin v BYGo  Links ?

[NTnmmmmey - Mailbox Send

(¥) Welcome TEST123
Mailbox Send

Mailbox Search

Mailbox | TEST123/0UT ~

Mailbox Send
Log Out Filename |C:HD|:||:ument5 and Settings\Garthdy Ducumen“_Eierse... |

Refresh Mailboxes

Help s

@ Dane | | | | | é ﬂ Internet

Click the ‘GO’ button



) Mailbox Interface MBI - Microsoft Internet Explorer

X
File Edit \iew Favorites Tools  Help #

eBack - Q B @ C/_:j pSEarch *Favnrites & @v % & -

Address @ https: figis.cms. hhs. gov: 3443 mailboxg jsp/MEBILogin

NN

(¥) Welcome TEST123

Mailbox Search
Mailbox Send
Log Out

Refresh Mailboxes

Help

Dane | | | | | é ﬂ Internet

Click the ‘Refresh Mailboxes’ option



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help #’

Qe - () E’] @ @ /O Search *Favnrites & @, t{_-; & - L)

Address @https:,l',l'gis.u:ms.hhs.gu:-v:3443,l'mai||:unx,l'jsp,l'MBILu:ugin b GD Links **

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

~|
Iy Mailbox Search
(¥) Welcome TEST123 _
Search Options
Mailbox Search Mailb o Al 3 . 1 )
Mailbox Send i 3
Log Out Message Mame: | une o dl etter
Refresh Mailboxes . fTEST1Z23
Messane 1D\ TESTI23M 2
Help /TEST123/0UT
Creation Date:
From: 120060713 | 884 | |PM ¥|
Tooos07-14 | 8B4 | PM v |
w
@ Dane | | | | | é ﬂ Internet |

To Verify Data (file) delivery
1 — Click on the ‘Mailbox’ drop down menu

2 — Click mailbox ‘/Unique Identifier/Out’




) Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help #

eBack - Q B @ C/_:j pSEarch *Favnrites & @v % & -

Address @https:,l',l'gis.u:ms.hhs.gu:-v:3443,l'mai||:unx,l'jsp,l'MBILu:ugin v BYGo  Links ?

CENTERS for MEDICARE & MEDICAID SERVICES

[INTnmmmey - Mailbox Search Results

(¥) Welcome TEST123

Extract Message Name Created Mailbox Extact Policy
Muilbox Sesrch % CME Supplied file name |49 2005-07-14 20:31:87.0 (25 TEST12300UT -
SESSRESERE rstructure) td
Mailbox Send % TEST 0B DATA fut 42 2005-07-13 21:02:86.0 (245 MEST123 Count
Log Out % TEST 0B DATA B 45 2005-07-14 16:25:46.0 (25 TEST1230M Count
Refresh Mailboxes
Help lterns 1-3 af 3

[tems per page: 5 106 25 50 100

= Il ] |
| | | | | é ﬂ Internet

Transmitted File



Logging Out Of CMS Web
Site



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools  Help #

eﬁac‘* i O B @ @ /DSearch *Favnrites @ @, tf_"::;.g x| D

address | @] https:/fgis.cms.hhs.gavi 3443 mailbox/isp/MBILagin v BEYGo Links ¥

2|
NNy Mailbox Search
(¥) welcome TEST123 _
Search Options
Mailbox Search Mailbo | v| )
Mailbox Send I
Message Mame: | |
Refresh Mailboxes Message ID- | |
Help
Creation Date:
From: |2005-07-13 | 1058 | |PM v
o loops07-14 | 1085 | [PM v
|
https: figis. crs. hbs.gov: 3443 mailboxisplogoff . jsp [ | [ [ [ é 8 Internet

Click the ‘Log Out’ option



